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¢4$ Introduction to Testing Laboratories

Importance of a Security Laboratory

» Regardless the platform, the software life cycle requires a continuous use of
engineering processes and tools.

= Specifically, the security context provides, among other elements:
Threat modelling.
Security requirements.
Policies.
Test platforms and definition.
Security metrics.
Simulation tools.
Secure programming guides and processes.

= The security laboratory is a support tool for the processes above.
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¢4$ Introduction to Testing Laboratories

The Security Laboratory

The security laboratory is not a static and
universal system.

In addition, mobile environment and
technologies has different standards and
regulations.

The security requirements are not the
same for all the products and
organisations.

It depends on:
Type of product.
The organisation in which it is developed.
Clients.
Legislation.

Just like the rest of engineering processes,
the security laboratory should be adapted
to the different needs.
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¢4$ Introduction to Testing Laboratories

Objectives of a Mobile Security Laboratory

= A security laboratory for mobile devices should allow users to:

Analyse the security an determine risks created by:
o The software installed in the device.

— Third parties’ applications (with or without an available source code).
— Official applications (installed by operators or manufacturers).
— Operative System.
o Its hardware.
— Wireless interfaces.
— External storage.

— Wired connections.

o Its configuration.

— Password and account policies.

Extract relevant information from a mobile device.
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¢4$ Introduction to Testing Laboratories

Objectives of a Mobile Security Laboratory

= Tasks performed using a security laboratory allow users to:
Ensure the conformity of a device or an application.
Ensure a specific level of security.
Identify threats and countermeasures existing in a system.
Transform users and decision-making bodies of the organisation into effective parts of
the organisation’s security.
= The security laboratory also depends on the complexity level required in the
different analysis.
When a deeper analysis is required, the complexity, as well as the material and human

Ccost are greater.

o The analysis of low-level elements (firmware, etc.) of a device requires a more complex
laboratory than when analysing third parties’ applications.
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¢4$ Security Testing

Types

= A security laboratory allows users to perform different types of analysis.
According to the analysis procedure:
o Static analysis.
o Dynamic analysis.
According to the systems involved in the analysis:
o On-device analysis.
o Emulator/virtual machine analysis.
o Analysis in the cloud.
According to the interaction with the analyst:
o Automatic analysis.
o Manual analysis.

= |tis advisable to use as many approaches as possible.
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+4$ Security Testing

Static Analysis |

= |t allows analysts to study characteristics of
applications without executing them.
= Analysable examples:

Code:
o Original or compiled source.

Permissions and applications’ manifest.

Images and other resources used by the
application.

= Techniques used:
Information flow and taint analysis.

o It performs a simulation of the execution of
certain elements of the application.

Control flow graphs.

o They create graphical representation of the
execution order.
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+4$ Security Testing

Static Analysis Il

= Advantages:
Easily automatable.
Quite effective detecting certain types of vulnerabilities.

o Buffer overflows.
o Code injections.

Some development tools include it as an additional feature.
= Disadvantages:
Possibility of finding a large number of false positives.
o The results have to be manually checked.

Some vulnerabilities are difficult to detect automatically.
o Weak encryption.
o Vulnerable protocols.
o Misconfiguration issues.
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+4$ Security Testing

Dynamic Analysis |

= |t checks the security of an application B e
- - u-'ﬂn\';
by executing it. Sy

= Analysable examples:
Memory of processes.

Use of resources (CPU, network,
battery).

Calls to the system.

Result of functions against the
handling of parameters.

= Technigques used:
Monitored execution in sandbox.
Fuzzing (automatic creation of inputs).
Monitoring code injection.
Vulnerability scan.
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+4$ Security Testing

Dynamic Analysis |

= Advantages:
It allows users to check the real behaviour of an application.
It may access information that is not accessible through other techniques.
Controlled environment.

= Disadvantages:

In general, it is more complex than the static analysis.
o It requires the execution of the program during a period of time.

It is not always possible to conduct the analysis in a virtual machine or simulator.

o The result may depend on the machine in which the application is executed.

The interaction with the application is a key point.
o Some inputs as an accelerometer or other kind of sensor are difficult to create.

It is more difficult to automatize.
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+4$ Security Testing

Involved Systems

Device;

Tests with real devices
and data.

\ v

4 N

Sometimes, it is the only
possible option.

More expensive.

Cloud:

Outsourcing of many
analysis tasks.

Handling of very
sensitive data by third
parties.

Virtual machine:

It enables the reduction
of analysis costs.

It provides a greater
control over the
analysed element.

\ J

( N

The results may differ in
comparison with a real
system.
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_$¢0 Security Testing

Automatic vs Analyst Analysis

4 N
v It enables the storage of a great amount of
data.

v It may be added to the development tools.

\_ v Low implementation costs. J

v Itis able to detect complex issues.

v' It may use automatic tools.

v It may detect unknown threats.
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_¢¢© Mobile Testing Laboratory

Components
Devices /\
Monitoring-
enabled network -
-
s
| Servers
."[j
Work
stations
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¢4$ Moblile Testing Laboratory

Mobile Devices

= Different operative systems and
models will be required.

According to the complexity of the
laboratory.

In some cases, they can be

substituted by emulators/virtual
machines.

Execution of the applications to
analyse.

Loaded from the work stations.

Dynamic analysis of each application.

o According to the platform, it may
require jailbreak/rooting to analyse
some applications.

They allow users to conduct forensic
analysis.

o Applications’ logs.
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¢4$ Moblile Testing Laboratory

Work stations

= They allow users to load applications in the
devices through the official development
tools.

= In some platforms, the official tools are
restricted to combinations of hardware and
operative system (iI0S and Windows
Phone).

= They conduct static analysis:
Via official and third parties tools.
= They conduct dynamic analysis:
Via simulators or virtual machines.

= They may be configured to act as proxy in
order to analyse the devices’ network
traffic.
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¢4$ Moblile Testing Laboratory

Network Infrastructure

= |t connects devices with the outside world and
enables the analysis of traffic created by the
mobile device.

= |tis necessary to configure it for the traffic to be
accessible. There are two possible solutions:

Redirection of all the traffic received by the router to
other device.

o It depends on the model of router.

Wireless security that allows users to capture traffic
by a work station.

o Watch out! Other computers will also be able to
access the traffic.

= [t will not be possible to inspect the traffic via
properly protected SSL connections.
Solution:

o Direct access from the device via dynamic
analysis.
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¢4$ Moblile Testing Laboratory

Network Services and Proxy Tools

= Network Services:

They are used to emulate services
provided to devices and applications.

They provide logs and traces that can
be useful for the security analysis.

= Proxy Tools:

Allow users to capture part of the
traffic sent to be analysed.

In some cases, they can be installed in
the work stations.
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¢+> Android Simulator

Introduction

Originally developed by Android Inc.
(bought by Google in 2005).

Its current development is managed by
the Android Open Source Project
(AOSP), maintained by Google and
promoted by the Open Handset
Alliance since 2007.

It is an open source system that is
generally customized with
manufacturers and operators
proprietary software.

Distribution of versions

29,5 \

0,2
3,4

26,9

36,6

= Froyo (2.2)
= GingerBread(2.3.3-7)
Ice Cream Sandwich (4.0.3-4)
= Jelly Bean (4.1-3)
= KitKat (4.4)
Lollipop (5.0-1)
= Marshmallow (6.0)

December 2015

sincibe_

23


http://developer.android.com/about/dashboards/index.html

¢S Android Simulator

Testing Laboratory |

Testing environment 0O

The testing environment for Android operative system of this course allows users to:
» Develop applications.

» Install and execute applications in devices.

« Test different features of an application during its execution.

« Conduct static analysis.

« Conduct dynamic analysis.

« Conduct forensic analysis.
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¢S Android Simulator

Testing Laboratory Il

Testing environment 0O

The testing environment for Android operative system of this course includes:
* Google Official Development Kit.

« Third parties’ tools for the static analysis.

« Third parties’ tools for the dynamic analysis.

» Android applications to learn about vulnerabilities, secure programming and security
services of Android.

* Tools for the extraction of information.

sincibe_ *



¢S Android Simulator

Google Official Development Kit

= |tis a set of tools that allow users to develop, install, execute, debug and
distribute applications for Android OS.

= |t enables the creation of applications for any Android version.
Smartphones: for smartphones and tablets.
Wear: for wearable devices such as bracelets.
TV: for smart TVs.
Car: for vehicles.
= Applications written in Java

Some tasks that require low level access to the device may be programmed in C with
the NDK (Native Development Kit).

sincibe__ *



¢S Android Simulator

Components of the Google Official Development Kit

= This kit includes various tools.

= Integrated Development Environment (IDE):

Graphical environment for the creation and debugging of applications.
There are two official options on Android.
o Android Studio (official since 2014).
o Eclipse (with plug-in previous to 2014).
= Software Development Kit (SDK):
Tools that allow users to compile and debug Android applications.
IDE automatize its use, but it is not necessary.
It includes:

o Tools for compilation, debugging and communication with devices.
o System libraries to be used by third parties’ applications.

o Emulators to execute and debug applications.

o SDK management tools.
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¢S Android Simulator

Tools — Android SDK

= Android’s SDK includes a set of tools that facilitate the creation of applications for
Android OS.

= SDK tools are classified into two groups:
SDK tools:
o They are independent of the Android version.
o They are updated regardless the platform tools.
o They include:
— Virtual Device Manager and emulator.
— Development tools (graphical environment and console).

— Debugging tools.
— Building tools.

Platform tools:

o They are specific for the Android version that applications are developed for.
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¢+> Android Simulator

Android SDK - Virtual Device Manager (AVD)

Graphical tool for the creation of virtual devices.

It enables the creation of multiple devices with different features:
Operative system.

Hardware.

Your Virtual Devices
M Android Studio

Type Name Resolution e on Disk
[[]  Nexusa 768 x 1280: xhdpi 16 Android 4.1.2 m 146 MB . Repair Device ¥
m Nexus 5 API 18 1080 x 1920: xxhdpi 18 Android 4.3.1 X806 305 MB | A4
m Nexus 5 APl 21 x86 1080 x 1920: xxhdpi 21 Google APIs x86 750 MB | A
+ Create | Dex [4]
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¢S Android Simulator

Android SDK — Emulator

It allows users to execute the devices
created in the AVD Manager.

It can be executed through the console
(the emulator utility) or via Android
Studio.

It may be configured via parameters
when being executed.

It cannot perform calls.

It may simulate the reception of calls
and text messages.

7:04

MON, JANUARY 4

ANDROID

Android’s Emulator

sincibe_
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¢S Android Simulator

Android SDK — Development Tools

= |t has two types of tools:

Console Tools:

o android: tool to manage the SDK via
console.

o lint: static analysis tool for the detection
of errors and optimisations.

o sqlite3: tool to access sqlite files that
include application data.

Graphical tools:

o SDK Manager: graphical interface to
manage the installation of API
versions, images of the system for the
emulators, and documentation.

sincibe_ *



¢S Android Simulator

Android SDK — Debugging Tools

= Tools for the debugging of
applications.

= Android Monitor: graphical tool that
allows users to measure the use of
the system’s resources (CPU,
memory, network, etc.) by an
application. It also enables access to
the system logs.

= DDMS (Dalvik Debug Monitor Server):
it allows users to take screenshots,
obtain information regarding the
device’'s memory, and simulate events
In the device (calls, messages,
location, etc.).
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$*° Android Simulator

Android SDK — Building Tools

Tools for the building of binaries.
ProGuard: it reduces, optimizes and

obfuscates the code of an application.

To this end, it eliminates the unused
code and rename classes, attributes
and methods with meaningless
names.

zipalign: it optimizes the compression
of application files (apk) created to
have a faster and less costly
execution.
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¢S Android Simulator

Android SDK — Platform Tools

= Such tools are updated with each
Android’s SDK version; however, they
remain compatible with older versions.

« adb: Android Debug Bridge (adb) is a
console tool that enables the
communication with an emulator
Instance executing, or a physical
device connected. It also enables
access to the emulator or device shell.

» logcat: it provides a mechanism to
recover and visualize the device or
emulator’s logs.
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¢S Android Simulator

Android SDK — Android Studio

= Android Studio is the official IDE.
= |tis based on an IDE developed by IntelliJ called IDEA.
= Among other characteristics, it provides:
Access to Android’s SDK tools, through the IDE itself.
Code templates to add common functionality to applications.
Graphical edition of users’ interfaces.
Automatic compilation and testing system based on Gradle.

o It facilitates the inclusion of external libraries.
Applications signature and creation of APK to be distributed
Code obfuscation via Google ProGuard.
Support to integrate the developed applications with Google’s services directly.
= http://developer.android.com/tools/studio/index.html
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¢+> Android Simulator

Android Studio — Installation
1. Install Java’s JDK 7.

http://www.oracle.com/technetwork/java/javase/downloads/jdk7-downloads-

1880260.html

2. Navigate to the following website: http://developer.android.com/sdk/index.html
3. Download the version that corresponds to your operative system.

If it does not appear automatically, vou will find a table at the bottom of the web page.

Windows

Mac 0S X

Linux

android-studio-bundle-
141.2456560-windows. exe

{Recommended)
android-studio-ide-
141.2456560-windows.exe
(No SDK tools included)
android-studio-ide-
141.2456560-windows.zip
android-studio-ide-
141.2456560-mac.dmg
android-studio-ide-
141.2456560-linux.zip

1209163328

bytes

351419656
bytes

375635150
bytes

367456698
bytes

380943097
bytes

6ffe608b1dd39041a578019eb3fedb5ee62ba545
8d016b90bf04ebacbce548b1976b0cBadfd6b5f9

64882fb967f960f2142de239200104cdcIb4c75h
d0807423985757195ad5ae4717d580deebaldbd8

b8460a2197abe26979d88e3b01b3c8bfd80a3d7db
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+4<$ Video

Download Android Studio

€9

developer.android.com/inti/es/sdk/index himl|

Android Studio provides the fastest tocls for building apps on
every type of Android device.

World-clags code editing, debugging, performance tooling, a
flexible build system, and an instant build/deploy system all
allow you to focus on bullding unique and high guality apps.

DOWNLOAD ANDROID STUDIO 2.1

FOR WINDOWE {1181 M)

> Readthedocs > See the release notes

> Features > Latest > Resources » Videos

Instant Run

Push code and resource changes 10 your app running on a device of
emulator and see the changes instantly come to life

¢ Q Segrch

> Dowriload Options




. ¢S Android Simulator

Android Studio — Installation

4. Accept the software license conditions.
5. Execute Android Studio.

Android

/X Studio

Powered by the IntelliJ Platform

6. Follow the instructions to install the SDK for the latest version.
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¢S Android Simulator

Tools — Android Studlo

DHG ¢ XOH AR E D I [Fmv) b & ¥ BB & ? Qa
t‘.‘Miapliminn e | java Ees + 27 curso 5] miaplicacion |+ © MainActivity L — —
2 iy Android % £ MainActivityjava x | & actw\tv_main.xmlM \ o
2\ Caapp package es.curso.miaplicaci v E
3
® > +import =
s
= v &  public class gMinActivity extends AppCompatActivity { 2
.E.. © Eldrawable b
& v Ellavout @y de _
=] % activity_main.xml al pyftected void onCreate(Bundle savedInstanceState) { 2
*® super.onCreate(savedInstanceState); S
» Elmenu setContentView(R. layout.activity_main); =9
o » [EImipmap ¥ ®
2 b [Elvalues
E * Gradle Scripts @verride
A " &l public boolean onCreateOptionsMenu(Menu menu) {
| late the s to the action bar if it is pre
v getMenuInfLater() inflate(R.menu.menu_main, menu);
return true;
Structure of }
@dverride
th e al public boolean nnDptmnsItemSeLected{MenuItem 1tem] {
/ \ppllcatlon _1tem getItemId(]
return super.onOptions ected(item);
}
Android - A8
No Connected Devices a No Debuggable Applications a
2| B0 | 5 logeat | ADB logs +* HMENDF\’J}’, Log level: | Verbose a Q - Show only selected application a
= R ——
s
&
«i| &
{: o
L J
£
& . .
2}
=
: Android Monitor
3
™
Terminal & 6:Android |#| 0: Messages 5% TODO — — Event Log [Z] Gradle Console
[ Gradle build finished in 95 155ms (a minute ago) | 1:1 |LF¢|UTF—£¢|CDntext: <no context> ‘ w B

sincibe_

39



¢+> Android Simulator

Tools — Android Studio

B H G ¢ A TTIRE ¢ > [ b KGR SR CEAS 7 eee Q
(wr ] Miaplimionﬁapp 1 src 2 [ main res  [27 layout + & activity_main.xml
q -1 Andrn'/ v| [%) | - I+ | (€ MainActivity.java x | & activity_main.; m
‘;’ v [ha Palette - 1- Component Tree g
3 » /1 manifests i H
. v E Device Screen =
® [java % = - ]
L res [1] FrameLayout v [[IRelativeLayout .E,
g : [F1drawable [[7] Lineartayout [AE| TextView - @string/hello_world &
& v Ell;a_kvnut -
= ‘& activity_main.xml
e R
» Elmenu a
» Elmipmap =
» [Edvalues

» (2 Gradle Scripts

Structure of
the
Application

=] 7:Structure

ok Small BNgon
(®) RadioBu
CheckBox
o Switch
— ToggleButton
& ImageButton
& ImageView
== ProgressBar (Large)
== ProgressBar (Normal)
== ProgressBar (Small)

Properties

layoutheight
siyle

alpha

background
backgroundTint
backgroundTijj

dat{@ Fli\rek egion

accessibilityTraversalAft
accessibilityTraversalBel

match_parent

—| Des.ign| Text |

Android

- L

No Connected Devices No Debuggable Applications B

3 B3 | gri logear | ADR logs +* IW Loglevel:  Verbose [BJ (Q ) Wﬂ
im —
~| &

&
Android Monitor
.;‘ /

: Messages

=2 TODOD

) EventLog [Z] Gradle Cansale

| [na|nja [Conext <nocontext> | m &
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¢S Android Simulator

Santoku Linux — Installation

= Linux distribution specialised in security analysis of mobile devices.

Available at: http://santoku-linux.com/download/

W e

Start the application.

o0e®
W w v »

= General

LPS
a (@) Powered Off
T Lpa
@ Powered Off
Android
@ (@) Powered Off
DLP Server
a (@) Powered Off

openwrt

[x] system

Boot Order:
Acceleration:

@ Inaccessi ble Display
Video Memory:
oﬁsﬂ;‘;ce%me Remote Desktop Server:
_ Video Capture:
LAMP
(@ Inaccessi ble Storage
Controller: IDE

IDE Secondary Master:
Controller; SATA
_ BATA Port 0:

B Audio

dr;;f;ﬂlr:nmg
B g

Name: didfail
Operating System: Ubuntu (64-bit)

Base Memory: 3232 MB

Floppy, Optical, Hard Disk
VT-x/AMD-V, Nested Paging,
KVM Paravirtualization

Install VirtualBox, in case it is not installed yet (https://www.virtualbox.org).
Download the ISO image of Santoku Linux.

Oracle VM VirtualBox Manager

| B Preview

[Optical Drive] VBoxGuestAdditions.iso (56.27 MB)

12 MB
Disabled
Disabled

didfail.vdi (Normal, 12.54 GB)
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¢S Android Simulator

Santoku Linux — Installation

4. Create a new virtual machine.

5]

-~
S

\& ¢ 9

Settings Discard

LPS
(@ Powered Off

LPA
(@) Powered Off

Android
(@) Powered Off

DLP Server
(@ Powered Off

openwrt
(@) Inaccessible

0SSsIM
(@) Inaccessible

LAMP
(@) Inaccessible

default
& Running

didfail
(Z) Aborted

Oracle VM VirtualBox Manager

E- M CCTCIN (G Snapshots

Start b4
[E General [E preview
MName: didfail
Operating System:  Ubuntu (64-bit)
[x] system

Base Memory: 3232 MB

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging,
KVM Paravirtualization

Display

Video Memory: 12 MB
Remote Desktop Server: Disabled
Video Capture: Disabled
Storage

Controller: IDE

IDE Secondary Master: [Optical Drive] VBoxGuestAdditions.iso (56.27 MB)
Controller: SATA

SATA Port O: didfail. wdi (Normal, 12.54 GB)

i Audio
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¢S Android Simulator

Santoku Linux — Installation

5. Create a new machine.

Type: Linux.

VeI'SIOI"\ Ubuntu 64 e , 7 Oracle VM VirtualBox Manager
RAM: 2GB Min. i w o 9

New Settings  Discard Start

Name and operating system

Name: iSamoku I

Type: | Linux _ | [ __B

Version: ihiuntu (64-biQ

Memory size

4 MB 8192 MB

Hard disk

" Do not add a virtual hard disk
© Create a virtual hard disk now
| Use an existing virtual hard disk file

Android.vdi (Normal, 8.00 GB) ¢l A

/7~ O\

Guided Mode Go Back @ Cancel
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¢S Android Simulator

Santoku Linux — Installation

6. Create a virtual hard disk.
It is advisable that the size of the disk is 40GB.

File location
Santoku al
File size
1 I_ --I_ ] 1 1 1 1 1 1 1 1 IQI 1 1 1 1 1 34‘45 GB
4.00 MB 2.007TB
Hard disk file type Storage on physical hard disk
© VDI (VirtualBox Disk Image) 0 Dynamically allocated
 WMDK (Virtual Machine Disk)  Fixed size
~VHD (Virtual Hard Disk) Split into files of less than 2GB
~ HDD (Parallels Hard Disk)
" QED {(QEMU enhanced disk)
~ QCOW (QEMU Copy-On-Write)
NN

Guided Mode Go Back @ Cancel
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¢S Android Simulator

Santoku Linux — Installation

= 7.0nce it has been created, select the machine and click:

Settings -> Storage -> Optical Drive -> Choose Virtual Optical Disk File.
Select the downloaded I1SO.

1%} )‘29 @

Settings  Discard Start A

rulindL dnap'

LPS - Storage & '
» Shadow
- » Reflection
General ~ System  Display torage: Network  Ports  Shared Folders  User Interface
§ » Glow
Storage Tree Attributes » Soft Edges
» 3-D Format
e Controller: Controlador IDE Optical Drive: 7|DE Secondary Master B @ |
ey . /] | Choose Vinual Optica isk Fie..
Live CD/DVD
3 Remove Disk from Virtual Drive
Information ! ™ .
T
Type: --
Size: - =
Location: -- L
Attached to: --
|
F - 4
BB 5
? Cancel | (O
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++$ Video

VM Creation
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¢S Android Simulator

Santoku Linux — Installation

8. Start the virtual machine and install the operative system.,
9. When starting the machine, select the “Install” option.

10. Select “Erase disk and install Santoku”.

11.Restart it once the installation has finished.

12.When the installation has been restarted, in the upper bar of the application,
select:
Devices -> Insert Guest Additions CD.
If the system requires the installation of “Guest Additions”, accept.
If it does not start automatically:
o Navigate to the CD directory.
o Execute (the administrator’s password has to be written).

o sudo sh VBoxLinuxAdditions.run
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++$ Video

Installation of Guest Additions
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++$ Video

Implementation
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¢S Android Simulator

Santoku Linux — Installation

For some of such tasks Santoku Linux will be required to have direct access to

the physical network.

To this end, it is necessary to configure VirtualBox with a bridged-like interface.

At the bottom left of the virtual machine’s window.

W VIA

advancing

Network Settings...

Ql!l@i@

General System Display  Storage

A Addanide 1
Not attached

Santoku - Network

» o

Adapter 3 Adapter 4

~
w

i

Ports  Shared Folders  User Interface

Bridged Adapter’ —
N : v
+ Connect Network Adapter - - s .
) e pe——v Generic Driver
O (=) [a] e £ 3 % Advanced -
Adapter Type: Intel PRO/1000 MT Desktop (BRG40EM) %
Promiscuous Mode: | Deny -
MAC Address: 08002765CDCC =
Cable Connected
Port Forwarding
: carce | (G
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Tools — Santoku Linux

« Santoku includes several tools that
may be useful to conduct dynamic and
static analysis.

* In this case, we will use the following
tools:

Apktool.
Androguard.
Wireshark.
Burp Proxy.

sincibe_ =
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Tools — Apktool

Tool to unpack Android applications.

It allows users to obtain a folder that contains all the resources of the application,
including:

The manifest file in a legible format.
The source code in smali format.
Images and other resources used by the application.
It also enables the repackaging of files into an apk file in order to be executed.

The files created need to be signed with a certificate in order to be executed in a
device.

Santoku includes the 1.5 version of apktool.
It is necessary to update it in order to unpack recent applications.
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Tools — Apktool — Updating

= Download the most recent “jar” file from the apktool web.
https://bitbucket.org/iBotPeaches/apktool/downloads

= Copy it to /usr/share/apktool and rename it as apktool.jar.

> sudo mv path apktool/apktool version.jar usr/share/apktool.jar

Default is apk.oy

d build all files.
written. Default is dist/nam
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¢S Android Simulator

Tools — Androguard

= |tis an open source project for the analysis of Android applications.

It is able to access multiple elements of an application:
Code: classes, methods, instructions, etc.

Manifest: permissions, activities, services, etc.
Resources: images, database files.
It allows users to obtain representations of the flow of an application.
Smali (legible representation of the assembly language of Android).
Call graphs.
It is easily extendible.
In Santoku, it is possible to open its console through the device.

> androlyze -s
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Tools — Wireshark

» Itis a program for the capture and inspection of the network traffic.
* ltis installed by default in Santoku.

> wireshark

2] The Wireshark Network Analyzer [Wireshark 1.10.6 (v1.10.6 from master-1.10)] - + X
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

u 5 v,—)[j/\\f\/%]mmmmﬁiﬁ

Filter: | + | Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

_—
WIRESHARK version 1.10.6 (v1.10.6 from master-1.10)
Files ______J _ Online |

No interface can be used for capturing in H
this system with the current . ¢ = open i ) 4F WEbSIFe .
configuration. Open a previously captured file Visit the project's website
See Capture Help below for details. Open Recent: - User's Guide
The User's Guide (online version)
c Refresh Interfaces @ Sample Captures
Get a new list of the local interfaces. A rich assortment of example capture files on the wiki security

Work with Wireshark as securely as possible

Capture Help

® How to Capture

Step by step to a successful capture setup
Network Media

e Specific information For capturing on:
Ethernet, WLAN, ...

Ready to load or capture No Packets Profile: Default

®.
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Tools — Burp Suite Free Proxy

= |tis a web proxy that will be used to intercept connections to web servers.

= |t allows users to capture and modify non-encrypted traffic, but also traffic
encrypted with SSL.

By creating an SSL certificate.

= |t enables the modification of HTTP requests or responses.

> b r S i t e [7] Burp Suite Free Edition v1.6
Target Scanner | intruder | ke

E
o
(-]
[
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Tools — Sqliteman

Application for the inspection and modification of sqlite files.
= |tis available in Santoku.

> sgliteman

S mydb.db - Sqliteman -+ x
File Context Database System Help
Schema | Pragmas : ’ @ [ 3 D ﬁ m @ @},
Database 1
- & main
v = Tables (2)
= Views (0)

+ @ System Catalogue (1)

Col:1Row:1/1 4

s <8 s xR =
Full View | Item View Script Output

Query OK
Row(s) returned: 0

Sqlite:3.8.2 4
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Tools — Qark

Qark is a tool developed by LinkedIn
that performs an automatic analysis of
APK files.

It shows some of the possible
vulnerabilities that may affect the
application and is also able to create
exploit tools to demonstrate them.

Qark is available in Github:
https://github.com/linkedin/gark

However, it is not included in Santoku
Linux by default.

In the following slides, the process
required to install and execute this
tool is described.
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¢S Android Simulator

Tools — Qark — Installation

= Create a folder called Qark in Santoku:
> mkdir gark
> cd qgark
= Clone the Github repository in the Qark directory:
> git clone https://github.com/linkedin/gark.qgit
= Access the gark folder and execute the following script:
> cd gark

> python qark.py
= The user will be asked to download Android SDK.

= Even ifitis already installed, accept it not to interfere with the installation.
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Introduction

= Itis Apple’s operative system for Distribution of versions
iIPhone, iPad and iPod Touch devices.

= |t was launched in 2007, and only
enabled the execution of applications
through the browser.

= |tis aclosed system and it is only
possible to install applications
(previously approved by Apple, except
for some exceptions) from the official
website.

21
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https://developer.apple.com/support/app-store/

¢S 10OS Simulator

Testing Laboratory |

= The testing environment for i0OS
operative system of this course allows
users to:

Develop applications.

Install and execute applications in
devices.

Ksiegujermy za Ciebile

Test different features of an application - B e Ieowe
during its execution. - i o x

Static analysis (limited in non-
jailbroken devices).

Dynamic analysis (limited in non-
jailbroken devices).

Forensic analysis (limited in non-
jailbroken devices).
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Testing Laboratory Il

= The testing environment for i0OS
operative system of this course
includes:

Apple Official Development Kit

Third parties’ tools for the static
analysis.

Third parties’ tools for the dynamic
analysis.

I0S applications to learn about
vulnerabilities, secure programming
and security services of Android.

Tools for the extraction of information
from an 10S device.
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Apple Official Development Kit

= |tis a set of tools that allow users to develop, install, execute, debug and
distribute applications for iOS.

= Apple’s official development kit enables the creation of applications for iOS and
Apple Watch.

= The programming language used may be Objective-C or Swift.
= Applications created may be backward compatible with some versions:
Apple may impose restrictions on the available versions for the new applications.

= Applications uploaded to the App Store should be approved by Apple.

Two exceptions:
o Installation through a business program.
o Installation through the official IDE without a developer account.

— From the last version.
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Components of the Apple Official Development Kit

= This kit includes the following tools:

Integrated Development Environment (IDE):
o Graphical environment for the creation and debugging of applications.
o XCode 7 (December 2015).
— Available at the App Store.
Software Development Kit (SDK) Tools:
o Tools that allow users to compile and debug iOS applications.
o The IDE automatizes its use.
o Itincludes:
— Tools for compilation, debugging and communication with devices.
— System libraries to be used by third parties’ applications.

— Emulator to execute and debug applications.
— SDK management tools.

sincibe__ ¢
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Tools — XCode

= Apple’s IDE for the development of applications.
= |t is obtained from Apple’'s Mac App Store.
= |t allows users to develop applications for:
iOS.
Apple Watch.
OSX
= Among other characteristics, it provides:
Code templates to add common functionality to applications.
Graphical edition of users’ interfaces.
Libraries of recurrent pieces of code.
Signature of applications.
I0S and Apple Watch simulator.
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Tools — XCode

Indexing | Processing files

-;Q-\ ExampleApp i iPhone 6s Plus

Build Settings Build Rules Identity and Typ,

= |28 [& Exampleapp

General

Resource Tags

ExampleApp.xcodeproj
Il Path fUsers/guizos/Documents/

ExampleApp/
ExampleApp.xcodeproj

[0 A ExampleApp &

ExampleApp
h| AppDelegate.h
m| AppDelegate.m
h| ViewController.h

¥ Identity

com.example.ExampleApp

Bundle ldentifier

1.0

Projffct Document

Version
Xcode 3.2-compatible a

m ViewController.m
Build 1
Prifect Format

Main.storyboard
rganizaticn | example

Team | None
Class Prefix

|5 Assets.xcassets
LaunchScreen.storyboard

Info.plist
ExampleApp.xcdatamocdeld
P || Supporting Files ¥ Dffployment Info
» | | ExampleAppTests -
» ExampleAppUITests Deployment Target “ Tt Settings
» [ | Products Devices | IPhane a Indent Using | Spaces a
i Wwidths 4% 42
Main Interface  Main n Tab Indent
Wrap lines
Device Crientation Portrait - -
Upside Dowr aracteristics| -
Repository
Type

Culent Branch

Version

Landscape Left
9 Landscape Right 5 Of the prOJeCt-

Status Bar Style Default

No changes

Status

ocation

Hide status bar
Requires full screen

O e o

Icons and Launch Images

pplicatio

Applcon

App lcons Source

Use Asset Catalog

Launch Images Source

Launch Screen File LaunchScreen
No Matches

¥ Embedded Binaribg

Help bar
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Tools — Xcode — Editor

@& @ ’- 5&; ExampleApp ; i§ iPhone 6s Plus ExampleApp: Ready | Today at 00:16

AppDelegate.m

B = = = B | < [E ExampleApp [ | ExampleApp ) m AppDelegate.m ) No Selection
¥ [B Exa R
#import "AppDelegate.h”
\h| AppDelegate.h

m] AppDelegate.m|

h) ViewController.h

@interface AppDelegate ()

@end

m ViewController.m @implementation AppDelegate

|| Main.storyboard

(BOOL)application: (UIApplication *)}application didFinishLaunchingWithOptions:(NSDictionary =)launchOptions {
#f Override point for customization after application launch.
return YES;

|| Assets.xcassets

|| LaunchScreen.steryboard

1| Info.plist

@Exampleﬁmp.xuﬂatamudeld - {void)applicationWillResignActive: (UIApplication =}application {
/# Sent when the application is about to move from active to inactive state. This can occur for certain types of temporar

» || Supporting Files £ L u . E . R m
interruptions (such as an incoming phone call or 5MS message) or when the user guits the application and it begins th

b || ExampleAppTests transition to the background state.
5 // Use this method to pause ongoing tasks, disable timers, and throttle down OpenGL ES frame rates. Games should use thig

method to pause the game.

» || ExampleAppUITests
¥ | Products

- {(void)applicationDidEnterBackground: (UIApplication *)application {
/f Use this method to release shared resources, save user data, invalidate timers, and store enough application state
information to restore your application to its current state in case it is terminated later.
/¢ If your application supports background execution, this method is called instead of applicationWillTerminate: when th
user quits.

}

- {void)applicationWillEnterForeground: (UIApplication =)application {
/# Called as part of the transition from the background to the inactive state;
on entering the background.

Structure
of the
applicatio

here you can undo many of the changes madd

}

- {void)applicationDidBecomeActive: (UIApplication *)applicatien {
// Restart any tasks that were paused (or not yet started) while the application was inactive. I the application was

previously in the background, optionally refresh the user interface.

}

- {void)applicationWillTerminate: (UIApplication *)application {
/f Called when the application is about to terminate. Save data if appropriate. See also applicationDidEnterBackground:.
#/f Saves changes in the application's managed object context before the application terminates.
[self saveContext];

#pragma mark - Core Data stack

=
=
=

Lecatien

Full Path

‘On Demand Res

Text Settings

Text Encoding
Line Endings
Indent Using

Widihs

Source Control
Repository
Type

man

oo
oo

Filter

Filter All Qutput 2

+ @& (O E] || Auto

AppDelegate.m

Target Membership

7&; ExampleApp

| [T ExampleAppTests

) [T ExampleAppUITests

O

View Controller - 4 controller

Relative to Group

row

[Users/guizos/Documents/
ExampleApp/ExampleApp/
AppDelegate.m

ource Tags

Default - Unicode (UTF-8)
Default - 05 X/ Unix {LF)

Spaces

Tooe

43 4
Tab Ingent
Wrap lines

ExampleApp
Git

1} @ @

ages a view.

contreller that manages navigation
through a hierarchy of views.

< Navigation Controller - &
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n n M ExampleApp ) ) IPhone 65 Plus Indexing | Processing files

22| ¢ > | [B Exampleapp ) [ Exampleapp ) B Main.storyboard » B Main.storyboard (Base) ; [ View Controller Scene ) (D) View Controller [ View

w [E] View Controller Scene
v ° View Controller

ﬂ Top Layout Guide
E Bottem Layout Guide

(i First Responder

> Storyboard Entry Point

(@ rFitter wAny hAny B & o o

View
now &
[ —
el
‘Wwidth Helght
e postionvew g

+ "] Preserve Superview Margins
+ ("] Follow Readable Width

Constraints
This view has no constraints.

Content Hugging Priority

' 750 |z
N E—
Intrinsic Size | Default (System Defined) [&

0O eO

View Controller - 4 controller that
manages a view.

Storyboard Reference - Provides a
! placeholder for a view centroller in an
external storyboard.

Navigation Controller - &
controller that manages navigatien
through a hierarchy of views.

B @ Fiter
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Tools — Simulator

It is not a complete emulator.

It includes 10S libraries, but compiled
for Intel.

OSX architecture.

It allows users to simulate certain
functions:

Fingerprint touch.
Airplay.
Memory warnings.

However, in order to test certain
functions, a physical device is
required.

iPhone 6 - iPhone 6 /i0S 9.1 (13B137)

siNncibe_
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Tools — Instruments

= |t analyses different characteristics of an application.

Standard Custom Recent

- tﬂJ w

B
E

Blank Activity Monitor Allocations Automation
L]
Core Data Counters Energy File Activity
Diagnostics

Q&
0

Metal System Network OpenGL ES System Trace
Trace Analysis
Zombies

Activity Monitor
“ll Monitors processes' CPU, memeory, disk, and network usage statistics.

Open an Existing File...

(=) Filter
—e-
.
Cocoa Layout Core Animation
GPU Driver Leaks
ﬂ
System Usage Time Profiler

sincibe_
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Tools — Hopper

Tool for disassembling and modification of binary files for iOS and Mac OS X.
Available (only for Mac OS X) at:
http://www.hopperapp.com

It is a paid tool, but there is a demo version that allows users to open binary files
and investigate their content for 30 minutes.

It creates program flow control trees.

It is able to create a pseudocode of an application in order to facilitate the
legibility of the code.

It allows users to conduct searches by tags (names of classes, methods, etc.)
and strings.

The paid version enables the debugging of applications and the modification of
executable files in order to repack them.

sincibe_
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Tools — Hopper

® @ DamnVulnerablelOSApp.hop
<[> D A C P U £ el 0 = O
+
1+ 1l || o [ LI (O | I 1
poagoaeRlR0B3BbaY pop rop ¥ File Information
Labels D 0000000100038baa ret
; endp Path: | fUsers/guizos/Library/Developer/Co
| Cohttp:f O 8002000120038bab nop dword [ds:rax+rax]
------------------------------------------------------------------- Loader: Mach-0
I Tag Scope
================BEGINNING OF PROCEDL S
TILLEIE T I LI COMIL 13 1L 14 JIUsS-app I = SECUTILY -l L= £ &=l .. ) A
http://damnvulnerableiosapp.com Ealol e System V
http:/{adlog.flurry.comjpostAdLog.do » Graphic Views
-[TransportLayerProtectionVC isSSLF
http://ads.flurry.com/v13/getAds.do baaaaaawamabba push rbp ¥ Instruction Encoding
http://data.flurry.com/jaas.do pegoaeelReB3BbD1 mov rbp, rsp
http:Jftwitter-oauth.callback 0000800100038bb4 mov qword [ss:rbpsvar_8] 55
K BpeRA22100803BbbE mov gword [ss:rbp+var_1€ v Format
UERHwv gcogla:analytics.com/collect 0000000106038bbc mov rsi, qword [ss:rbp+
http:/{www.google-analytics.com/batch peooaeelReB3BbCE mov rdi, gqword [ds:_0BJC Argument -:  Default ~
W@ W@ s (3@:%d): iAd campaign tracking di: d the iAd fr e ggggggg%ggg;gg:; ::; :t' giie lds:rsi+rdi
'%@" is not supported as an RLMArray object type. RLMArrays can only contain in... BERRRAR1RBB3EbCe moOVZX ea;' al 1
'NSMumber' is not supported as an RLMObject property. Supported number types... paoeaeelRBB3BbCT pop rbp Type: v
'%@" is not supported as an RLMObject property. All properties must be primitive... BODEERITENARE =Y . r:;d D Field path: o
Version %@ of Realm is now available: http://static.realm.io/downloads/cocoaflatest GeeRARe1ARRE3BLd1 nop word [cs:rax+rax] Manage Types
http://static.realm.lojupdatefcocoa?®@ [ T
. ¥ Comment
https://goagle.com/ BEGINNING OF PROCED.L
https:/fwww.google.co.uk
https://appcloud-node-stage.corp.flurry.com/
fiig=iflapocioud. flurry.com/ ~[TransportLayerProtectionVC setIsS
https:j/adlog.flurry.com/postAdLog.do p@ooaeR1R0B3Bbed push rbp
https://ads.flurry.com/v13/getAds.do ggggg gg%g gggggg} m; ;?D . {ED ¥ Colors and Tags
https://data.flurry.com/aas.do AEeeER100B3Ebes mov gword [ss:rbp+var_8] area: | N Set Clear
https:j/proton.flurry.com/sdkfv1 /config p@ooaeR1R0B3Bbea mov gword [ss:rbp+var_1€
hittps://api twitter.com/oauth/authenticate ggggggg%gggggg?g :23 g;‘;:em[(iS' rbpsvar_11] Procedure: ([ | Set Clear
https://api twitter.com/oauth/request_token PPEERAR1ARR3ELTI mov al, byte [ss: rbp:va; Address: TransportLayerProtectio...
https://api twitter.com/oauthfaccess_token F_)F_)?@(_dﬁ_)?li_ﬂﬁ_)ﬁ_)él_ibfﬁ mov rsi, gwo r‘d_ [s_s: r‘I:_JE)-'_-\.
https://api.parse.com = analysis section :commnn Block:
https://ssl.google-analytics. Jcollect Analysis segment _ LINKEDIT -
) Analysis segment External Symbols
https://ssl.google-analytics.com/batch > dataflow analysis of procedure in _ TEXT —
rocedure:

https://www.gocgletagmanager.com > dataflow analysis of procedure in _ DATA

= dataflow analysis of procedure in __ LINKEDIT

= dataflow analysis of procedure in External Symbols
Background analysis ended

Address 0x100038bb0, Segment _TEXT, -[TransportLayerProtectionVC isSSLPinning] + O, Section __text, file offset Ox38bb0

mated if desired). For example code, please see the wiki: https://github.com/yaps...

r example code, please see YapDatabaseViewMappings.h, or see the wiki: https://... Manage Tags
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Jailbreak tools

Many of the analysis tasks on iOS cannot be performed on the simulator, since it
does not emulate a complete system.

For example, in order to obtain an executable binary, it is not enough to
download the corresponding IPA file, since the executable is encrypted.

It is necessary to extract it from an iOS device in which it has been installed. This
operation requires the installation of third parties’ utilities that need a jailbroken
device.

The essential tools to conduct analysis when a jailbroken device is available will
be presented later.

Within this course, the steps required to configure the device in order to extract
and analyse binaries will be covered, but methods to jailbreak the device will not,
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Jailbreak Tools — SSH

= Cydia should be used to install all the tools.

Cédigo PIN = '21:00 : - 4 Codigo PIN = 21:02 [ 4

RRLLE m i Acerca de Inicio Actualizar Q. Openssh| [
-_-\
- . . . T™ 2SS
Extras . Notas de voz FaceTime  Quiosco Bienvenido a Cydia
3 S ' el - por Jay Freeman (saurik)
'a Cydia > u saurik >

Destacados > @ Temas > =

Cydia Terminal

trick WiFi-only apps

?; 3G Unrestrictor  og 7, 11¢ supported 2
_ i ; w e r t u i o
INtelliSCreenX oo on ook scscon > qqwWiejrjijyjul ! jogp/
. a s d f h j k | n
B Gestionar cuenta > o Bl G . g - i, - - .

* D ®e @ .7123 espacio

= Then, install the packet. Once the installation is finished, Cydia restarts the
SpringBoard (graphical environment).

Teléfono

e m » Ayuda para actualizacién y @ n (Z]XJCQV 3 (ngm o
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Jailbreak Tools — SSH — Configuration

= The next step is to connect to the device via the terminal.

= To this end, it is necessary to know its IP. It is possible to discover it in the
“Settings” section.

Cédigo PIN = 21:13 Y Cédigo PIN = 21:13 =4
Ajustes < Wi-Fi I
-~ Modo Avion L Omitir esta red

o WiFi ] ,
DIRECCION IP
Bluetooth Si BootP

U2l Datos méviles Direccién IP

192.168.0.3

Mascara de subred 255.

Centro de notificaciones

Router 192.168.0.1
©
Centro de control ¥ : DNS 192.168.0.1
~
No molestar Dominios de busqueda Home

—_

sincibe__ ™



¢S 10OS Simulator

Jailbreak Tools — SSH — Configuration

= From Santoku, or our computer in case it is Linux or Mac.
The password by default is alpine; it is recommended to modify it in the first

santoku@santoku-VirtualBox:~% ssh root@l92.168.08.3

The authenticity of host 8.0.3 (192.168.0.3)" can't be established.
RSA key fingerprint is 59:1b:18:23:97:37:05:10:7b:ca:a4:2a:55:086:b9:85.
Are you sure you want fto c ontinue connectin g (yes/no)? yes

Warning: Permanently added '192.168.8.3' (RSA) to the list of known hosts.
root@ls
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¢S 10OS Simulator

Jailbreak Tools — BigBoss Tools

= The same operation has to be performed to install “BigBoss Recommended

Tools”.
Cdédigo PIN = 21:06 [y Cdédigo PIN = 21:06 =4 Codigo PIN = & 21:08
Bigboss re| < Buscar Detalles Instalar Ejecutando

O BigBoss Recommended Tools

.7123 espacio

ﬂ BigBoss Recommended ...
1.3.2

@ Cambiar ajustes del paquete >

g Autor >

Combined list of hacker tools. Cydia no
longer comes preinstalled with most useful
command line apps. This package installs
most the missing ones in one swoop. There
is no real package provided here. It is only a
set of depends on other various tools so
that your command line can become useful
again.

INEORMACIAN SORRE | A ELIENTE

Q

Buscar

Descargando Syslog Commandline

Listo: Syslog Commandline

Descargando Erica Utilities

Listo: Erica Utilities

Descargando BigBoss Recommended Tools
Listo: BigBoss Recommended Tools
Descargando Berkeley DB

Listo: Berkeley DB

Descargando APT 0.7 Strict

Listo: APT 0.7 Strict

Listo: APT 0.7 Strict
(O |

= Then, install the packet. Once the installation is finished, Cydia restarts the

SpringBoard (graphical environment). v incibe .
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Jailbreak Tools — Clutch

= Clutch is a tool used to decrypt binaries on iOS.

= In order to decrypt de binary, execute the application and perform core dumps of
the memory zone of the application itself.

= |ts installation is made via SSH.

= Then, it is necessary to download the Clutch tool from the link below and to copy
the binary to /usr/bin in the iIOS device.
https://github.com/KJCracks/Clutch/releases
> scp Clutch-2.0-RC7 root@192.168.0.3:/usr/bin/Clutch

sincibe__ #
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Jailbreak Tools — iNalyzer

INalyzer is a tool by AppSec Labs used for the static and dynamic analysis of iOS
applications.

This unit is only focused on static analysis.

In order to install iNalyzer, it is only necessary to add the http://appsec-
labs.com/cydia repository to the Cydia’s repository, following the same
instructions used to install older repositories.

Once the repository is loaded, the system console is accessed via SSH:
> cd /Applications/iNalyzer5.app
> ./iNalyzer

It is necessary to use the browser in order to have access to the results of the
execution: http://ip_iphone:5544
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Jailbreak Tools — Snoop-it

Snoop-it is a tool for the automatic
analysis of iIOS applications by NESO
Security labs.

It shows some of the possible
vulnerabilities that may affect the
application by using a web interface
created by the application itself.

In order to install Snoop-it, it is only
necessary to add the
http://repo.nesolabs.de repository to
the Cydia’s repository, following the
same instructions used to install older
repositories.

sincibe_
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Other Tools — IFunBox

It does not require jailbreak.

Available at:
http://www.i-funbox.com

It enables the installation of
applications from IPA files:

They should have been developed
with the business program.

It enables access to images stored in
a device:

It may use the device as a removable
disc.

It is able to access the file system of
each application within the Sandbox.

And iOS’ complete file system.
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¢S 10OS Simulator

Other Tools — IFunBox

e0e iFunBox
- . — B
+ @ + i ' S Jorge Blasco Alis's iPhone |... & EH = 9 n ._B.
Mew Folder Refresh Go Up Level Copy From Mac Copy To Mac Install App Current Device Switch View Languages Facebook Twitter
My Mac
A i057.1.2)

A User Applications

\) App File Sharing
> .@. System Applications AirFair Airlock Books DCIM Downloads Highland... PhotoData Photos PublicSta...

ﬁ Shortcuts

General Storage

n Ringtones

u Bogks @ e e e e e

EH Voice Memos Purchases Recordings Safari general_s... iTunes C... panguaxe...

Q/ Raw File System

1 Media r

Idle

15 items, 27.45 GB available
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¢S Other Environments

Introduction

= |OS and Android are the most
important platforms regarding the
market share.

= Other platforms that have a smaller
market share among domestic users
are widely used in the business
context.

Windows Phone

o Simple integration with other solutions
in the business context that are widely
extended.

BlackBerry

o First company to develop smartphones
with permanent connection and
competitive rates for companies.
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++S \Windows Phone

Introduction

Windows Mobile successor.

Widely used in PDAs at the beginning
of 2000

The first stable version was launched
as Windows Phone 7 in 2010.

In its last version (10), it lost the name
of “Phone” and was called Windows
10 Mobile.

It is well integrated with Microsoft
services.

Office.
Skype.
Xbox.
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++S \Windows Phone

SDK

= Windows provides a universal SDK
that include all its platforms.

Visual Studio Enterprise.

Desktop.
Tablets.
Smartphones.
Xbox. il Ll " . -.J- 19:12
= Three main tools, according to the XbOX MUSIC
developer: RAVA SE KOLEKCE
I i i ut Walls 3|
Visual Studio Community. h;er":;r:is i ulrkf)le cl
Visual Studio Professional. alba
’””ﬁf skladb

zanry

seznar
radio
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++S \Windows Phone

Visual Studio Community

= Microsoft free IDE.

= Downloadable at:
https://www.visualstudio.com/post-download-vs?sku=community&clcid=0x409

= Created for small groups of developers.

= |tincludes:

Windows Phone’s simulator.
Debugger.
Static analysis tools.
o Available in Professional and Enterprise versions.
Microsoft specific testing tools.
Continuous integration and team collaboration tools.
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. ++S \Windows Phone

Visual Studio Community — Installation

= Access the web of Visual Studio (only for Windows).
= Scroll to the Visual Studio Community section.
= Execute the downloaded file to install Visual Studio.

Visual Studio Community 2015

Create multi-platform apps for Windows, iOS, Android,
and more by using a single IDE.

Learn about Community?>

© O O

Download Community 2015
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++S \Windows Phone

Emulator for Windows 10 Mobile

= Desktop application that emulates a device executing Windows 10.
= Jtis included in Windows 10 SDK.
= |ts functioning is similar to iIOS simulator.
= |t allows users to simulate:
Data of the accelerometer.
SD cards.
Locations.
Wireless networks.
Communications via NFC.
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++$ BlackBerry

Introduction

Brand of the Canadian company Research in Motion (RIM), which manufactures
devices with an own operative system.

It became popular in the business context due to the communication options
provided by their devices.

Their main clients are still organisations, while domestic users are decreasing.
Currently, this brand has three lines of devices with different operative systems.
BlackBerry OS.

BlackBerry Playbook.
BlackBerry 10.
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++$ BlackBerry

BlackBerry OS

= QOperative system for BlackBerry devices until 2012 (7.1 version).
= The first version (1.0) was launched in 1997 for BlackBerry 850 (a beeper).

= |t allows users to develop applications through two technologies:

Javascript/CSS/HTML5:
o It uses BlackBerry WebWorks to access the native APIs of the device.

o Itis compatible with the use of Cordova for the portability to other systems such as Android
and iOS.

Java:
o It uses a specific SDK: the BlackBerry Java SDK.
o Development via Eclipse through a plug-in:

— Itincludes a simulator.

o Itincludes a cryptographic API specially developed by RIM:
— Files encryption.
— Libraries for communications via TLS and SSL.
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++$ BlackBerry

BlackBerry Playbook

= Specific operative system of the BlackBerry Playbook tablet (2011).

= |t enables the development of apps through four technologies:

Native SDK
o Native platform of the device in C/C++.
o Itincludes IDE, a compiler and other tools required for the development of apps.

Javascript/ CSS/HTMLS.

Adobe Air:

o It enables the use of applications created with Adobe tools.
— http://developer.BlackBerry.com/air/download/#playbook

Android:
o Playbook OS may execute Android 2.3.3 applications with limitations.

= The Playbook simulator is provided as a virtual machine of VMWare:
http://developer.BlackBerry.com/playbook/native/download
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++$ BlackBerry

BlackBerry 10

= QOperative system for BlackBerry launched in 2013.

= Evolution of the operative system of the QNX company (bought in 2010).
Integration of multiple components of Playbook OS.

= Again, there are four ways of executing applications:
Native SDK.
o New SDK and IDE (Momentics, based on Eclipse).

Javascript/CSS/HTMLS.
o SDK WebWorks for BlackBerry 10 based on Cordova (download).

Adobe Air (discontinued in the latest versions).

Android.
o It enables apps repackaging for their execution in BlackBerry 10.

o From versions 10.2 and 10.3, BlackBerry 10 provides access to Google Play and Amazon
Store for apps with Android 4.3 as maximum version.
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++$ BlackBerry

SDK — Installation

1. Navigate to the link bellow and download the Momentics version that
corresponds to your operative system:
http://developer.BlackBerry.com/native/downloads/

2. Install Momentics following the displayed instructions:
3. Execute Momentics and select a workspace.

4. When the SDK installation dialogue appears:
Select “No Device” &3 ~~ - lmamd e Ofenme b

Download and install SDK

" Connect a BlackBerry 10 device © No Device
and download the |atest matching BlackBerry 10 Download the latest BlackBerry 10 Native SDK, and
Native SDK then deploy and test your applications on a
approximately 480 M8 download simulator

Download the BlackBerry 10 Simulator
approximately 1.20 GB download
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++$ BlackBerry

SDK — Installation

5. Select the recommended API level:
Later, we will install another simulator and API level.

\ 4

Download and install SDK

API Level
Read more about APl Levels

BlackBerry 10 Native SDK 10.3.1 (Recommended)

< Back Install Cancel
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Thank you for your
attention
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